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Preface

The Australian Consumers’ Association (ACA) is a not-for-profit, non-party-political organisation established in 1959 to provide consumers with information and advice on goods, services, health and personal finances, and to help maintain and enhance the quality of life for consumers.  The ACA is funded primarily through subscriptions to its magazines, fee-for-service testing and related other expert services.  Independent from government and industry, it lobbies and campaigns on behalf of consumers to advance their interests.

Introduction

The ACA made submissions on the development of the framework of Internet content from the perspective that it is important to maintain the crucial protection necessary for community tolerance of the Internet, while it is also important that consumers can go about their daily business substantially unhindered by systems designed for their protection. It was our concern that looking at every page or image downloaded across the Australian border would impose a significant performance burden on the transfer of information across the Net.   Supplying the infrastructure to undertake the task would be expensive.  We felt both these factors would have an appreciable impact on the enjoyment of the Internet by the majority of users who have no interest in extreme X or Refused Classification material but who use the Internet for email communication, accessing all kinds of information including Government services, and shopping on-line. The primary thrust of our comments was the need to empower consumers to take control of the Internet experience.  We suggested that an important challenge was to provide consumers with cost-effective methods to filter or block material that they might find offensive or which might be harmful or distressing to children.  ACA supported an industry self regulatory environment, inclusive of community participation in developing and enforcing standards, coupled with a genuine commitment to seeking international standards of content rating as part of global consumer protection.   We felt these developments were part of the necessary maturation of an industry that is increasingly entering the lives of ordinary Australian families and everyday consumers.

Adequacy and performance of community safeguards established by Schedule 5

From the perspective outlined above, we were broadly satisfied with the co-regulatory scheme that emerged as Schedule 5 to the Broadcasting Services Act 1992.  The ACA has provided comment to the IIA in the development of the relevant code, and considers it useful that the Code has been developed in an industry context.   The experience has been an important part of the maturation of the ISP sector, bringing home the fact that developing a mass industry of Internet access, with consequent entry into the homes of middle Australia, carries important responsibilities.  Therefore the required provision of filtering products strikes a reasonable balance between consumer control and regulatory intervention. 

The statistics presented on the performance of the Scheme seem to confirm this balance – the number of complaints received has not been enormous, but are not trivial.  The disposition of the complaints indicates to us that Australian consumers are using the Scheme as intended – to bring to the attention of authorities instances serious and unacceptable content on the Internet.  They confirm that much of the problem lies in overseas jurisdictions, but an appreciable proportion are dealt with within the Australian jurisdiction. They confirm to us the growing maturity of the Internet industry, the education of consumers about how to navigate the Net, an ebbing of the hype surrounding the Internet, which along with the abatement of commercial entrepreneurialism has assuaged some of the moral panic surrounding the medium.  It is important that Australian consumers are confident that they have a contact point to which they can refer undesirable conduct. As will be mentioned below, this is a problem with relation to spam or unsolicited bulk email, not only because of content.

Community education and Provision of Internet content filtering products and services

ACA is not unhappy with the recent change to provide filters at cost to consumers.  If the products were to be provided free, it would probably need to be with Government funding.  We have not seen evidence that price of filter products is a significant issue in deterring their usage.  It would be useful to ensure that any Government initiatives or schemes directed at increasing availability or affordability of computers and Net access address this important aspect of consumer control.  If there were to be any subsidy of computers, then the necessity of access to such tools should not be neglected.

There are community concerns about the transparency of operation of some filtering products and services.  It is important for consumer confidence in such products that there be a way for consumers to ascertain exactly what is being blocked.  There is certainly a possibility in filtering for ‘false-negatives’ and it is a legitimate requirement to check. We would advocate maximum transparency in the operation of mechanisms designed to protect the community from designated types of content, so that the community can judge whether the categories are mapped correctly and whether the ongoing operation of the mechanisms meets the community aspirations. 

In our original submissions we noted that it would be useful to require PC and modem suppliers and retailers to include information packages about different screening devices on the market and to display point of sale posters/educational material to inform consumers of steps they can take to protect their children from undesirable material on the Internet. We have not seen evidence that the non-ISP segments of the computer and Internet industry have embraced these initiatives.  Most if not all the industry initiatives have been online.  It may well be that the activities of NetAlert have been sufficient in the offline regard, but we regard the real-world point of sale environment a very powerful context to position the solution to an important issue like Internet content control by consumers.

Internet content filtering technologies

Computer CHOICE  (published by the ACA) tested 7 widely available Internet filtering software packages from the ABA's list of scheduled filters and published the results in the May/June 2002 issue.  Computer CHOICE set up each product to best meet the needs of each of 3 user profiles:

· complete protection for younger children, 

· versatile, parentally prescribed protection for older children, and 

· basic pornography blocking for adults and small businesses. 

For each profile, Computer CHOICE found one or more filtering products that did a good or very good job — but no one software package could meet everyone's needs. On the other hand, 4 of the 7 filters were at best little more than mediocre.

The Computer CHOICE testing showed that to be an effective filter a product needs to be flexible and easy to customise — in most cases the default settings aren't very useful, and certainly won't suit the needs of every parent and business.  The disappointing test results reported by CSIRO were for products used "on their default settings, assuming that most home users would just install the product and run it 'out of the box', rather than spend the time needed to understand and configure it." In contrast, the test reported in Computer CHOICE confirms that net filtering software can be effective when combined with supervision and direct involvement with the products — but only when users take the time and have the skills to set it up to meet their needs. Therefore in our view, for Internet filtering software to achieve the goals of the ABA and IIA's Code of Practice, it needs to be quicker and easier to configure, (preferably with the option of one-click profile selection) and it can't be applied on a 'global' basis — at an ISP level, for example — but must be chosen and configured according to individual needs.

Filtering overseas-hosted information 

Following the points derived from the Computer CHOICE testing described above, it is evident that a one-size fits all solution will not deliver the protection that the average consumer is looking for. Partly because the average consumer is always different - not everyone wants the same thing from an Internet filter — some kinds of content may be okay for one family and not for another.  Therefore any national filtering scheme will certainly not be sufficiently strict for some consumers, and they will need to use filters, as is currently the case.  

Relying on filter settings in a private context requires consumer control to fine-tune these to their satisfaction.  The application of public classification criteria to content is in our view highly unlikely to be amenable to automation in any foreseeable timeframe.  The problem is not strictly one of technology.  Even with well-intentioned and educated humans in the loop, controversy erupts periodically over classification decisions. Faster computers and more sophisticated software are not going to solve this heuristic problem. Classification for the general public must always be a case-by-case undertaking.   At best filtering technology could alert a human-based classification system of the need for action.  This would create an enormous and resource intensive task in the context of the weight of material and speed of operation of the Internet. But the notion of a filtering system that could automatically detect and exclude material that would offend Australia’s classification standards, protect Australians from offensive material but not offend taken-for-granted freedom of access to information must in our opinion be dismissed as fantasy. 

Application of the Schedule to live-streamed Internet content

It would in our view be incongruous for live-streamed Internet content to somehow be an exception to the general regime of content control.  We agree with the determination that streamed media should not be treated as broadcast, and hence such material would be best dealt with as a form of Internet content and regulated accordingly.

Offensive spam and the Online Content Co-Regulatory Scheme

Spam or unsolicited bulk e-messages (UBE) is a cause of considerable concern to many consumers.  The ACA responded to the NOIE review of spam in terms that it is best regarded a rogue commercial phenomenon, not a criminal matter.  We urged the authors of the NOIE report to make a clear distinction between the process of sending UBE and the content of such messages.  In our view, it is important not to muddle the admittedly difficult development of ways of dealing with the process of disseminating rogue messages and their intrusive and unsolicited nature with the often illegal and highly sanctionable contents or purposes of the messages. 

A lot of the offensive UBE is offensive because it touts for or points to online sites (for which the consumer is often asked to pay). These sites would fall within the content regime as defined and could be complained about and dealt with accordingly. It is difficult to see how including the actual emails themselves in the regime would assist, since there is not an effective methodology in place to discourage the sending of UBE.  However, such a step would blur the line between personal email and Internet content, a line that should be maintained.

The most fruitful avenue may be in the development of filters to cull UBE at the consumers level, however, to date, the development of anti-spam filters has been fraught with difficulty. Government should co-operate with international initiatives to diminish the flow of UBE on a commercial level without impairing the consumer experience of the Internet.  Stemming the tide of spam will then assist in alleviating the amount of undesirable content.

Potential impact of convergent devices

The connectivity of various emergent devices to the Internet will bring a number of complications, filtering of content being one. Other issues that will require attention from equipment and service providers will be security, virus vulnerability and protection of users personal information. Devices that are sufficiently sophisticated to store and display offensive content will require a variety of protective technologies – industry should be made and kept aware of the necessity of providing user control of unacceptable Internet content as one of these.
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