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Manager

Broadcasting and Online Content

Licensed Broadcasting

Department of Communications, Information Technology and the Arts

GPO Box 2154

CANBERRA ACT 2601

Dear Manager,

Review of Issues Related to Commonwealth Interactive Gambling Regulation

The ABA is pleased to provide comments to the above review.  

The ABA and individual member banks have on related matters made a number of submissions and provided other information in consultation sessions, to both DCITA and NOIE.  We stand by the views expressed through these mechanisms, but have chosen to focus in this submission on regulation feasibility and enforceability issues, under the review heading:

“The feasibility of and capacity to regulate financial transactions associated with the provision of interactive gambling services” 

In summary, the ABA’s position is:

1. Banks have implemented measures to assist in the prevention of illegal gambling and the amelioration of problem gambling,

2. It is neither feasible nor appropriate for financial transaction systems to be utilised as an enforcement tool, or for banks to be used as enforcement agencies.  

3. Banks should not have to bear the costs of any new regulation of financial transactions.

4. Proposals for regulation of financial transactions which have been tabled over the IGA consultation period would have unintended and unwarranted consequences, and have been rejected by NOIE and other agencies.

The ABA would be pleased to provide further information if required.

Yours sincerely,

Tony Burke

Director

ABA Comments on DCITA Review of Issues Related to Commonwealth Interactive Gambling Regulation, April 2003

DCITA Reference

“The feasibility of and capacity to regulate financial transactions associated with the provision of interactive gambling services”
As mentioned above, under section 69A of the IGA the Government may make regulations providing that an agreement for the payment of money for the supply of an illegal interactive gambling service has no effect.

Shortly after the passage of the IGA, the Government initiated a process of public consultation on how the intent of regulations under section 69A might best be given effect. This process, which began in September 2001 with a call for public submissions by the National Office for the Information Economy (NOIE), has continued throughout 2002.

These consultations have indicated that the Government’s ability to render agreements that provide for the payment of money for the supply of illegal interactive gambling services unenforceable is uncertain. There are a number of legal and practical considerations that may limit the capacity to regulate financial transactions associated with interactive gambling services or otherwise make them unfeasible. Given these concerns, the Government has not made regulations to date.

The Government is concerned that any intervention in this area is appropriate to the level of problem gambling associated with illegal interactive gambling services. The Government is also concerned not to create unintended regulatory effects or to impose undue regulatory burdens.

Consultations have indicated that two broad approaches might be available for the development of regulations under section 69A.

· Make regulations under the provisions of section 69A

The purpose of such regulations would be to render agreements for the provision of illegal interactive gambling services to customers in Australia unenforceable after any debt has been incurred.

It is unclear, however, whether Australian law would cover agreements and related payments for services provided by individuals/institutions in jurisdictions other than Australia. It is possible that under this approach, the liability for interactive gambling debt may rest with Australian financial institutions because the capacity for these institutions to recover payments made to overseas interactive gambling merchants appears uncertain.

· Require financial institutions to block credit card transactions related to illegal interactive gambling services.

Following similar developments in some jurisdictions in the United States, this option would require Australian credit card issuing institutions to identify and decline authorisation requests from gambling merchants for illegal interactive gambling transactions.

Should Australian financial institutions respond to this requirement through the use of credit card transaction service codes, such measures appear likely to be effective for credit card purchases occurring directly between the customer and the gambling merchant, where the merchant has correctly coded the gambling transaction.

There appear, however, to be a number of means by which the correct identification of illegal interactive gambling transactions might be avoided. These include establishment of player accounts with offshore financial institutions, the use of online payment providers, and the potential for gambling merchants to use incorrect credit card transaction service codes in order to avoid identification of gambling transactions. It is also uncertain how any such regulations would discourage the use of alternative payment systems and emerging payment technologies, such as e-cash.

Comment is sought on the Government’s ability to regulate financial transactions associated with the provision of interactive gambling services. This would include an assessment of the options outlined above as well as any other approaches and the potential impact of relevant overseas developments on the regulation of financial agreements associated with interactive gambling services.

Comment is also sought on whether available options represent an appropriate response to the level of problem gambling associated with interactive gambling in Australia.
ABA Comments

1. Government’s ability to regulate financial transactions

Issuers and acquirers operate within card scheme rules. These rules would have to be changed in order to accommodate blocking of transactions.  As the rules are typically set at a regional or global level, changes for Australia only would probably require the force of legislation.

If a merchant blocking system was implemented then each individual card issuer would be required to block at the merchant level. There would also need to be a mechanism for a body such as the Australian Broadcasting Authority to process complaints and notify banks of disallowed merchants and for banks to add such companies to a decline list.

Before Australian issuers of credit cards could decline authorisation of Internet gambling transactions, contracts between card issuers and their customers would need to be altered to allow the issuer to decline authorisation.  Credit contracts are subject to Australian law as well as international policies, and changes to those would probably also require legislation.

In its 2001 “Report on the investigation into the feasibility and consequences of banning interactive gambling”, NOIE concluded, inter alia, that:

· There are various means of circumventing each of the technologies identified as being able to support a ban on interactive gambling.

· These options range from being fairly simple workarounds to technically complex methods.

· Given the availability of these circumvention options, a ban on interactive gambling will not be 100 per cent effective.
2. Option 1.  Making agreements unenforceable

This option will only be effective where Australian law has jurisdiction.  If offshore Internet gambling merchants are operating via offshore financial institutions, making contracts unenforceable in Australia may not be effective in preventing interactive gambling.

There is also the risk that the legislation may create jurisdictional uncertainty for card issuers processing offshore transactions.

Making all contracts relating to interactive gambling services unenforceable would have serious unintended consequences for banks. For example, when a customer performs a transaction with a bank credit card, the card scheme honours the transaction, which is in turn honoured by the bank.  If a customer purchases an illegal gambling service over the Internet and then repudiates the debt, the bank would be liable for that debt.  A customer could continue to gamble on an interactive gambling website at the expense of card-issuing banks.

There are other difficulties.  For example, interactive gambling service providers (IGSPs) generally require the commitment by players of sufficient cleared funds to cover losses in advance. These funds are often committed to an account held by the IGSP itself.  A player may be powerless to reclaim funds committed as consideration for a transaction that is subsequently regarded as unlawful and unenforceable in the player’s jurisdiction. 

3. Option 2.  Blocking credit card transactions

The ABA believes that there would be major problems in trying to use the payment system to manage interactive gambling.  Only credit and debit card systems have the potential to be used to manage interactive gambling transactions.  However at this time, debit cards are not being used for such transactions.  The systems currently in place for credit cards do not make it possible to identify and block interactive gambling transactions in real time.

Gambling merchants could avoid controls put on credit card systems by operating through intermediaries, using alternative payment systems or by establishing merchant facilities where merchant codes do not identify the merchant as offering gambling services.

Offshore Internet gambling merchants have already adjusted their operations to avoid the US regulation of Internet gambling transactions through the use of intermediaries.

If merchants wished to avoid financial institutions tracking direct gambling transactions, they could avoid transactions being described or reported in a manner that would prevent them being correctly identified.  Not only would this be the case at transaction level, these merchants would probably structure and name their businesses in a way which would disguise the true nature of their operations.

If Australian card issuers attempted to block offshore interactive gambling transactions, jurisdictional issues would create significant uncertainty about which transactions issuers could block.

A bank could be required to decline transactions that are conducted legitimately under both the law of the country in which the cardholder was present and under Australian law. This would create the potential for customer satisfaction issues and may give a cardholder legitimate grounds to seek redress. 

Other difficulties with blocking transactions include identification, both of the customer as “present in Australia”, and of the merchant as an illegal interactive gambling service provider. 

In identifying the customer, there is a question of whether the requirement is for the customer to be present in Australia at the time of the transaction (that is, when the card is debited), or at the time of using the interactive gambling service (for example, the customer may purchase gambling credits in one country but not actually use those credits on the site until they are present in Australia).  Further, a customer may be in possession of a bank credit card issued by an Australian bank, but be residing or travelling in another country.

It is equally difficult for a card-issuing bank to identify an illegal interactive gambling service provider. In particular:

· the nature of interactive gambling and Internet transactions in general, means that at the time of the transaction the merchant, the acquiring bank, the card-issuing bank and the credit card holder may be located in different jurisdictions;

· IGSPs who use an aggregator service may be  able to avoid being identified in the course of a transaction, and

· there is no way to distinguish (in the same transaction, or across multiple transactions) between legitimate purchases made from an interactive gambling service provider (such as merchandise) and illegal gambling services.

Transaction blocking may yield to declining of foreign interactive transactions that are permissible under the Act but are processed as interactive gambling transactions under card scheme regulations. Such transactions could include:

· Event based gambling – eg overseas sports betting

· Lotteries

· On-board gambling purchases at casinos on cruise ships

· Purchase of value for proprietary payment mechanisms.

· Non-interactive gambling transactions that are processed as gambling transactions because the merchant is not able to split transactions.
There is a variety of payment options other than credit cards available to gamblers, and most interactive gambling sites require gamblers to establish betting accounts with cleared funds.  Therefore, simply banning credit cards from use for gambling purposes is unlikely to be an effective way of preventing interactive gambling. Moreover, the absence of transaction tracking systems for non-credit card transactions and the inability to intervene in real-time to cancel gambling transactions means that it is not possible to prevent other payment systems from being used for gambling purposes. 

In its above-mentioned report, NOIE stated that, in relation to the use of financial transactions for controlling gambling:

· Transactions must occur directly with the interactive gambling merchant—not through an intermediary; and

· Merchants must apply the appropriate service code correctly…
· The financial transaction option is not an effective option for enforcing a ban on interactive gambling.

4. Overseas developments

The United States bill H.R. 556 (Leach-LaFalce Internet Gambling Enforcement Act failed to pass the Senate.  It provided for civil remedies for accepting credit, EFTs, cheques (or similar instruments) or proceeds of any other form of financial transaction in connection with Internet gambling that is unlawful under any applicable Federal or State law.  The onus was to be placed on the provider of gambling services.

H.R.21  (Unlawful Internet Gambling Funding Prohibition Act) is currently before the House.  It is similar to H.R. 556, but adds criminal penalties.  Again, the onus is to be placed on the provider of gambling services.

It is the ABA’s view that the burden of prevention of illegal interactive gambling and of related problem gambling outcomes should not fall on banks.

5. Problem gambling

Individual banks have commented during the IGA consultation process on measures they have implemented to assist government and community groups in addressing problem gambling.
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