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1 October 2004

Ms Rhyan Bloor

Manager, Mobile Content Review

Broadcasting Division

Department of Communications, IT and the Arts

GPO Box 2154

CANBERRA  ACT  2601

Dear Rhyan

Review of the regulation of content
delivered over mobile communications devices

Virgin Mobile Australia (VMA) welcomes the opportunity to provide comment to the above ‘Mobile Content Review’, currently being conducted by the Commonwealth Department of Communications, Information Technology and the Arts (DCITA).

About VMA

VMA launched in Australia in October 2000 through a joint venture between the Virgin Group and SingTel Optus (Optus).  VMA operates through the Optus network infrastructure as a mobile virtual network operator (MVNO), providing its own switching, billing voicemail and SMS platforms.  VMA offers prepaid and postpaid services and now has around 500,000 subscribers.

About this submission

In this submission, VMA provides general comments on mobile content regulation and specific responses to the issues that DCITA identified for comment in its Review issues paper.  While VMA has attempted as far as possible to address each of the issues identified in the paper, the submission primarily focuses on three key arguments:

· convergent mobile devices and services are in their infancy, and overly prescriptive or onerous regulation at this stage could delay or prevent their widespread take-up

· mobile content filtering would be feasible only at the end-user level, and accordingly consideration of such filtering should be delayed until end-user filters are developed

· any regulatory framework for mobile content should be aligned with the co-regulatory frameworks set out in the Broadcasting Services Act 1992 (BSA).

General comments

This Mobile Content Review is examining issues that will be important in shaping the future development of the mobile telecommunications industry.  The issues include future content services on mobile devices and whether regulations should be imposed on the provision of these services.  The review is considering issues that will have implications for users’ experiences of mobile devices and accordingly for consumer take-up of these devices and services.

A specific issue raised in the Review’s terms of reference is the role of content regulation in protecting members of the public, especially children, from exposure to illegal and highly offensive content.
  VMA supports the Mobile Content Review’s objectives to protect children from such content.  It is vital to the Virgin brand that we take our responsibilities in relation to offensive and adult content seriously.  The mobile industry generally also benefits from responsible service provision, as take-up of mobile devices is likely to be limited if there is general community concern that the devices do not contain adequate consumer safeguards.

Nonetheless, the current concern to protect children from illegal content on mobile devices should be seen in the context of similar anxieties during the introduction of all communications media.  While some will claim that mobile devices present new and unique challenges that will make children especially vulnerable, the Review should note that such claims were made about radio, television and online services when each was introduced in Australia.  Despite some of the early calls for prohibition or over-regulation of these media, they are now practicably regulated in Australia through the co-regulatory frameworks established under the BSA.

The issues involved in introducing Internet content regulation in Australia are closest in nature to those involved in mobile content.  In fact, this current Mobile Content Review emerged from DCITA’s review of Schedule 5 to the BSA
 (online content scheme), which regulates access to illegal and offensive Internet content in Australia.  In 1999, when Parliament introduced Schedule 5 into the BSA, a minority of stakeholders were very vocal in calling for ISP-level filtering of all Internet content and similar regulations.  It is instructive to note that Parliament resisted those proposals as impractical and as potentially having significant and unnecessary detrimental effects on network performance and service take-up.  Instead, Parliament endorsed the co-regulatory approach that is currently embodied in the registered industry codes of practice which, among other things, provide for end-user filtering of Internet services.

The co-regulatory and end-user filtering approach in the online content scheme have strong support.  In DCITA’s review of the scheme, the Department found that the clear majority of submitters supported the existing scheme, especially the industry-developed codes of practice.  The Department similarly supported the co-regulatory approach, recommending it be retained and that targeted, minor amendments be made to aspects of the scheme to improve its ongoing effectiveness.

In this context, VMA submits that, in line with other communications media in Australia, concerns about mobile content should be addressed through a co-regulatory approach that is commercially and technologically practical.  As outlined in greater detail below, operator-level filtering should not be introduced and any regulatory scheme for mobile content should be underpinned by codes of practice that are developed by the industry to most practicably meet regulatory objectives.

Overall, regulation should not discourage consumers from adopting new technologies through poorly targeted or unnecessary requirements.  The mobile telecommunications industry contributes significant economic benefits to the economy.  A recent report undertaken by the Allen Consulting Group
 showed that the mobile telecommunications industry contributes $4.8 billion a year to the domestic economy, greater than either the free-to-air television industry or the newspaper, printing and publishing industry.  More than 34,500 people worked in the mobile telecommunications industry in 2002-03, and the ongoing industry specific payments to government were $178.2 million in 2003-04.

However, it should be noted that for the foreseeable future data services will merely be an adjunct to voice traffic for the majority of mobile service providers.  Widespread consumer take-up of 3G and other high-bandwidth audiovisual and data services has not yet occurred and is not guaranteed.  The Allen Consulting Group showed that while data revenues are growing, they are nonetheless less than 7 per cent of industry revenue.
  This is in contrast to the Internet industry where data services are the primary services offered by Internet service providers (ISPs).

Accordingly, a consequence of imposing overly prescriptive or burdensome regulations on mobile content would be to increase business costs or impose hurdles to consumer take-up of services.  This would be likely to delay or even prevent the introduction of audiovisual and other content services on mobile devices.  In turn, this would reduce the potential consumer benefits and industry growth opportunities associated with the mobile telecommunications industry.

VMA’s specific responses to the five issues identified for comment in the Review issues paper are set out in detail below.

1. Identify new and emerging communications devices and platforms, capable of receiving and delivering audiovisual services (including text), and related features

Currently there is a wide range of mobile devices that can provide audiovisual services and related features, including some 2.5G and 3G mobile handsets, personal digital assistants (PDAs) and laptops with wireless connections (although 2G handsets may support text-messaging).  Current 3G handsets contain applications that have typically been found on personal computers, including Internet browsers, games and applications for streaming and email.  In addition, a significant proportion of the mobile handsets now sold include cameras.

In general terms, the key feature that distinguishes these mobile devices from personal computers in the ‘fixed environment’ is by definition their mobility.  However, when compared with personal computers, the PDAs and mobile handsets in particular are limited by screen resolution, screen size, processing capability and memory (although “plug in” memory may be used on some devices).  Moreover, PDAs and mobile handsets do not contain CD-ROMs or full keyboard functionality, making the user interface more difficult than that provided by personal computers.  While technological advancements will improve many of these areas for mobile devices, in general personal computers more easily support a greater range of rich audiovisual and related services.

Further, while due to their mobility, the new mobile devices may access audiovisual services from virtually ‘anywhere’, it is worth noting that personal computers with Internet access are currently ubiquitous, being available among other places in schools, businesses, shops, public buildings and around 4.5 million homes.
  Around 16 per cent of Internet subscribers in Australia now have broadband connections, and average data downloads grew by 37 per cent in the March quarter 2004 alone, reflecting faster access speeds.

In this context, VMA notes Parliament’s intention that different levels of regulatory control be applied across the range of broadcasting, datacasting and Internet services regulated under the BSA, according to the degree of influence the services are able to exert in shaping community views in Australia.
  VMA submits that while mobile devices are by definition mobile and thus present some regulatory and consumer protection challenges, currently they are not as easily used for rich audiovisual services as devices in the fixed environment.  Moreover, their media capabilities are currently limited by user-interface, memory, processing speed, screen size and resolution.  Accordingly, it would in fact be consistent with Parliament’s intention for media content regulation that the mobile devices are subject to a lighter regulatory touch than that applied to the Internet.

2. Report on the type of audiovisual service and related features that are available or are being developed for mobile devices and platforms in Australia and overseas

VMA is not a handset or mobile device manufacturer and as such can provide only general comments on the services and related features that are being developed for mobile devices.

Advancements in handsets and network technologies have led to a wide variety of audiovisual services being available via mobile devices.  Voice and SMS are ubiquitous on mobile handsets, and MMS capabilities and FM radios are increasingly common.  Despite initial resistance, consumers are now increasingly adopting WAP services including games.  Handsets currently coming onto the market are including java applications
, video players, MP3 players, cached and streamed video animation.  The services available through these devices could include instant messaging and downloads of video clips, audio files, data and voice.

However, it should be noted that the types of services available to end-users are dependent on the technological platforms available through their service provider’s network.  That is, if a service provider does not provide open Internet browsing for example, subscribers will not be able to access the Internet through that provider’s service even if the device would support such access.

Nonetheless, there are a number of factors that may limit the widespread adoption of audiovisual services on mobile devices.  Currently, the memory capacity of most mobile devices limits the amount of data that can be downloaded and stored on the device for play-back, although this may be somewhat offset by “plug in” memory.  Streaming is also likely to solve the memory problems as content is not required to be stored on a device’s memory.  However, there may be network limitations or other difficulties in providing adequate ongoing data connections to support high-bandwidth streamed services.  In addition, media streaming is unlikely to become widely used by consumers until download cost structures are reduced.  For example, audio files of songs are often more than 2MB and data download rates on mobile phones typically cost around $22/MB during peak times and $11/MB in non-peak.

In relation to the content services provided by VMA, the review may wish to note that VMA will provide content through its ‘walled garden’
 The Vibe, including ringtones, icons, picture messages, subscription updates, MMS and mobile chat.  Currently, VMA does not provide open Internet browsing.  More information about The Vibe can be accessed at: www.virginmobile.com.au/pricelist/vibe.html.

3. Report on relevant technical features, marketable characteristics and commercial drivers for take-up of such services and features including but not limited to:

(a) their means of delivery

(b) commercial arrangements established for their supply

(c) their importance in contributing to commercial viability of platform investment

(d) the commercial availability and performance of filtering technologies for mobile devices

(a & b) Delivery of audiovisual content and commercial arrangements for its supply

As noted above, VMA provides access to content services through its ‘walled garden’ The Vibe, which is available to all VMA customers in Australia.  Content available on The Vibe may be produced by:

· VMA, such that VMA would have direct and complete control over the content

· third parties in conjunction with VMA, such that VMA would have some control over the content

· third party content providers (eg. Legion Interactive) where the provider has met specified commercial criteria and agreed to abide by the VMA content guidelines
, such that VMA would have some control over the content through commercial agreement.

VMA does not currently provide open browser Internet access (ie. open WAP), although it may provide such access in the future.  If VMA were to provide open WAP access, it would of course have no control over content accessed via the technology.  This situation was recognised by the drafters of the online content scheme, as explained in the Explanatory Memorandum to Schedule 5 to the BSA:

Nor can online service providers be made to ‘police’ the content transmitted through their service (as for example a cinema or newsagent is made to in relation to conventional media), because the online service provider will often not be aware of, or be in a position to be aware of, much of the content which is being accessed or provided by users of their service.

To that end, Schedule 5 does not impose obligations on ISPs to monitor, classify or censor material.  This approach is reasonable and should underpin considerations of mobile content regulation.

(c) Investing in platforms

As an MVNO using the Optus network infrastructure, VMA does not make technological platform investments.  The technological platforms available to VMA are restricted by Optus’ development path.  Nonetheless, in general terms, the main driver for introducing mobile content platforms, including 3G, is the greater data revenues potentially facilitated by the technologies.

(d) Filtering

The Review would be aware of the filtering technologies currently being developed for the mobile telecommunications market.  For example, handset manufacturer Nokia
 and UK filtering company Telcotec
 each claim to have developed filters for mobile operators to install on their service to censor content.  VMA is not aware of any assessments of the effectiveness of these filters, or of their impacts on network performance.

However, with general regard to operator-side filtering, VMA draws DCITA’s attention to the limits of such filtering outlined in the Department’s report on the operation of Schedule 5 to the BSA.
  Based on independent expert advice prepared by UK-based technology consultancy Ovum Pty Ltd, DCITA’s report stated that complex analysis filtering would not be practical at the ISP-side and that there are a number of practical difficulties associated with ISP-side URL/IP filtering.

First, Ovum stated that URL/IP-based filtering is limited.  Specifically, the lists employed in the filtering do not contain all offensive content and accordingly will not block a significant proportion of offensive content.  Also, the lists often contain miscategorised content and accordingly will block access to some legitimate content.  In addition, URL/IP filtering is likely to have detrimental effects on network performance, which would be most noticeable on high-speed networks.

Second, DCITA’s Schedule 5 report found that introducing server-side filtering for ISPs would involve implementation costs of around $45 million for the ISP industry in Australia and ongoing costs of $33 million per annum.  In relation to mobile content, such costs would create a strong disincentive to provide Internet access through mobile devices, particularly as it would be a subsidiary service to voice traffic and the potential revenue gains for providing access is not expected to be great, at least in the near future.  This is significant given that mobile telecommunications is an enabling technology that creates significant positive effects for the economy and consumer lifestyles.

Third, the DCITA report showed that requiring ISP-side filtering for mobile devices would have a significantly greater economic impact on smaller operators than on larger operators, primarily due to the lower number of customers across which the smaller operators could defray costs.  In the mobile telecommunications market, this would be likely to benefit the few very large carriers while penalising MVNOs and resellers, possibly even locking them out of data revenue streams.  Accordingly, the downstream consequences for telecommunications competition would be considerable.

While end-user filters do not currently exist for mobile handsets, VMA would envisage that, as the issue of mobile content receives greater attention and as new technologies are refined and developed, end-user filters would be developed for mobile devices.  Similarly, handsets that are able to install filters could be developed in the near future (eg. through Internet or WAP browsers).  It is likely that end-user filters for mobile handsets would either be downloaded through the cellular network or installed through memory card-style devices.

In the meantime, the Government’s Internet community advisory and research body, NetAlert, should undertake research into the technical and commercial feasibility of end-user filters for mobile devices.  VMA notes that currently NetAlert’s powers include initiating research into filtering and adult verification technologies for ISPs, Internet content hosts and their clients.
  To that end, NetAlert and the Australian Broadcasting Authority (ABA) have a track record of producing excellent reports on filters and associated technologies under the online content scheme.

4. Report on the extent to which regulatory approaches apply to the different new and emerging audiovisual services and features.

and

5. Consider:

(a) what, if any, measures are necessary (eg. regulation, cooperative arrangements, public awareness and end-user empowerment initiatives) in order that the supply and accessibility of audiovisual services are managed

(b) whether there are additional measures that carriage service providers, content service providers and content hosts might take to address contact and child safety issues arising from contact type services (eg. chat).

VMA considers that the regulation of mobile content under the Telecommunications Act 1997 (the Act) is more onerous and less flexible than general media content regulation in Australia.  Specifically, VMA is concerned that the regulatory instruments for establishing content rules under the Act – that is, ‘service provider determinations’ – are compulsory in the first instance and underpinned by remedial directions, formal warnings and civil penalties.

In contrast, the co-regulatory framework of the BSA establishes Internet content rules through industry-developed codes of practice that address matters set out in the Act.  Compliance with these codes is not compulsory in the first instance; however, should the ABA direct an ISP or Internet content host to comply with a registered code, they must then do so.  This is similar to the framework applying to broadcasting content regulation under the BSA.

Accordingly, if a regulatory framework for mobile content is introduced, VMA submits that the framework should primarily work through codes of practice that are developed by industry to most practicably and feasibly meet the prescribed legislative objectives.

With regard to the application of the National Classification Code (the Code), if mobile content contains pictures or audio then presumably the content would be able to be assessed under the Code.  However, it should be noted that pre-classification of content would impose an unreasonable regulatory burden on service providers, whether such a scheme were to be administered by the OFLC or the provider.  On one hand, VMA understands that under the online content scheme the OFLC takes several weeks to classify Internet content and charges around $500 per page.  Service providers’ walled gardens typically contain hundreds of pages, many of which are updated regularly.  The costs of OFLC-classification of content would therefore be commercially unfeasible.  On the other hand, VMA understands that full time content classifiers typically earn around $65,000 per annum, without including the technical facilities and training required for such a position.  It is therefore likely that requiring service providers to employ a classifier would impose regulatory costs of around $100,000 per annum, also making many service providers’ walled gardens commercially unfeasible, at least in the short term.

Instead, VMA proposes to self-regulate the mobile content provided on its walled garden service, The Vibe.  VMA would undertake to not provide:

· sexual or violent content without a restricted access system in place to limit access to the content to persons over 18 years of age

· passive location-based services where a user can request the location of another individual (excepting reasonable requests from emergency and police authorities)

· gambling services prohibited under the Interactive Gambling Act 2001.
VMA currently has in place “content guidelines” for third-party content providers who provide content.  To this end, VMA already seeks an undertaking from the providers that they will not distribute such content on services that can be accessed through The Vibe.  VMA proposes that, under a mobile content regulatory scheme, if customers consider that content is not appropriate for The Vibe or has been inappropriately categorised, the customers should be able to contact the Virgin Mobile Team to register a complaint about the content (ie. a complaints-based scheme).  VMA would review the content and make a determination as to its appropriateness for The Vibe, with potential remedial action including taking the content down from the walled garden.

As noted elsewhere, VMA currently does not provide open WAP access to the Internet.  However, if it were to provide such access, VMA would be likely to restrict the access to customers who have proved that they are over 18 years old.  The review may wish to note that in order to activate a postpaid account, Virgin customers need to prove they are over 18.  Age verification could be sought upon or after activating prepaid accounts.

VMA considers that mobile content filtering would be feasible only at the end-user level, and accordingly consideration of such filtering should be delayed until end-user filters are developed.

Chat services present some difficult issues in relation to protecting children from unwanted contact with paedophiles.  VMA notes that recently the Australian Government introduced into Parliament new provisions under the Criminal Code which, among other things, would provide for explicit provisions related to the use of the Internet for paedophile grooming
 and the procurement or attempted procurement of children.  VMA considers that if such provisions do not apply to chat services accessed through mobile devices, they should be extended to do so.  

In addition, in July 2003 the various Australian police authorities established the Australian High Tech Crime Centre (AHTCC) to provide a national coordinated approach to investigating high tech crimes, including sexual crimes.  VMA notes the AHTCC website states that the Centre is now investigating child pornography and that on 30 September 2004 the Centre announced that it had coordinated a nationwide crackdown on Internet child pornography, resulting in the arrests of hundreds of persons.  Such police activity should also be directed to paedophile grooming on chat services, whether accessed through a ‘fixed’ computer or a mobile device.

It must also be noted that chat services – whether on ‘fixed’ personal computers or mobile devices – are anonymous communications.  Accordingly, the most effective way of protecting children is to educate them to never provide their personal details when using chat services.  VMA notes that a wide range of organisations and websites educate children about ‘safe chatting’ rules
.  VMA will give consideration to also providing ‘safe chatting’ tips on its website.

Conclusion

In summary, advanced convergent mobile devices and services content have not yet enjoyed widespread consumer take-up.  Regulation should not impose business costs or provide useability difficulties such that the introduction of these devices and services is unnecessarily delayed or even prevented.  In particular, imposing an operator-level filtering regime for mobile content would make mobile content, which for the near future will be merely an adjunct to primary voice traffic, commercially unfeasible.

Instead, VMA recommends that Government should adopt a co-regulatory approach in line with the regulatory frameworks under the BSA.  This approach should allow industry to develop schemes for most practicably and feasibly meeting the important policy objective of protecting children from adult or highly offensive content.

VMA would welcome an opportunity to discuss the matters raised in this submission.  If you would like any further information please contact Matthew Pearce, Regulatory and Policy Adviser, on 02 9338 6122 or matthew.pearce@virginmobile.com.au.

Yours sincerely,

Sue Bailey
Matthew Pearce

Product Marketing Director
Regulatory and Policy Adviser

Virgin Mobile (Australia) Pty Limited
Virgin Mobile (Australia) Pty Limited
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