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Introduction and overview

On 27 September 2002, the Department of Communications, Information Technology and the Arts (DCITA) announced that it would conduct a review of the operation of Australia’s co-regulatory scheme for Internet content (the scheme), established under Schedule 5 to the Broadcasting Services Act 1992 (the Act).  

The Australian Broadcasting Authority (ABA) is the statutory body with primary responsibility for implementation of the scheme.  This submission provides information on the ABA’s activities in implementing the scheme and other information to assist consideration of the issues identified in the issues paper published by DCITA to inform the review.  

The ABA considers that the key achievements of the scheme to date include:

· Registration of three codes of practice, developed by the Internet Industry Association through consultation with the industry and the community, and compliance with the codes by major Internet service providers and Internet content hosts. 

· Research into the Internet safety information needs of Australian families and subsequent implementation of a community education program, including redevelopment of the ABA’s web site for families, www.cybersmartkids.com.au and related materials and activities.  

· Establishment of an online complaints hotline to deal with complaints about Internet content, with 1500 complaints received since 1 January 2000.  

· The removal of 284 items of prohibited Internet content from Australian Internet sites, and referral of 135 items of illegal content to State police forces.

· Notification of 1003 items of overseas-hosted prohibited content to the makers of scheduled filters, and the referral of 490 items of overseas-hosted child pornography to overseas law enforcement agencies and overseas hotlines.

· Research on the effectiveness of filter software products and the development of guidelines to assist families to select products that suit their specific needs.  

· Establishment of close working relationships with law enforcement agencies and overseas hotlines. 

· Participation in relevant international policy and regulation forums, and recognition by these bodies of international best practice by Australia.

The success of the scheme to date can be attributed in part to the fact that it has been implemented in a way that has not imposed unnecessary financial or administrative burdens on the Internet industry.

In implementing the scheme, the ABA has emphasised the overwhelmingly positive role that the Internet can play as a communications tool and source of entertainment, information and education.  The ABA’s activities have been aimed at assisting users, particularly families with children, to take full advantage of the benefits of the Internet, while being aware of the potential risks and knowing how to manage them.  The ABA considers that these measures have contributed to the increased take-up of Internet services throughout Australia, and notes the number of household’s with access to the Internet has increased from less than 20 per cent to more than 50 per cent since the scheme commenced.  

In the ABA’s view, the scheme has operated effectively to address complaints about Internet content, restrict children’s access to unsuitable Internet content and increase community awareness of Internet safety issues.  In this context, the ABA recommends that the scheme continue in its current form, and the ABA’s role in administering the scheme continue.  The ABA considers that the co-regulatory model, underpinned by registered codes of practice, has demonstrated its ability to deliver effective outcomes for the community and the Internet industry, and recommends that the codes continue in force, with regular reviews to help ensure their relevance with regard to trends in community standards and technological developments. The ABA’s community education program has been developed to meet the specific information needs of Australian families and further innovative activities are proposed.  The steady rate of complaints about Internet content, many relating to illegal content such as child pornography, demonstrates the importance of retaining a mechanism for effectively dealing with such complaints.  An ongoing program of complementary research and international liaison activities will ensure that implementation of the scheme has taken account of relevant social and technological trends and international best practice.

The structure of the ABA’s submission is as follows:

· Chapter 1 considers the co-regulatory framework and the operation of the codes of practice.

· Chapter 2 discusses the scope of the scheme in terms of the types of content covered.  

· Chapter 3 details the ABA’s activities in administering the scheme – operation of the complaint mechanism, community education activities, and international liaison.  

· Chapter 4 provides an assessment of developments in Internet content filtering technologies since the commencement of the scheme.  

Throughout the submission, specific issues listed for comment in the issues paper are noted at the beginning of each chapter.  Recommendations on these issues are set out at the end of each chapter, and are summarised on page 3.  

Unless otherwise stated, references to clauses are references to clauses of Schedule 5 to the Broadcasting Services Act 1992.

Summary of recommendations

The ABA recommends that:

· The co-regulatory approach to Internet content in Australia continue, with periodic review of the roles and responsibilities of government, industry and the community.

· The current framework for operation of codes of practice for the Internet industry continue, with regular reviews of the operation of the codes to ensure that they continue to meet their objectives.

· The effectiveness of the designated notification scheme for prohibited and potential prohibited Internet content hosted outside Australia set out in Content Code 2 continue to be monitored.

· The current threshold for prohibited content and potential prohibited content remain.

· The regulatory status of audio-visual content streamed live on the Internet be clarified, and that such content be regarded as Internet content for the purposes of the co-regulatory scheme.

· The ABA continue to take action in relation to Internet content associated with spam, and that further consideration be given to measures that address the sources of spam and encourage ISPs to provide users with tools and information for managing spam.

· The use of convergent devices be monitored, with particular regard to the potential for children to be exposed to material that may be harmful to or unsuitable for them.

· The ABA’s role in investigating complaints about Internet content continue.

· Consideration be given to options for dealing with Usenet newsgroups known to contain significant amounts of child pornography, including whether the Internet industry codes of practice could be amended to contain a mechanism for dealing with such content.

· The ABA’s statutory role in relation to community education continue.

· The effectiveness of the Internet industry codes of practice in relation to community education continue to be monitored.

· The ABA’s international liaison role in administering the scheme continue.

· Developments in Internet content filtering technologies continue to be monitored.

· ISPs be encouraged to provide users with information about new and improved filtering technologies as they become available, and to provide users with access to such technologies.

Co-regulatory approach

	Comments are sought generally on the co-regulatory approach established by Schedule 5 to the Act, including the Internet industry codes of practice and whether the registered codes have operated to provide adequate community safeguards (page 13).

Comment is sought on the operation of the codes, in particular the ‘designated notification scheme’ under code 2, the scheduled filters and the designated alternative access-prevention arrangements (page 12).

Comment is sought on the level of responsibility taken by industry under the Schedule 5 (page 13).


Internationally, approaches to Internet content regulation have sought to combine a range of measures in comprehensive strategies, with responsibility shared by government, industry and the community.  For example, the European Commission’s Safer Internet Action Plan, now known as eSafe, contains initiatives in the areas of hotlines, content rating and filtering, user education and awareness, and industry codes of practice, with scope for government, industry and community involvement in each area.  The regulatory framework established by Schedule 5 of the Broadcasting Services Act 1992 incorporates measures in each of these areas.  The Act codifies roles for the government, industry and the community, in each of these areas, and this is considered to have had a positive impact on the effectiveness of the scheme.

Codes of practice

Central to the co-regulatory framework are the codes of practice for the Internet industry.  The Act encourages the development of codes by industry, specifies the issues to be addressed through the codes, and sets out the criteria for registration of the codes by the ABA.  The ABA can enforce compliance with the codes and may make standards if the industry fails to develop codes, or if the codes developed by industry fail to provide adequate community safeguards.

The Internet industry, through the Internet Industry Association (IIA), has developed three codes of practice that address the matters set out in clause 60.  Content Codes 1 and 2 cover the activities of ISPs while Content Code 3 deals with the responsibilities of ICHs
. While the codes were developed by the IIA, whose ISP and ICH members account for the majority of Australian Internet users, the codes apply to all participants in these sections of the Internet industry.  The ABA may direct an industry participant to comply with the relevant codes if they are not already doing so.

In registering the initial IIA codes in December 1999 and replacement codes on 9 May 2002, the ABA was satisfied that:

· the IIA represented the ISP and ICH segments of the Internet industry;

· the IIA had consulted adequately with the community, industry and the designated body (NetAlert) in developing the codes; and

· the codes dealt with the issues identified in the legislation and provided appropriate community safeguards.   

Taken together, the codes contain a range of measures to assist end-users to manage access to Internet content for themselves and their children, and a specific provision for dealing with prohibited content hosted outside Australia.  

Designated notification scheme

The Act requires that a code or a standard for ISPs contain procedures for dealing with prohibited and potential prohibited Internet content hosted outside Australia (clause 60(2)).  Included in Content Code 2 is a ‘designated notification scheme’ that provides a mechanism for dealing with prohibited and potential prohibited content hosted outside Australia.  Under the procedures set out in the code, ISPs are required to provide end-users with one of the filter products or services that are listed in the Schedule to the code (unless satisfied that a user has made alternative arrangements that are effective in preventing access to such content).  While ISPs may charge for such a product or service, Content Code 2 requires that such a charge not exceed the cost to the ISP of obtaining, supplying and supporting the filter
.  The ABA notifies the details of prohibited and potential prohibited content to the maker or distributor of each of the scheduled filters. The makers or distributors of these scheduled filters have undertaken to update the products to give effect to notifications received from the ABA, thereby preventing users of the products from accessing the content.  The maker or distributor of each product is also required under the code to provide the ABA with information about their procedures for receiving and actioning the ABA’s notifications. 

The development of this scheme obviates the need for the ABA to separately notify each ISP, by way of an access prevention notice, of prohibited and potential prohibited content, and for each ISP to individually take steps to prevent end-users from accessing such content.  The code removes any requirement that otherwise may have existed for individual ISPs to implement server-level filtering, which may have imposed a significant financial and administrative burden on ISPs, and adversely affected the quality of Internet services.

To inform the current review process, the ABA has commissioned the CSIRO to test that scheduled filters block content that has been the subject of notifications by the ABA.  Each scheduled filter
 was tested using some 200 URLs that were notified by the ABA in the period 1 June to 30 September 2002.  The results of the tests are summarised in Table 1.  

Table 1.  Scheduled filters – rates of failure to block content notified by the ABA

	Product name
	Failure rate (%)

	CyberSitter
	5

	NetNanny 5.0
	16

	NetNanny 4.0
	38

	Cyber Patrol
	18

	Cyber Sentinel
	53

	N2H2
	7

	X-Stop
	8

	AOL (younger teen)
	15

	AOL (older teen)
	15

	WebSense
	10

	Norton Internet Security
	25

	SmartFilter
	10

	Internet Sheriff
	8

	Interscan Web Manager
	46

	Content Keeper
	12


The ABA accepts that delays in processing notifications in the period immediately prior to the testing being carried out may account for a proportion of the failure rates for all products, but is concerned that some products, particularly NetNanny 4.0, Interscan Web Manager and Cyber Sentinel, fail to block a significant proportion of notified content.  The ABA will recommend to the IIA that these products be removed from the schedule to the code unless the performance of the products can be resolved to the ABA’s satisfaction.

It should be noted that the specific role of filters in the designated notification scheme is distinct from their general role as a tool to help manage access to Internet content, particularly for families with children.  While the ABA acknowledges that current filtering technologies do not by themselves provide sufficient protection from potentially offensive and harmful content, it considers that, when used in conjunction with appropriate supervision by parents and household rules for Internet access, filters are effective tools to help manage access to Internet content and to control access by children to Internet content.  Further information about developments in filtering technologies is set out below.  

Code compliance 

Compliance with the codes is monitored by the ABA, which also has power to direct an ISP or ICH to comply with a code if satisfied that the ISP or ICH is not complying.  Failure to comply with such a direction may amount to an offence under the Act.  The ABA has a range of options for enforcing compliance with the codes, including prosecution with the imposition of fines of up to $27,500 per day, and/or seeking an order from the Federal Court that an ISP cease providing an Internet carriage service.

The IIA has advised the ABA that the majority of its ISP members, which together account for some 80 per cent of Internet users, are fully compliant with the codes.  The ABA has received no complaints about non-compliance with the codes, but has raised compliance issues with a small number of ISPs that have come to the ABA’s attention.  Most matters have been promptly resolved to the ABA’s satisfaction.  In one case, the ABA has exercised its formal powers to direct an ISP to comply with the codes, and is in the course of enforcing the direction at the time of preparing this submission.  

In assessing industry compliance with the codes, the ABA considers that the codes represent a minimum standard, and the ABA has noted that some ISPs have been more expansive in their interpretation of the code requirements, particularly the provision of Internet safety information and choices for effective content management tools.  The ABA welcomes the recognition by such ISPs that these measures are of value to consumers.  Results of the ABA’s Internet @ home research indicate that around one-third of families view their ISP as an important source of Internet safety information, and the ABA encourages all ISPs to consider a comprehensive approach to meeting the requirements of the codes.  

The ABA also notes the recent initiative of the IIA to promote compliance with the codes through its ‘Look for the Ladybird’ program, which entitles ISPs who are fully-code compliant to display the IIA’s ‘family friendly’ ladybird seal.  The ABA understands that seven ISPs now display the logo.  

Operation of codes

The ABA considers that the codes of practice developed by the Internet industry and registered by the ABA have been effective in meeting the objectives of the scheme, and that in this context the co-regulatory approach to the issue of Internet content regulation has been effective.  

Bodies such as the Germany-based Bertelsmann Foundation have undertaken considerable work to develop model Internet industry codes and criteria for assessing their effectiveness, and the Australian Internet industry codes compare favourably with such models.  Particular strengths of the Australian approach include:

· Development of the codes by a relevant industry body, the Internet Industry Association (www.iia.net.au), which represents stakeholders in various sections of the Internet industry, and whose ISP membership covers a significant majority of Australian Internet users.  The IIA had commenced work on developing codes of practice in 1997, and was able to refine and enhance its draft codes to meet the requirements of the Act so that the codes could be registered by the ABA on 16 December 1999, prior to commencement of the scheme on 1 January 2000.

· Consultation with users and the community in the initial development of the codes and the review of the codes undertaken by the IIA during 2001-02, including publication of draft codes for consultation, consideration of industry and community submissions on the draft codes, and consultation with NetAlert, the community advisory body established by the Government as part of the scheme. 

· Consultation between the IIA and ABA in the development and review of the codes, and regular dialogue between the IIA and ABA regarding the operation of the codes.  

· Inclusion in the codes of a requirement that ISPs and ICHs provide their customers with information and tools that will assist them in managing access to content that is potentially offensive or harmful.

· Legislative provisions for enforcing compliance with the codes in situations where an ISP or ICH is not complying
.

The ABA is nonetheless concerned to ensure that the relevance of the codes continues to be monitored, and that a high level of compliance is maintained.  Measures proposed by the ABA in this regard include:

· Continuing to liaise with the IIA regarding industry compliance with the codes.

· Assessing the code compliance of all ISPs whose customers submit complaints about Internet content.

· Assessing the code compliance of ISPs whose customers contact the ABA in relation to unsolicited email.

· Continuing to monitor developments in filtering technologies, and encouraging ISPs, directly and through the IIA, to provide end-users with information about new filtering products and services.

Recommendations

The ABA recommends that:

· The co-regulatory approach to Internet content in Australia continue, with periodic review of the roles and responsibilities of government, industry and the community.

· The current framework for operation of codes of practice for the Internet industry continue, with regular reviews of the operation of the codes to ensure that they continue to meet their objectives.

· The effectiveness of the designated notification scheme for prohibited and potential prohibited Internet content hosted outside Australia set out in Content Code 2 continue to be monitored.

Scope of the scheme

	Comment is sought on the scope of Internet content that is addressed under Schedule 5.  Note that this request for comment is not intended to encompass the issues addressed by the OFLC’s guidelines review (page 10).

Comment is sought on the application of the Schedule to live-streamed Internet content (page 19).

Comment is sought on the application of the Online Content Co-Regulatory Scheme to offensive spam (page 19).

Comment is sought on the potential impact that convergent devices may have on the operation of Schedule 5 to the Act (page 20). 

Comments are sought generally on the scope and coverage of Schedule 5 (page 20).


This section of the ABA’s submission addresses issues related to the scope of material covered by the scheme, particularly the definitions of ‘Internet content’ and ‘prohibited content’.

Internet content

The Act defines Internet content as information that is kept on a data storage device and accessed or available for access using an Internet carriage service.  Ordinary email and information transmitted in the form of a broadcasting service are expressly excluded from the definition.  In interpreting the definition of Internet content, the ABA has had regard to the Explanatory Memorandum for the Broadcasting Services Amendment (Online Services) Bill 1999, which states that:

Examples of Internet content include pages on the world wide web, email threads, material available for general access for Usenet newsgroups and information available from databases (page 16).

The majority of complaints received by the ABA during the period of the scheme’s operation have related to material on the world wide web and in Usenet newsgroups and the ABA considers that the current definition of Internet content allows the scheme to address current community concerns.  However, consideration could be given to measures that would address potential concerns that may arise in relation to emerging technologies, such as audio-visual streaming and convergent devices, including mobile devices.  

Audio-visual streaming

The ABA notes that comment is sought on the application of Schedule 5 to “live-streamed Internet content” (DCITA 2002, page 19).  Research commissioned by the ABA indicates that there has been a rise in the availability and take-up of audio-visual streaming Internet services since commencement of the scheme, and the use of such services is expected to grow, particularly as more Australians connect to the Internet using broadband technologies
.  

Having regard to the definition of Internet content set out in the Act, the ABA understands that services which make content available on a ‘live’ or near-live basis, without the content being stored on a data storage device may be outside the scope of the definition of Internet content.  The ABA also notes that on 27 September 2000, the Minister for Communications, Information Technology and the Arts determined that audio-visual streaming over the Internet was not to be regulated as broadcasting.

While the ABA has received few complaints about streamed content and only one complaint about content that was streamed live and not also stored for later viewing, the ABA considers that there is potential for such services to offer content that may be of concern to the community.  In this context, the ABA considers that there would be merit in further clarifying the regulatory status of such services in the near future, particularly whether such content falls within the definition of Internet content, and whether the ABA can investigate and take action in relation to complaints about such content.  

In the ABA’s view, the existing measures for prohibited and potential prohibited content hosted in and outside Australia could be applied to audio-visual content streamed over the Internet.  The ABA would support the inclusion of such content within the scope of the co-regulatory scheme.  For example, the ABA could investigate complaints about such content within the current complaint framework, issue interim, final and special take-down notices in relation to content hosted in Australia, and notify prohibited and potential prohibited content hosted outside Australia to the makers of scheduled filters, in accordance with the current procedure set out in Content Code 2 for ISPs.  The application of restricted access systems to content hosted in Australia and classified R would protect children from exposure to such content.

Unsolicited email

The ABA notes that comment is sought on the application of Schedule 5 to “offensive spam” (DCITA 2002, page 19).  It is apparent from complaints to the ABA, particularly in the previous six to 12 months, that unsolicited email (spam) relating to potentially illegal or offensive Internet content is an issue of concern to many Australian Internet users.  Correspondence received from complainants indicates that their concerns relate to both the unsolicited nature of the spam itself, and the offensive nature of the content to which the spam relates.  

As the definition of Internet content contained in the Act excludes ordinary email, the ABA is unable to take action in relation to spam itself.  However, the current scheme includes measures which partially this issue:

· The ABA is able to investigate and take action in relation to prohibited content to which spam relates, and has dealt with many complaints about such sites on this basis.

· The ABA provides users with information about spam and how to avoid it.  The ABA’s web site for families, www.cybersmartkids.com.au, includes anti-spam tips and these are also available in brochure form.  In addition, the ABA’s main web site contains answers to frequently asked questions about spam (www.aba.gov.au/internet/faqs/).

· The Act requires the codes of practice for ISPs to contain procedures for dealing with complaints about certain types of spam (clause 60(1)(i)), and the current code requires individual ISPs to have such procedures in place (Content Code 3, clause 7.8).  The ABA understands that many ISPs provide their customers with information about dealing with spam, in response to consumer concerns about this issue, and that a small number of ISPs offer a spam filtering service.  

While the ABA agrees with the recommendation by the National Office for the Information Economy that there is merit in exploring how complaints about spam could be dealt with under the co-regulatory scheme for Internet content, the ABA considers that mechanisms contained in Schedule 5 of the Act would have limited capacity to effectively address the issue on their own.  In particular, constraints on the application of the complaint handling mechanism to spam arise from the separation between the senders of unsolicited email on the one hand and the hosts of the Internet content to which the email relates on the other.  The ABA’s powers are limited to issuing take-down notices for Internet content hosted in Australia and notifying overseas Internet content to the makers of filter products and services, and the ABA cannot take action in relation to the senders of email itself.

In the ABA’s view, an effective anti-spam strategy will need to include measures directed at combating the sources of spam, together with activities to raise community awareness about avoiding and managing spam.   The ABA will continue to investigate prohibited content associated with spam and to inform users about anti-spam measures.  It sees merit in considering whether further guidance could be given to ISPs through the codes by way of specific examples of procedures that ISPs could adopt, for example, a standard information page with options for the provision of spam filtering products and services that could be included on an ISP’s web site.  

Convergent devices

The ABA notes that comment is sought on “the potential impact that convergent devices may have on the operation of Schedule 5 to the Act” (DCITA 2002, page 20).  While most Australian families currently access the Internet using a personal computer modem and standard phone line (ABA 2001, page 3), the ABA anticipates that emerging technologies will provide the capacity to access the Internet and other online services using a range of devices, including mobile devices.    

In relation to video game consoles and other (non-personal computer) devices that allow connection to the Internet, the ABA considers that concerns about access to inappropriate content could be addressed through the use of ISP-level filtering if necessary.  The ABA would support measures to encourage ISPs to provide the choice of such a service to users of these devices. 

With regard to mobile devices, the ABA considers that, as with the Internet, such technologies potentially offer tremendous benefits to the community.  However, the ABA is aware that some new technologies may carry the potential for users, particularly children, to be exposed to potentially offensive or harmful content.  Of particular concern would be the use of mobile devices to transmit inappropriate images or text to children, or to engage in other behaviour that may ultimately cause a child to be at risk of assault or abuse.  The ABA is aware of a number of such instances that have occurred overseas. 

With mobile Internet technologies yet to be widely used in Australia, the ABA proposes that the implementation of such services be closely monitored by appropriate regulatory agencies, and that such bodies seek information from relevant overseas bodies about the handling of such issues in markets where these services have operated for a period of time.  The ABA also would propose that Internet safety concerns associated with mobile devices be addressed through codes of practice for the providers of such services, and through the provision of information to users about the potential risks associated with such technologies.

Prohibited content

Clause 10 of Schedule 5 of the Act defines prohibited content as content that has been classified RC or X by the Classification Board and, in the case of content that is hosted in Australia, content that has been classified R and is not subject to a restricted access system.  The definition of prohibited content is underpinned by the National Classification Code and the Classification Board’s Guidelines for Classification of Films and Videotapes
.  The guidelines set out the types of material covered by each of the classifications.  The Restricted Access System Declaration 1999 (No.1)
 sets out the requirements to be met by a restricted access system applying to R-classified content that is hosted in Australia.

Around two-thirds (63 per cent) of complaints to the ABA about Internet content have resulted in a finding that the content concerned was prohibited or potential prohibited content, with around half (49 per cent) relating to content that is or would be classified RC.  Only 15 per cent of complaints have resulted in a finding that the content is not prohibited.
 To the extent that complaints refect the community’s concerns about different types of content, the above figures indicate that the threshold for prohibited content is broadly in line with such concerns. 

Notwithstanding the apparent alignment of the scheme with community concerns, the ABA understands that the Guidelines for Classification of Films and Videotapes may not address all types of material that are of concern to the community.  In particular, some sections of the community have voiced concerns regarding racist Internet content, and international research on community attitudes toward different types of Internet content indicates a significant level of concern about such content, with some 60 per cent of Australians stating in 1999 that they would block access to such material if able to do so
.  

The ABA understands while such material may be in breach of the Racial Discrimination Act 1975, it may not be within the definition of prohibited content, due to the way in which themes of this nature are dealt with in the Classification Board’s Guidelines for Classification of Films and Videotapes.  Therefore, the ABA may not be able to take action in relation to such content, despite the content possibly being in breach of other relevant legislation.

The Human Rights and Equal Opportunity Commission has recently moved to consider possible regulatory and non-regulatory responses to this issue. 

Recommendations

The ABA recommends that:

· The current threshold for prohibited content and potential prohibited content remain.

· The regulatory status of audio-visual content streamed live on the Internet be clarified, and such content be regarded as Internet content for the purposes of the co-regulatory scheme.

· The ABA continue to take action in relation to Internet content associated with spam, and that further consideration be given to measures that address the sources of spam and encourage ISPs to provide users with tools and information for managing spam.

· The use of convergent devices be monitored, with particular regard to the potential for children to be exposed to material that may be harmful to or unsuitable for them.

Complaint mechanism

	Comment is sought on the complaints process and outcomes, and the referrals of ‘sufficiently serious’ content to the relevant police authorities (page 9).

Comment is sought generally on the performance of the complaints process page 10).

Comment is sought on the effectiveness of referrals of overseas-hosted material to the AFP and to certain Internet complaints hotlines (page 16).


This section of the ABA’s submission addresses the operation of the complaint mechanism established by the scheme and administered by the ABA.  It first provides an overview of the operation of the ABA’s complaint hotline, including liaison between the hotline and law enforcement agencies, then discusses the hotline’s performance in the context of international guidelines for Internet hotline operation.

Establishment of complaint hotline

Research on regulatory options for Internet content has identified significant community support for complaint ‘hotlines’
 and a key objective of the scheme established by Schedule 5 is to provide a mechanism for dealing with complaints about certain types of Internet content.  The complaint mechanism established by the Act gives the ABA the power to investigate complaints, and initiate its own investigations, in relation to Internet content that is, or may be, prohibited.  An explanation of the types of content covered by the complaint mechanism and the scheme generally is provided in the previous section. 

The Act requires that complaints about Internet content be made to the ABA in writing, or by way of a specified kind of electronic transmission (clause 24).  To facilitate easy lodgement and prompt investigation of complaints, the ABA established an ‘online hotline’ that enables complaints to be lodged electronically using an online complaint form on the ABA’s web site (http://www.aba.gov.au/hotline/).  The hotline complaint form enables complaints to be lodged online at the time the user encounters problematic material, without the need to disconnect from the Internet to report the material by phone.  Complainants are provided with information about the complaint process prior to submitting their complaint, and complaints are automatically acknowledged after submission.  The form includes features to help ensure that complaints contain all information required by the ABA to undertake an investigation, and to protect the security of the complainant’s personal information and information that identifies the content.    Alternatively, the ABA accepts complaints by fax, email and standard mail.

Evaluation of hotline operation

In establishing and operating the hotline, the ABA has been guided by internationally recognised principles.  The ART1 and ART2
 principles establish six criteria for effective hotlines:  

· Available – demonstrated by the visibility and accessibility of the hotline.

· Reliable – with reference to the effectiveness of the hotline in managing security, confidentiality, and privacy.

· Transparent – having regard to the organisation administering the hotline, the criteria used to assess material, the investigation process used by the hotline, and the hotline’s relationships with other agencies and stakeholders.


And:


· Accountable – to the public, the Internet industry, the community and other agencies and stakeholders with whom the hotline works.

· Responsible – for educating the industry and Internet users, upholding civil liberties, and for responding to complaints formally and effectively.

· Trustworthy – in operating according to the ART principles, upholding professional standards and ensuring the quality of hotline responses.

The ABA considers that these criteria, together with data relating to the activity of the hotline, provide an appropriate framework for assessing the performance of the hotline over the period of the scheme’s operation.  The following table sets out information addressing each of the ART1 and ART2 criteria in relation to the ABA’s complaint hotline.

Table 2:  Assessment of ABA complaint hotline according to ART1 and ART2 criteria.

	Criterion
	ABA hotline performance

	Available – including visibility, accessibility, readability, choice.
	The ABA’s complaint hotline is part of the ABA’s public website, which includes an online complaint form.  Complaints can be submitted 24 hours a day, seven days a week.  The web site contains information explaining the types of material covered by the hotline, and the action the ABA can take.

The registered codes of practice for ISPs require them to display on their web site information about how to make a complaint to the ABA about Internet content (Content Code 1, clause 5.5) and a number of other relevant bodies provide links from their sites to the ABA’s hotline.  

The ABA’s role in relation to Internet content, including the hotline, has been promoted through targeted advertising and the distribution of promotional materials to relevant organisations.  The hotline receives periodic media coverage. 

Printed materials distributed by the ABA include contact information for the hotline in community languages.

	Reliable – security, confidentiality, privacy, response, and solidity.
	The ABA’s hotline operates from secure premises in the ABA’s Sydney office, which helps to ensure the physical security of hotline materials and staff, and the electronic security of hotline information.  Network security protocols ensure that only staff directly associated with the hotline have access to hotline information.

The ABA’s policy has been to protect any information that would enable a person to locate and access content that has been found to be prohibited or potential prohibited content.

The confidentiality of a complainant’s personal information is protected by national privacy legislation, and procedures established by the ABA to ensure compliance with national privacy principles.  A link to the ABA’s privacy policy appears at the bottom of each page of the web site.  Where it is necessary for the ABA to forward details of a complaint to a third party (for example, to a law enforcement agency or to the Classification Board), only the details of the content are forwarded and the complainant’s personal information is not disclosed.

	Transparent – organisation, criteria, process, interfaces, report
	The rules to be followed by the hotline are set out in Schedule 5 of the Broadcasting Services Act 1992.  An explanation of the ABA’s complaint investigation process appears on the ABA’s web site.  

The Act defines as ‘protected persons’ all persons associated with the investigation of complaints about Internet content and indemnifies protected persons against any criminal liability that may otherwise arise under relevant laws.  

Complaints lodged via the online complaint form are acknowledged immediately and complainants are advised of the outcome of their complaints.  

Statistical information about the outcomes of complaints is set out in the six-monthly reports to Parliament by the Minister for Communications, Information Technology and the Arts.

The criteria for assessing content are the Classification Board’s Guidelines for Classification of Films and Videotapes, which explain the types of material covered by each of the relevant classifications, and which are published on the web site of the Office of Film and Literature Classification.  

Relationships with law enforcement agencies are formalised through service agreements and memoranda of understanding, which set out procedures for exchanging information between organisations.  The ABA’s annual report also lists bodies with which the ABA has consulted.

	Accountable – to the public, supporting organisations, users, ISPs, and public authorities.
	The establishment of the hotline within a statutory authority helps to ensure that the hotline is accountable to the community and stakeholders.  Information about the hotline’s activities and performance is contained in the ABA’s annual reports and six-monthly reports to Parliament by the Minister.  More detailed information is provided from time to time to members of Parliamentary committees. 

The scheme incorporates appeal and review mechanisms, including scope for appeal of the ABA’s decisions to the Administrative Appeals Tribunal, and for review of the Classification Board’s decisions by the Classification Review Board.  The appeal and review mechanisms have not been used to date.

	Responsible – for civil liberties, formal and substantive due process, educating industry, consumers and government, monitoring and evaluating developments, effective responses.
	The ABA’s hotline provides Australian Internet users with information to assist them to manage their access to Internet content through the ABA’s main web site and through its web site for families, www.cybersmartkids.com.au. 

The ABA works with the Internet industry through the Internet Industry Association to promote awareness of the regulatory framework and the industries obligations under the scheme.

Complaints lodged using the online complaint form are automatically acknowledged at the time of submission and all complainants are advised of the outcome of their complaint.  The ABA can direct removal of content hosted in Australia and notifies the details of illegal content to the relevant law enforcement agency. 



	Trustworthy – in maintaining ART1, effective quality assurance, self-education, proving reliable in co-responsibility.
	Hotline staff receive training in skills relevant to their role.  Hotline staff undertake a mix of tasks to help minimise the potential negative impact of working with confronting material.  Debriefing and counselling sessions also assist in this regard.

A two-stage investigation process helps to ensure the quality of hotline decision-making.  Each item is first assessed by an investigator, according to hotline policies.  The investigator prepares a written report of the investigation and a recommendation of action to be taken.   This is then assessed by a hotline manager, who verifies the accuracy of the investigator’s assessment.  

The requirement that hotline staff abide by the Australian Public Service Code of Conduct and other organisational policies also helps to ensure the integrity of the hotline’s operation. 


The ABA also was pleased to note that the online hotline was selected as a case study for inclusion in a publication on best practice in electronic service delivery, prepared by the National Office for the Information Economy.  

Nonetheless, the ABA is concerned to ensure that the hotline continues to meet these criteria to the greatest extent possible, and the ABA is in the process of undertaking a number of continuous improvement initiatives that will further enhance the hotline’s level of performance:

· Increasing the amount of information about the hotline provided in community languages.

· Greater prominence of the hotline on popular search engines.

· An advertising campaign promoting the hotline and general Internet safety information, to be undertaken during 2002-03.

· Placement of a link to the ABA’s privacy policy on the complaint form itself.

· Expanded information about the complaint investigation process, including graphical illustration of the ABA’s investigation procedures and sample investigation reports.

The ABA expects to have progressed all of these measures by the end of March 2003.

Publication of complaint information 

The publication of information about prohibited content investigated by the ABA has been a matter of debate during the scheme’s operation.  The ABA regularly publishes statistics relating to the operation of the complaint mechanism and has provided input to the six-monthly reports to Parliament on the operation of the co-regulatory scheme by the Minister for Communications, Information Technology and the Arts.  All complainants are advised of the outcome of their complaints, and information about the types of content covered by the scheme can be found on the ABA’s web site at www.aba.gov.au/hotline/.  The Guidelines for Classification of Films and Videotapes which underpin the definition of prohibited content can be viewed on the web site of the Office of Film and Literature Classification at www.oflc.gov.au/PDFs/FilmVid_Guidelines.pdf.  

The practice of Internet hotlines internationally is not to publish the details of illegal Internet content that has been reported to the hotline. Of particular concern is the possibility that details of child pornography would quickly circulate amongst paedophiles and others with an interest in such material, or that release may jeopardise the success of a law enforcement investigation being undertaken in relation to the content.  The Internet Hotline Providers in Europe Association (INHOPE), of with the ABA is an associate member, requires that member hotlines protect the confidentiality of such information, and member hotlines will not exchange report information with another hotline if confidentiality is not assured
.  The exchange of complaint information between hotlines facilitates prompt law enforcement action in relation to the distribution of illegal content and possible child abuse activity. 

In 2000, the ABA decided to protect from public release information sought by Electronic Frontiers Australia Inc under the Freedom of Information Act 1982 that would enable a person to locate and view prohibited and potential prohibited Internet content.  The ABA’s decision was subsequently upheld by the Administrative Appeals Tribunal in June 2002.  Reasons for the AAT’s decision included that to release such information would have a substantial adverse impact on the operation of the ABA’s complaint hotline, including removing the ABA’s ability to exchange complaint information with other INHOPE hotlines.  

Complaints investigated 1 January 2000 to 31 October 2002.
The ABA investigates all valid complaints and the Act sets out the action to be taken by the ABA according to the nature of the content concerned, and where the content is hosted. If the content is hosted in Australia and is prohibited, or is likely to be prohibited, the ABA will direct the ICH to remove the content from their service
. If the content is not hosted in Australia and is prohibited, or is likely to be prohibited, the ABA will notify the content to the suppliers of scheduled filters in accordance with the registered IIA code of practice. If the content is also sufficiently serious (for example, illegal material such as child pornography), the ABA refers the material to the appropriate law enforcement agency, or another Internet hotline. As part of an investigation, the ABA may request the Classification Board to classify the content. 

In the period 1 January 2000 to 31 October 2002, the ABA received 1500 complaints about Internet content.  The ABA notes that the rate of complaints about Internet content is significantly higher than that for other matters within the ABA’s jurisdiction, having regard to the relative rates of take-up of Internet and broadcasting technologies.  For example, complaints to commercial television licencees totalled 746 in the period 1 July 2001 to 30 June 2002, with 75 unresolved complaints referred to the ABA for further investigation
.  In comparison, the ABA received 615 complaints about Internet content in the same period, notwithstanding that only around one-half of Australian homes were online, compared with nearly 100 per cent take-up of commercial television.

Complaint lodgement

Most complaints have been lodged using the online complaint form on the ABA’s web site.

The Act requires that a complaint about Internet content:

1. Identify the Internet content; and

2. Set out how to access the Internet content; and 

3. If the complainant knows the country or countries in which the content is hosted, set out the name of that country or those countries; and

4. Set out the complainant’s reasons for believing that the Internet content is prohibited content or potential prohibited Internet content; and

5. Set out such other information (if any) as the ABA requires.

In relation to point 3, preliminary testing of the complaint process by the ABA prior to introduction of the scheme indicated that it was unlikely that a complainant would know the country in which content was hosted, and complainants are not asked to include this information in their complaint.  

In relation to point 5, the ABA asks complainants to include a description of the content, if possible, although complainants are not required to view content before making a complaint about it.  This information helps to ensure that the correct content is investigated by the ABA.

Of the complaints received in the period 1 January 2000 to 31 October 2002, some 85 per cent of complaints have concerned content on the world wide web, with the remainder being concerned with content in Usenet newsgroups (14 per cent) and other stored content (less than 1 per cent).  Table 3 provides statistical information about the number of complaints received and investigated by the ABA, and the outcome of those investigations.  

Table 3: Complaints about Internet content and action taken (1 January 2000 to 31 October 2002)

	
	Number

	Complaints received
	1500

	Investigations completed
	1184

	Investigations terminated
	319

	Items actioned (Australian hosted)
	284

	Items actioned (overseas hosted)
	1003

	Items referred to State or Territory police force
	135

	Items referred to AFP or overseas hotline
	490


As noted above, around two-thirds (63 per cent) of complaints have resulted in location of prohibited or potential prohibited content.  As a result of these complaints, action has been taken in relation to 1287 items of content, 78 per cent of which were, or were likely to be, Refused Classification (RC) 
.  Around one-quarter of the items actioned were hosted in Australia.  Table 4 shows a breakdown of the number and types of items actioned by the ABA.

Table 4: Action taken in relation to prohibited and potential prohibited Internet content - 1 January 2000 to 31 October 2002 (number of items) 

	Classification and description of Internet content
	Australian-hosted items (‘take-down’ notice issued)
	Overseas-hosted items (referred to makers of filters)
	Total

	R – Adult themes
	13
	N/A
	13

	R – Implied/simulated sexual activity
	21
	N/A
	21

	R – Sexualised nudity
	16
	N/A
	16

	X – Actual sexual activity
	41
	195
	236

	RC – Depiction of bestiality
	19
	39
	58

	RC – Instruction in crime
	4
	5
	9

	RC – Child pornography
	89
	561
	650

	RC – Detailed violence or cruelty
	0
	21
	21

	RC – Offensive/abhorrent fantasies
	29
	93
	122

	RC – Offensive/abhorrent sexual activity
	16
	28
	44

	RC – Paedophile activity
	32
	33
	65

	RC – Sexual violence
	4
	28
	32

	Total
	284
	1003
	1287


Liaison with law enforcement agencies

International policy experts consider that Internet hotlines can play a vital role in ensuring prompt action in investigating illegal material such as child pornography, particularly when they operate as an international network and have close working relationships with law enforcement agencies
.  Prompt investigation of such material is important from the point of view of restricting its availability and addressing child abuse situations associated with the production of such material.  Internationally, hotlines such as that operated by the ABA have been a key source of intelligence for law enforcement agencies investigating the production and distribution of child pornography.  In a number of cases referrals from hotlines have led to arrests.  INHOPE member hotlines are working with law enforcement agencies throughout Europe to further strengthen co-operation between these bodies.

The Act requires the ABA to refer ‘sufficiently serious’ Internet content to a member of an Australian police force or, by agreement with an Australian police force, to another competent body.  Sufficiently serious content includes child pornography and certain other categories of material that are or would be refused classification.  The arrangements for such referrals are set out in service agreements and memoranda of understanding between the ABA and State and Federal police forces.  

Sufficiently serious content hosted outside Australia is notified to the Australian Federal Police.  Alternatively, a number of INHOPE hotlines have close links with relevant law enforcement authorities in their jurisdiction, a good example of this being the Cybertip Line operated by the National Centre for Missing and Exploited Children in the United States, which has Federal Bureau of Investigation staff seconded to it.  Like the ABA, the NCMEC is an associate member of INHOPE.  The ABA has agreed with the AFP that where such a hotline exists, the ABA will refer material to that hotline, and this arrangement is reflected in the ABA-AFP service agreement.  

Over half (55 per cent) of all items actioned by the ABA to date have constituted child pornography or other paedophile-related material.  At 31 October 2002, the ABA had referred 490 items of such content hosted outside Australia to the Australian Federal Police and/or a competent hotline in the country concerned.

Sufficiently serious content that is hosted in Australia is notified to the police force in the State or Territory in which the host appears to be located, and 135 items of Australian-hosted content have been notified to the relevant State or Territory police service.  Some items were referred to two or more agencies (for example, where it appeared that content was hosted outside Australia and that the content had been uploaded from within Australia, or where it appears that the content may be of interest to police in two or more States).

In all cases the ABA has discretion to defer taking action in relation to such content to avoid prejudicing a criminal investigation.  The ABA has received one such request to defer action during the period of the scheme’s operation.

Feedback received from law enforcement agencies indicates that the current arrangements for referral of content are considered to be working well, and the ABA will continue its co-operative relationships with these bodies.  In particular, the ABA understands that the Australian Federal Police is placing increased focus on transnational crime, including the distribution of child pornography, and the ABA looks forward to contributing to this initiative.  

Usenet newsgroups

While Usenet newsgroups have accounted for a relatively small proportion of complaints to the ABA, the ABA is aware that a significant amount of child pornography is distributed through a small number of such groups.   The highly transient nature of newsgroup content generally and the fact that many ISPs host such content, have created some difficulties in administering the complaint mechanism in relation to such content.  In particular, the requirement that the ABA be satisfied that an ISP is hosting such content prior to issuing a take-down notice limits the ABA’s capacity to take action in relation to content that may be simultaneously hosted by many ISPs.

The ABA is aware of a recent initiative by the Internet Watch Foundation in the United Kingdom to address the problem of child pornography distributed through Usenet newsgroups.  On 13 November 2002, the IWF announced that it had identified 51 newsgroups known to contain significant amounts of child pornography, and a further 25 groups with names that appeared to advertise such material
.  UK ISPs have agreed not to host such groups on their servers. The ABA is currently considering whether it would be practical to implement this initiative in Australia, including whether such an arrangement could be included in the Internet industry codes of practice.

Recommendations

The ABA recommends that:

· The ABA’s role in investigating complaints about Internet content continue.

· Consideration be given to options for dealing with Usenet newsgroups known to contain significant amounts of child pornography, including whether the Internet industry codes of practice could be amended to contain a mechanism for dealing with such content.

Community education

	Comments are sought on the industry’s obligations and activities with regard to community education (page 13).

Comments are sought on the role and activities of the ABA with regard to community education (page 14).

Comment is sought generally on community education under the Online Content Co-Regulatory Scheme (page 15).


There is international recognition that community education is a core component of an effective strategy to deal with Internet content and safety issues.  This is in part due to recognition that the vast and global nature of the Internet diminishes the effectiveness of traditional regulatory responses to content related issues.  Outside Australia, awareness is one of the three components of the Safer Internet Action Plan of the European Commission.  Initiatives being undertaken under the plan aim to provide users with tools and information that help them maximise the potential benefits of Internet use, while managing the risks that may be associated with it.  Similarly, the Singapore Broadcasting Authority has established the Parental Advisory Group for the Internet to help raise Internet safety awareness in that country, adopting initiatives developed by Childnet International and the Internet Content Rating Alliance.  

Research undertaken by the ABA on community attitudes to the Internet and related safety issues indicates that Australian families see benefits and risks associated with using the Internet.  The overwhelming view is that the advantages of using the Internet outweigh the disadvantages, and that the risks can be managed with the right information and tools
.

Reflecting the co-regulatory nature of the Australian scheme, responsibility for community education is shared between government and the Internet industry.  For the industry’s part, the Act specifies that a code or standard for the Internet industry require ISPs and ICHs to provide their customers with information and assistance in relation to a range of Internet content issues set out in clause 60(1).  As noted above, codes of practice dealing with such provisions have been registered by the ABA, and the ABA considers that the codes have been effective in meeting this objective.  The Act also gives the ABA the functions of conducting community education programs about Internet content and services, and advising and assisting families in relation to children’s access to Internet content (clause 94).  

Internet industry

The registered codes of practice for the Internet industry require ISPs and ICHs to provide their customers with information and tools that assist them with managing access to Internet content.  Most ISPs have given effect to these code requirements by including on their sites Internet safety tips and information, and/or linking to such resources provided by the ABA, IIA and NetAlert. 

As noted above, the IIA’s ‘Look for the Ladybird’ program is an adjunct to these code requirements
.  ISPs that are fully compliant with the codes of practice may display the IIA-endorsed ‘ladybird’ logo on their website. Users who click on this logo will be able to view an information page informing them about the scheme and how to use the family friendly services offered by participating ISPs.

Australian Broadcasting Authority

The ABA’s role in promoting community awareness of Internet safety issues commenced prior to the introduction of the coregulatory scheme, with the launch of the Australian Families Guide to the Internet in conjunction with the National Office for the Information Economy on Online Australia Day, 27 November 1998.  

With the commencement of the scheme on 1 January 2000, the ABA assumed a statutory role to advise and assist parents and responsible adults in relation to the supervision and control of children’s access to the Internet, and to conduct community education programs, in consultation with relevant industry, community and government bodies (clause 94).  Activities undertaken in relation to this role have included the following:

· January 2000 to June 2001:  Distribution of Australian Families Guide to the Internet brochures and complaint hotline poster to libraries Australia-wide. 

· June 2000 to November 2000:  Development of community education strategy, based on findings of Internet @ home research.

· March 2001 to December 2001:  Release of Internet @ home research findings and promotion of these through print media and radio.

· June 2001 to December 2001: Implementation of community education strategy by distributing information through schools and libraries and advertising in relevant publications.

· December 2001: Release of Internet @ home final report and launch of Cybersmartkids web site. 

· March 2002: Release of filter software effectiveness report, containing information to assist families select appropriate filter software (joint project undertaken with NetAlert).

· June 2002: Production of brochures containing general Internet safety tips and information about filter software.

· September 2002:  Attendance at New South Wales Department of Education Computer Education Conference, to promote Internet safety materials to key education personnel; production of a brochure containing information about avoiding and managing unsolicited email (spam).

· November 2002: Pilot project with New South Wales Department of Education and Training to distribute the ABA’s Internet safety materials to NSW schools and colleges of Technical and Further Education.

In developing and implementing its community education activities, the ABA has been concerned to ensure that they are underpinned by research into community views about Internet content, the ways the Internet is used by Australian households, and the information needs of Internet users, particularly families with children.  Prior to commencement of the scheme, the ABA undertook and commissioned research on community attitudes toward Internet content and alternative regulatory responses.  Following commencement of the scheme, the ABA commissioned the Internet @ home research project
.  The research provides detailed information about:

· Why Australian families connect to the Internet.

· Which family members use it the most, and what different family members use the Internet for.

· The rules and tools which Australian families use to monitor and control children’s access to the Internet. 

· The information needs of Australian families in relation to Internet safety.

The research showed that most Australian families were aware of the possible risks associated with use of the Internet, but that their overall attitude toward the Internet was positive.  Families with children expressed interest in knowing more about how to protect their computer from viruses and hackers, making a complaint about Internet content, blocking access to certain types of content, monitoring their children’s use of the Internet, and managing the risks associated with Internet chat rooms.

The findings of this research have been a key input to development and implementation of the ABA’s community education strategy for Internet content.  The focus of the strategy has been the redesign of online and offline materials, including replacement of the Australian Families Guide to the Internet with the Cybersmartkids web site, www.cybersmartkids.com.au.  Launched on 18 December 2001, the new site contains updated Internet safety resources for children and parents, including interactive elements which aim to reinforce Internet safety messages.  The site aims to appeal to families with children of all ages, with a particular focus on those with children in the 10 to 14 years age range.  The ABA has received a considerable amount of positive feedback regarding the content and style of the site.

To complement the site, a range of information brochures has been developed.  They include general Internet safety tips, information about selection of filter software, and advice on dealing with spam.  A brochure about safety in chat rooms will be released in December 2002.  

The brochures are being distributed through a range of avenues.  A pilot project for distribution of the brochures through schools and colleges of technical and further education is being conducted in conjunction with the New South Wales Department of Eduction and Training, and the ABA proposes to approach education departments in other States and Territories during 2003, with a view to developing similar arrangements.  

In performing its community education role, the ABA as worked closely with Childnet International
, a non-profit organisation established to promote safer Internet use for children. A key initiative of Childnet has been the chatdanger.com web site, which provides information about chat safety for children.  The ABA has been associated with Childnet since 1997 and is currently exploring options for brining to Australian Internet users some of Childnet’s innovative Internet safety programs.  Similarly, the ABA is monitoring the development of Internet safety awareness programs in Europe, with a view to identifying strategies and best practice initiatives that will further enhance the Internet experiences of Australian families and the effectiveness of the scheme.  

Recommendations

The ABA recommends that:

· The ABA’s statutory role in relation to community education continue.

· The effectiveness of the Internet industry codes of practice in relation to community education continue to be monitored.

International liaison

	Comments are sought on the role and functions of international cooperation under the Online Content Co-Regulatory Scheme and, in particular, the international liaison activities undertaken by the ABA and NetAlert in this regard (page 17).

Comments are also sought on international best practice models and developments and trends in international Internet content regulation (page 17).


The issue of Internet content regulation has received international attention and the global nature of the Internet requires that the regulatory response to Internet content issues include liaison with relevant international bodies.  The Act assigns the ABA the function of liaising with regulatory and other relevant bodies overseas about co-operative arrangements for Internet content regulation, particularly through the development of multilateral codes of practice and content labelling technologies (clause 94(e)).  In performing this function, the ABA has participated in a range of relevant policy and regulatory forums.

Bertelsmann Network of Experts

The ABA has been represented on the Bertelsmann Foundation’s International Network of Experts on Content Self-Regulation since 1999.  This group has proved to be a valuable forum for the development of regulatory models for Internet content.  The ABA’s involvement in the network has included a joint ABA-Bertelsmann Foundation research project on community attitudes to Internet content and options for regulating it in Australia, German and the United States of America
.  Findings of the research have helped to shape the implementation of the co-regulatory scheme by the ABA, particularly in relation to operation of the complaint hotline and the use of labelling and filtering systems.  

Participation in the network also has helped to promote international acceptance of the Australian regulatory scheme, in the face of some international criticism immediately following the scheme’s introduction.  Increasingly, aspects of the Australian scheme have come to be regarded as international ‘best practice’, particularly the form and administration of the industry codes of practice, and the complaint hotline mechanism established by the scheme.  As a member of the network, the ABA was invited to present details of the Australian co-regulatory model and complaints hotline to the final meeting of the network in Singapore in February 2001.  Subsequently, the scheme was presented as a case-study in co-regulation at an Internet governance  symposium hosted by the Bertelsmann Foundation and Friedrich Ebert Foundation in Berlin in April 2001.  More recently, the Australian scheme was showcased as an example of co-regulation at a network forum in Düsseldorf on 31 October 2002.

Internet Hotline Providers in Europe Association

The Internet Hotline Providers in Europe Association (INHOPE)
 is partly funded by the European Commission under the hotline component of its Safer Internet Action Plan (now called eSafe), to deal with complaints about illegal Internet content, predominantly child pornography.   Current membership of INHOPE includes hotlines from Austria, Belgium, Denmark, France, Germany, Iceland, Ireland, The Netherlands, Sweden, Spain and the United Kingdom, with the ABA and the Cybertip Line in the United States as associate members.  

The ABA notes the recent establishment of a hotline in South Korea.  ABA staff met with representatives of the hotline at their request in October 2002 to discuss the ABA’s hotline management and liaison experiences, and the ABA has been invited to South Korea to present a detailed report of the scheme in November 2002.  It is understood that the hotline will apply for associate membership of INHOPE in January 2003.  If successful, the hotline will be the second INHOPE hotline in the Asia-Pacific region.

INHOPE provides a valuable forum for exchange of information and expertise in a range of areas of hotline operation, including complaint investigation techniques and occupational health and safety, and is overseeing the implementation of the ART1 and ART2 hotline management principles by member hotlines.  The ABA is represented at two of the four members meetings held each year, and the ABA’s Hotline Manager chairs the INHOPE working group on content issues, which was established in February 2002.  

The content working group has developed guidelines for investigating illegal content hosted on peer-to-peer services, and presented these to all INHOPE hotlines in Berlin in May 2002.  Guidelines to assist hotlines in addressing illegal material hosted in world wide web groups and communities are currently in development, and are expected to be finalised in the second quarter of 2003.  Other working groups have established guidelines for exchange of information between member hotlines, raising community awareness of hotlines, and statistical reporting.  

The network of hotlines established through INHOPE also facilitates exchange of information about illegal Internet content, where a report about such content is received in one country, but relates to content hosted in another.  Most hotlines have close working relationships with law enforcement agencies and the Internet industry in their country, and this mechanism helps to ensure that information about illegal content can be investigated by the relevant law enforcement agency and/or removed from the Internet as soon as possible.  In accordance with the ART principles for hotline management, the exchange of information about illegal content is covered by a protocol, which includes a requirement that each hotline ensure the security of information identifying such content. 

Internet hotlines workshop

The ABA hosted an Internet hotlines workshop in December 2000, attended by international Internet safety and content regulation experts, including Childnet International and INHOPE, representatives of the Australian Internet industry and Australian and New Zealand enforcement agencies.  The workshop provided a valuable forum for exchange of information and expertise relevant to operation of the scheme’s complaint mechanism, particularly in relation to liaison with law enforcement agencies.

The ABA proposes to host a similar forum in the second half of 2003, bringing together international experts in investigating Internet child pornography, and relevant Australian law enforcement personnel. 

European Commission filter technologies workshop

As part of its statutory role in monitoring developments in Internet technologies, the ABA has had particular regard to projects funded by the European Commission’s Safer Internet Action plan to develop more reliable and effective filtering technologies.  As part of this process, the ABA was represented at a workshop convened by the European Commission, where a range of prototype technologies was presented.  Subsequently information about these developments has greatly assisted the ABA’s own work in evaluating the effectiveness of existing filter products, and analysing likely future trends in the availability of filter products.  Further information about the ABA’s findings in this area is provided below.

Other forums

It is apparent that the operation of the Australian scheme has helped to inform international policy debates.  The ABA provided testimony regarding the Australian scheme to the United States Children Online Protection Act Commission and the Council of Europe Steering Committee on Mass Media, and has presented details of the Australian scheme at a range of other regulatory and policy forums in Asia and Europe.  These include the 7th Asia-Pacific Roundtable hosted by the ABA in Sydney on 28-30 October 2002, with delegates from Australia, Hong Kong SAR China, Malaysia, New Zealand, Singapore, South Korea and Taiwan. In November 2002 the ABA presented a paper on the Australian co-regulatory scheme as a case study to the UNESCO symposium on “Freedom of Expression in the Information Society”. This symposium contributes to the preparatory work being undertaken internationally in the lead up to the International Telecommunications Union/ UNESCO World Summit on the Information Society in December 2003.

Recommendation

The ABA recommends that:

· The ABA’s international liaison role in administering the scheme continue.

Filtering

	Comment is sought on the development of Internet content filtering technologies and whether they have developed to a point where it would be feasible to filter R-rated information hosted overseas that is not subject to a restricted access system (page 18).

Comment is sought on the provision of Internet content filtering services under the Scheme (page 18).


A key issue for this review is whether Internet content filtering technologies (filters) have advanced to an extent that the definition of prohibited content should be amended to include overseas-hosted information that is classified R and not subject to a restricted access system (clause 95(5)).  The ABA understands that consideration of this issue would be in the context of the Government’s broader policy objects in relation to Internet services
.  This section of the ABA’s submission sets out information gathered by the ABA regarding developments in Internet content filtering, and the implications of these developments for the use of filters by Australian Internet users.  

As noted above, filters play a dual role in the operation of the scheme.  Firstly, they are a useful tool to be used in conjunction with parental supervision and household rules to manage access to Internet content generally.  Secondly, filters underpin the designated notification scheme contained in Content Code 2, for dealing with prohibited and potential prohibited Internet content that is hosted outside Australia.  In the ABA’s view, the requirement that ISPs provide users with a scheduled filter for the purpose of the designated notification scheme has helped to raise community awareness of the use of filters for managing access to Internet content generally.

In the course of implementing the scheme, the ABA has undertaken a range of activities to monitor and assess filtering technologies.

In 2001, the ABA and NetAlert and jointly commissioned a report into the general effectiveness of existing filtering software.  The report, undertaken by CSIRO and entitled “Effectiveness of Internet Filtering Software products”, examined fourteen software products.  The report found that the performance of filters might vary substantially, with a key determinant of effectiveness being the type of blocking methodology used by the product.  

The report shows that available products differ in their effectiveness in blocking certain types of content. Variations in effectiveness appear to be related to the blocking techniques used by different products, with those products that combine two or more techniques generally performing better.  Eight of products tested blocked in excess of 80 per cent of content that would be expected to fall within the R, X or RC classifications, although significant amounts of innocuous content also were blocked in most cases.

As is to be expected, products that employ ‘inclusion filtering’ (or ‘white lists’) are the most efficient at blocking offensive content, as they allow users to access a preselected set of sites that have been assessed for their suitability. However, as a consequence, they also block a significant amount of content that may not necessarily be offensive. Filter products and services that employ this technique are likely to be most suitable for families with younger (primary school age) children, for whom access to the wider Internet may be less important than ensuring they are protected from harmful content.

Products based on URL and keyword ‘black lists’ are effective in blocking particular types of unwanted content in most cases. The research indicates that products that employ human verification of black lists tend to be the more accurate in blocking offensive content, and are less likely to block access to suitable content. Filters of this type are likely to be more suitable for families with older children, with requirements to access a broader range of content.

In launching the report, it was emphasised that parents need to choose the filter appropriate to the age and access requirements of their children, and that filter software may most effectively prohibit access to unwanted material when used in conjunction with parental supervision and household rules for Internet access. 

Since the report was published on the ABA’s website, it has been downloaded more than 25,000 times by Internet users in Australian and overseas.  Based on the findings, the ABA has developed advice to assist Internet users in selecting a filter that meets their requirements.  This information is available in brochure form, and on the ABA’s web site at http://www.aba.gov.au/internet/faqs/.

International developments

In analysing the results of this research, the ABA has had regard to international developments in the area of filtering, particularly initiatives being undertaken in Europe to objectively measure the effectiveness of existing products and services, and develop more effective and reliable filtering technologies.  Under the filtering component of Europe’s Safer Internet Action Plan, 13 projects have received a total of 8.1 million Euros (approximately $14.8 million) to develop improved filtering technologies.  The ABA’s Hotline Manager attended the workshop in Luxembourg on 29 January 2002, at which information on the progress of each project was presented. 

An apparent limitation of some existing products is their reliance on a single blocking technique, such as URL or keyword blacklists or image or text analysis.  To overcome the limitations of such an approach, a number of the EC-funded projects developing filters that combine two or more filtering techniques in an integrated package, to improve blocking accuracy.  For example, the prototype NetProtect (see http://www.net-protect.org) combines black-list filtering with real-time linguistic and image analysis.  The use of technologies that accurately analyse content in real time has helped to overcome accuracy problems associated with black-lists becoming out of date.  It is anticipated that some projects will be completed, by late 2003. 

A common finding in relation to existing products has been that they are only partly effective in meeting users requirements.  In particular, they do not meet users expectations with regard to blocking accuracy, usability and system performance.  For example, while research has shown that Internet users would accept a blocking accuracy rate of 95 per cent or better and a five second delay in accessing content, none of the products currently available meets these requirements.  These results are consistent with the findings of the research conducted by the CSIRO. 

A somewhat different approach to filtering can be seen in the ICRAfilter project (see http://www.icra.org/).  ICRAfilter is a labelling and filtering system based upon standardised content descriptors.  Content developers complete a questionnaire about the nature of the content on their site and obtain a label, which is then incorporated in the HTML coding of the content.  The content categories have been designed to accommodate cultural differences in acceptability of sex, nudity, coarse language and macabre content, while also taking account of the context in which content is presented.  Users are able to select the type and level of content they would like to filter, either through predefined filter templates, or by customising the settings to their specific requirements.  ICRAfilter ‘plug-in’ software is available for Microsoft Internet Explorer and Netscape browsers.  Some 50,000 sites, including most popular Internet sites and a large number of adult sites, now carry labels.  While this is a small fraction of all Internet sites, it is hoped that the number of labelled sites will continue to increase.  The ABA has contributed to the development of the system and participated in a trial undertaken October 2001.  An Australian representative of the ICRA board presented details of the system at the ABA’s conference in 2001.  The ABA particularly encourages Australian Internet content developers to contribute to the take-up of this scheme by appropriately labelling their content.

Existing filter products provide Australian Internet users with a range of options.  The ABA understands that emerging technologies, including some based on real-time analysis of content and content labelling, are already demonstrating improved rates of accuracy with minimal negative impact on system performance, and that vendors of some products developed and available in Australia are beginning to use such technologies.  The ABA will continue to monitor the development of such technologies and sees merit in ensuring that Australian Internet users are informed about new choices as they become available.  

Recommendations

The ABA recommends that:

· Developments in Internet content filtering technologies continue to be monitored.

· ISPs be encouraged to provide users with information about new and improved filtering technologies as they become available, and to provide users with access to such technologies.

� The current codes are available on the Internet Industry Association’s web site at � HYPERLINK "http://www.iia.net.au/contentcode.html" ��http://www.iia.net.au/contentcode.html� or on the ABA’s web site at � HYPERLINK "http://www.aba.gov.au/internet/" ��http://www.aba.gov.au/internet/�. 


� This requirement was added to the code following the 2001 review of the code by the IIA, and the registration of replacement codes by the ABA on 9 May 2002. 


� Filters which employ ‘white list’ blocking (Kidz.Net and TOO COOL) were not tested.  Such filters provide access to selected sites only.  Previous tests of such filters indicate that they are effective in restricting access to content notified by the ABA.  For similar reasons Arlington Custom Browser , which allows a user to define a list of sites that can be visited, was not tested.  The ABA has been advised that Eyeguard, a filter employing image analysis technology, has been withdrawn from the market. I-Gear has been renamed Symantec Web Security and the product is a server-level version of Norton Internet Security.  As both products employ similar update procedures and blocking technologies, only Norton Internet Security was tested.


� Source: Report to the ABA by the CSIRO on filter software compliance with ABA notifications.


� For discussion of models and criteria for effective Internet content codes of practice see Machill, M and Rewer, A (2001), Internet Hotlines – Evaluation and Self-regulation of Internet Content, Verlag Bertelsmann Stiftug, Gutersloh 2001; and Price, M. E. and Verhulst, S. G. (2000), Codes of Conduct and Other Self-regulatory Documents, paper presented at Bertelsmann Foundation Workshop on Self-regulation of the Internet, Hannover on 30 June 2000.


�  Centre for Telecommunications Information Networking (2002), Media Streaming and Broadband in Australia: Report to the Australian Broadcasting Authority, ABA: Sydney.  A copy of the report can be downloaded from the ABA’s web site at http://www.aba.gov.au/internet/research/.


TThe code and guidelines can be found on the web site of the Office of Film and Literature Classification at � HYPERLINK "http://www.aba.gov.au/internet/industry/restricted_access.htm" ��http://oflc.gov.au/Pages/clasinfo.html�.


� The declaration can be found on the ABA’s web site at � HYPERLINK "http://www.aba.gov.au/internet/industry/restricted_access.htm" ��http://www.aba.gov.au/internet/industry/restricted_access.htm�.


� Investigation of the remaining complaints (21 per cent) could not be completed as the ABA was unable to locate the Internet content concered.


� Kocher, R. (2000), Representative Survey on Internet Content Concerns in Australia, Germany and the United States of America in Walterman, J and Machill (eds.), Protecting Our Children on the Internet: Towards a New Culture of Responsibility, Bertelsmann Foundation Publishers: Gutersloh.


� See for example: Burkert, H. (2000), The Issue of Hotlines in Walterman, J and Machill (eds.), Protecting Our Children on the Internet: Towards a New Culture of Responsibility, Bertelsmann Foundation Publishers: Gutersloh; and ABA (2001), The Internet at Home, ABA: Sydney.


� The ART and ART2 principles have been developed by Professor Herbert Burkert and the Bertelsmann Foundation, and implemented by the Internet Hotline Providers in Europe Association (INHOPE). 


� As noted above, only the details of Internet content are exchanged between hotlines and the personal information of complainants is not disclosed.


� Where content has not been classified, the ABA issues an interim take-down notice to the ICH and asks the OFLC to classify the content.  When the content has been classified, the ABA advises the ICH of the classification and, if necessary, issues a final take-down notice to the ICH.


� In most cases, complaints about commercial television programming matters must be made to the broadcaster concerned in the first instance.  Unresolved complaints can be referred to the ABA for further investigation.


� Some investigations involve more than one item of content.


� For example, Machill, M and Rewer, A (2001), Internet Hotlines – Evaluation and Self Regulation of Internet Content, Bertelsmann Foundation: Gutersloh.


� A copy of IWF’s news release regarding this matter can be obtained from the IWF web site at http://www.iwf.org.uk.


� ABA (2001), The Internet at Home: a Report on Internet Use in the Home, ABA: Sydney.


� Information about this program is available on the IIA’s web site at � HYPERLINK "http://www.iia.net.au/familyfriendly.html" ��www.iia.net.au/familyfriendly.html�. 


� The Internet @ home report can be obtained from the ABA’s web site at www.aba.gov.au/internet/research/.


� www.childnet-int.org


� Findings of the research are reported in Kocher, R. (2000), Representative Survey on Internet Content Concerns in Australia, Germany and the United States of America in Walterman, J and Machill (eds.), Protecting Our Children on the Internet: Towards a New Culture of Responsibility, Bertelsmann Foundation Publishers: Gutersloh.


� INHOPE’s web site is at www.inhope.org.


� In the 2001 Federal Election, the Coalition stated that it would not impose any mandatory technological blocking or filtering devices on the Internet industry, and would not require ISPs to monitor content (Building an Information Economy for the 21st Century, page 10).
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