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7 November 2002

Helping to make the internet a great 

place for Children 

www.childnet-int.org

Manager, Broadcasting and Online Content

Department of Communications, 

Information Technology and the Arts

GPO Box 2154

CANBERRA

ACT 2600

Australia

Dear Sir/Madam,

This letter is written in response to the call for comments on the review of the operation of Schedule 5 to the Broadcasting Services Act 1992. I am writing in my position as Chief Executive of Childnet International, a non-profit organisation that is working around the world with many partners in different sectors to help make the Internet a great and safe place for children. 

Childnet is very positive about the Internet and the amazing opportunities that it gives to kids to connect, create and discover. However we recognise that in order to promote the ‘positives’ it is necessary to take account of and respond to the dangers facing children that are also implicit within this technology. For further information about Childnet’s work see www.childnet-int.org .

I am familiar with the Online Content Co-Regulatory Scheme that has been established in Australia, as a result of five visits since 1997, and meetings with individuals and organisations from Australia at international conferences. 

Moreover, Childnet established the INHOPE (Internet Hotline Providers in Europe) Forum in 1998, which has now grown into the INHOPE Association
 of which the ABA are an associate member. Childnet continues to enjoy a close working relationship with INHOPE, that gives us an overview of how other countries organise their complaint processes for illegal and harmful content.

I will be speaking at the NetAlert conference in December (Growing Australia Online), and would be happy to expand on these views through a meeting if that would be helpful. My intention is to provide a perspective on a number of issues, that may be different from your other respondents, coming as it does from outside Australia.

General Comments

The co-regulatory approach set out in Schedule 5 of the Broadcasting Services Act 1992, goes considerably further than any other initiative Childnet is aware of worldwide in formally setting out within a statute the responsibilities of the different players in the provision and regulation of Internet services. In Childnet’s view this approach has very considerable advantages in ensuring that responsibilities and sanctions are clearly understood. The major challenge that this approach involves is in responding to the changes that may come about with changing technology. Non-statutory schemes can adjust more quickly. However, the Australian Government’s determination to review the scheme, as is now happening, is commendable.

Complaints process – performance (3.1
):

From our experience, especially with INHOPE, we can attest that the ABA’s approach to running the complaints process for internet content in Australia reflects the highest standards of international best practice. The approach to receiving and processing complaints is independent, confidential, efficient and timely,  

A founding principle of INHOPE is that hotlines should enjoy the confidence of the Internet industry, law enforcement, child welfare and Internet users within the country where it operates. The ABA is in an enviable position compared with many national hotlines in that the statutory basis of its operation has facilitated the development of formal arrangements with industry and police via Codes of Practice and Memorandums of Understanding respectively. The open approach to publishing detailed statistics such as appear in Table 1 of the review document is also welcome.

The ABA has provided reports of illegal material to hotlines outside Australia, especially the Cybertipline in the USA. It has also received a small number of reports about Australian material from overseas hotlines. This liaison is important and appears to be working well. Of course, all hotlines (including the ABA) suffer when there are parts of the world where there is as yet little effective response to illegal material, especially child pornography, or example, the former Soviet Republics.

The Co-Regulatory approach – industry codes of practice (3.2):

The Australian Scheme is unique in the structure of the measures that join the hotline, the ABA, to industry via codes of practice, and also completing the circle by feeding reports of illegal or harmful content into filtering solutions that are provided by the ISPs. This original and neat approach, viewed from the outside, appears to be made to work without significant difficulties. 

A very good feature of the Scheme is that it has actively promoted the codes of practice, essentially standards of behaviour by industry. A level of responsibility for industry is at the forefront of good practice worldwide, but what is different in the Australian situation is the teeth given by statutory backing, and the formal benefit for industry of immunity to hosting prohibited content (if they did not know and had not been made aware of it).

The Scheme is genuinely co-regulatory, and this is ensured by the roles formalised in the Scheme. Other countries have tackled the same issues via a self-regulatory approach and this can lead to a lot of debate about particular roles of individual players. Also, the status of the ABA as a statutory body avoids continuing debate about the governance of the complaints process – something which has been a feature of other countries’ hotlines eg UK

An important factor in determining the success of this approach will be the rate of take-up of filters by Internet users and the ability of users to make informed choices about products that suit there specific needs. Childnet notes the recent move to require ISPs to provide filters on a cost recovery basis, to help ensure that users are not discouraged from using such tools due to cost. Actual usage should be monitored by consumer surverys. Regular testing of scheduled filters to confirm that ABA notifications are received and actioned will also help to ensure the effectiveness of this mechanism.  It may be that as filter technologies become more accurate, many filters may already block content that is notified by the ABA, or possibly the ABA reports will relate to very recent material that the filtering companies have not yet come across. Either way it would be helpful to understand better how this part of the scheme is working in practice.

Co-Regulatory approach – community education and advice (3.3): 

Childnet International are extremely active in the area of Internet safety education and it is an area we feel very strongly about. It is important to get as much dissemination as possible, to a very targeted audience, using different and suitable access channels.

To an outsider the distinctive role of the ABA and NetAlert is not totally clear in the area of community education. Indeed the outcomes of their work in terms of their online presence are perhaps the reverse of what one might expect. The ABA – a stautory body with substantial other functions – has produced a dedicated community education web site (cybersmart kids) that is tailored very appropriately to the needs of the family users it is aimed at. Significantly the ABA did not embed their community education site within the main ABA information web site. This means that the URL (web site address) is kept simple and relevant, the user is taken directly to the content in which they are interested, and the whole feel of the site is consumer rather than corporate.

On the other hand, NetAlert a relatively recently formed body with community education on Internet safety at its heart has produced a very structured web site with a more corporate feel. The information provided will be of considerable value to local partners in the Internet safety field. It is not however, presented in a form that is likely to appeal  to individual parents and children to the same degree. 

Both NetAlert and the ABA have produced high quality off line materials on internet safety including leaflets, mousemats and other “giveaways”. 

It may be that the work of NetAlert should be more integrated into that of the ABA. We note, for example, the approach of the Singapore Broadcasting Authority which like the ABA has internet content responsibilities. The SBA has established and supports a body called the Parental Advisory Group for the Internet that has run a number of highly successful Internet safety awareness initiatives. PAGi
 has a very active steering group representing different interests including industry and users. 

We would recommend that care should also be taken that the ABA and NetAlert support (rather than unintentionally replace or discourage) other educational schemes and initiatives that are not statutory, for example, local and voluntary community safety efforts. Childnet especially values the work of Young Media Australia
, a body with a high reputation in the international arena for its work on the impact of media on children. YMA produce an excellent newsletter (Small Screen), and provide through their web site access to much useful research. We believe they merit further support.

We would be very interested to learn more about NetAlert’s experience in running a telephone helpline.  We know of experience elsewhere establishing phone helplines for Internet content or safety issues that have not been heavily used. For example, the Cybertipline in the USA receive the vast majority of their reports about online issues through their web site online reporting form despite giving out telephone numbers prominently.

Our own experience, about the need for telephone support or information, is similar. We run a website called Chatdanger (see www.chatdanger.com), and this site offers information and advice both to parents and children about the potential dangers of chat rooms and gives tips for keeping safe while chatting. On this website, which has been live since October 2000, there is a contact form where any visitor can send us a message regarding their experience in chatrooms or asking for advice on certain safety issues relating to chat. Although we have received almost 2000 e-mails to the Chatdanger website which have generated a lot of queries, less than 10 of these have required further telephone support.

Thus we are especially interested to discover whether the experience of NetAlert receiving calls to its helpline is different. If so, it would be a good example to learn from and share internationally.

International Developments and Cooperation (3.4)

It has been a feature of Australia’s work on internet content regulation that the agencies involved have been very concerned to learn internationally and to share their own experience. We have already commented on the ABA’s involvement with INHOPE, and we would commend them for not letting distance prevent them from taking a valuable role. For example, ABA staff have played an important part in INHOPE’s working groups especially that looking at issues of illegal content and new technological developments.  We welcome cooperation with NetAlert as we have with other bodies, and we are looking forward to exchanging good practice and contacts, and sharing resources at their conference. 

Since the Australian legislation was introduced in 1999, discussions about Internet content regulation worldwide have not decreased. Indeed, the Australian model has become one of the approaches for countries to consider and compare themselves against. 

We would draw attention to a few developments since 1999 that may be of interest:

There have been two major government initiated reports on Internet Content issues in the USA: one by the Children Online Protection Act Commission 
and one by the National Academy of Science
. Both reports highlight the need for comprehensive solutions to the issue of illegal and harmful material online. While the US environment is unlikely to adopt an Australian style solution, it is worth comparing the recommendations of these US studies against what happens in Australia to consider if there are gaps. 

The Home Office in the UK has set up a Task Force for Internet safety for children, tasked with making the UK the safest place in the world for kids to use the Internet. This has been in existence for about 18 months and draws all the key stakeholders together - child welfare agencies, industry representatives, other Government departments including the Department for Education and Skills, law enforcement agencies, and the Internet Watch Foundation (the UK hotline) - into a forum to develop good practice in certain areas of operation. This is a valuable forum that has been doing detailed work, inter alia, in relation to legal issues, good practice for the industry, and government funded awareness campaigns. The Department may wish to consider whether the current ABA and NetAlert structures facilitate these kinds of broader policy discussions.

Canada, where there are similarities in constitutional history with Australia, has gone a very different route in its approach to Internet content regulation. More emphasis has been put on encouraging and enabling existing bodies to contribute to their five point policy programme.  While this seems to have led to some delay in establishing a hotline initiative, it has ensured continuing effective Internet safety awareness work, for example by the excellent Media Awareness Network.

The European Union Safer Internet Action Plan has developed significantly since 1999 and regular updates on events are carried on the Safer Internet web site
. The core principles however remain the same – promotion of filtering and labelling, responsibility by the internet industry through self regulation and codes of practice, hotlines and awareness initiatives. The Australian scheme embodies all these principles, and the ABA can keep up to date with developments through its associate membership of INHOPE.

ICRA
, the not for profit Internet content self labelling system, is at a crucial stage now and has developed considerably since 1999. It has been re-designed from the old RSAC system into a new labelling system that takes account of a broader range of parental concerns about content. I chaired the International Advisory Council that helped with this task and we especially valued the contributions of our Australian member, Bruce Rigby from the Department of Education, Victoria. 

The new ICRA system also includes features that allow it to be adapted and implemented in a national our local context eg the idea of templates that relate the very detailed structure of the ICRA content descriptors to an existing national standard (the Board of Film Classification standard may be the most relevant in Australia). There is also the possibility of adding in Yes or No lists for types of content that may not lend themselves readily to self labelling eg racist or hate sites. 

ICRA has developed its own filtering interface, which might be considered for inclusion on the schedule of Australian filters, although it is free and therefore of a different nature to commercial offerings. The intention is that the ICRA fiIter should be fully integrated into the main browsers. It is important that ICRA, as an international non profit initiative, survives and prospers in the longer term and we would encourage the ABA to support its work, and perhaps consider further how ICRA might best fit within the Australian scheme.

Research – Filtering technologies (3.5):

The report ‘Effectiveness of Internet filtering software products’ by CISRO was a most welcome document, which has taken the examination of filtering software to a new level. In our view it is the best-structured and most thorough examination of this issue. 

We would like to suggest that the CSIRO report could be built on to give more information to end users. The current report is not user friendly, but if further work were done to develop some kind of grading or star system for filters it would be most helpful.

Scope and coverage of Schedule 5 (3.6)

Spam or unsolicited e-mail is a worldwide problem and one that is very much on the agenda in many countries, including the UK at the moment. It is important to provide end-users the channels through which they can complain about spam and particularly the content of spam. We note that the ABA can already act against web site URL’s contained in spam, however we wonder if the general public realise this is the case, given that e-mail is specifically prohibited from the scheme. This opportunity to complain should be publicised fully. 

We are not sure if including spam e-mails as such within the scheme, i.e. the ABA being able to issue notice and take down to spam providers (as opposed to those hosting the web content to which the spam refers), would be an effective means of working. This would depend on the extent to which spam issues from Australian servers. 

Convergent devices will become an increasingly important issue, and it important that there is a state of readiness and awareness of the developing 3G mobile phones. It raises new issues because different agencies are involved in regulating telephone content and the wireless spectrum. The relevant agencies, industry players, and those concerned about child safety should be discussing these issues now and developing responses. We would urge that the existing Schedule 5 scheme should be applied to internet content however it is delivered. A careful review is necessary though, to ensure that those providing Internet access on new devices are all covered by existing code of practice arrangements. There are also important implications for education and awareness. 

I trust these views will be of use as your review proceeds, and I reiterate my offer of speaking to officials when I am in Canberra in December.
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Nigel Williams
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� See � HYPERLINK "http://www.inhope.org" ��www.inhope.org� 


� The numbers here and throughout this letter refer to the sections of the review Issues Paper being discussed.


� www.pagi.org.sg


� www.youngmedia.org.au


�  see � HYPERLINK "http://www.copacommission.org" ��www.copacommission.org�


�  see � HYPERLINK "http://www.nap.edu/catalog/10261.html?onpi_newsdoc05022002" ��http://www.nap.edu/catalog/10261.html?onpi_newsdoc05022002�


� see � HYPERLINK "http://www.saferinternet.org" ��www.saferinternet.org� 


� see � HYPERLINK "http://www.icra.org" ��www.icra.org� 
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