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Review of Issues Related to 
Commonwealth Interactive Gambling Regulation

1. Introduction TC "Introduction" \f C \l "1" 
This paper by MasterCard International Incorporated (“MasterCard”) is provided in response to a call for submissions issued by the Department of Communications, Information Technology and the Arts (the “Department”), in connection with the Department's discussion paper entitled “Review of Issues Related to Commonwealth Interactive Gambling Regulation” (the “Discussion Paper”).

MasterCard is pleased to have the opportunity to comment on the Discussion Paper.  MasterCard provides its comments in respect of the feasibility of regulating financial transactions associated with the provision of interactive gambling services.

Section 2, below, provides an Executive Summary of MasterCard’s submissions with respect to the two proposed options for enacting regulations under section 69A of the Interactive Gambling Act 2001 (the “Act”).

In Section 3, an outline is provided of the MasterCard Operating System.  In Section 4, there is a description of MasterCard’s understanding of Internet gambling transactions and, in Section 5, a description provided of the Payment Transaction Information Flow.  These descriptions are provided to give the Department a fuller background of some of the logistical issues of relevance from MasterCard's perspective of the ability to regulate financial institutions associated with the provision of interactive gambling services in the Government's review of the Act.

Sections 6 and 7 of this submission set out MasterCard’s comments on the two approaches proposed for consideration in the Department’s Discussion Paper.

2. Executive Summary TC "Executive Summary" \f C \l "1" 
MasterCard supports appropriate measures to combat illegal Internet gambling. Since 1999 MasterCard has led the payments industry with its voluntary adoption of initiatives to prevent the use of MasterCard branded cards for illegal Internet gambling transactions.  

“We strongly support legislative efforts that build on our proven track record to block illegal Internet gambling transactions.  For example, legislation introduced [in the United States Senate and in the United States House of Representatives] contains core provisions that establish a workable framework for combating illegal Internet gambling and we are committed to working with Congress as it seeks to provide a legislative solution to this important problem,” (MasterCard General Counsel, Mr Noah Hanft, 17 March 2003).
MasterCard's rules require that, in order for a merchant to seek payment authorisation in connection with an Internet gambling transaction, the merchant must “code” the authorisation request to indicate that the transaction is an Internet gambling transaction.  Merchants who will not abide by these rules are not permitted to accept MasterCard cards. These codes enable card issuers to identify and deny authorisation for Internet gambling transactions. An increasing number of financial institutions including those in the United States and in Hong Kong are using the MasterCard framework to deny authorisation for Internet gambling transactions.

MasterCard continues to take all reasonable steps to ensure that the information flows within our scheme are leading edge, and at the forefront of developments in e-commerce payment methods.  

MasterCard believes that the infrastructure of the payment card schemes, and particularly the authorisation, or 'blocking' capability, is the most effective tool available to financial institutions to confront the problems of illegal Internet gambling.  

MasterCard supports Option 2 of the proposed regulations made under section 69A of the Interactive Gambling Act 2001, which confers a role upon financial institutions to prevent illegal Internet gambling transactions by utilising the blocking capability.  MasterCard suggest that any regulations which follow this approach must:

· Be sufficiently flexible to utilise the existing infrastructure and the coding function of the payment card schemes that operate uniformly across the globe

· Allow financial institutions to receive the benefit of "safe harbour" immunity from legal proceedings where they have undertaken their role in good faith

MasterCard does not support Option 1 of the proposed regulations made under section 69A of the Interactive Gambling Act 2001, for the following reasons:

· Card Issuers will simply elect to block transactions that relate to Internet gambling

· It is preferable to achieve blocking transactions by clear and direct instructions rather than through the indirect and imprecise means envisaged by Option 1

· rendering gambling debts unenforceable will encourage on-line gambling, a result which contrary to the government's objective

MasterCard, with its global experience, is pleased to offer its assistance to the Department to develop regulations which seek to build on MasterCard's efforts to combat illegal Internet gambling, and which are founded primarily on the blocking capability of payment schemes. 

3. The MasterCard Operating System TC "The MasterCard Operating System" \f C \l "1" 
3.1 Functioning of the MasterCard system

MasterCard is a global payments company whose principal members are approximately 2,300 financial institutions worldwide.  In addition to other businesses, MasterCard operates the MasterCard payment scheme.  MasterCard does not issue cards to consumers and does not contract with merchants to accept such cards.  Rather, MasterCard creates, owns, and operates the networks, processes and rules that make the MasterCard scheme possible.

MasterCard members are institutions which issue cards to consumers (“Card Issuers”), and/or contract with merchants to accept such cards (“Acquirers”).
  Each member is free within broad guidelines to set the terms under which it will issue cards to consumers or contract with merchants to accept cards.  Of course, each member is restricted by the applicable laws and regulations of the jurisdiction in which they operate.  On a broad level, MasterCard does not dictate the terms of the relationship between Card Issuers or Acquirers and their respective customers.  (MasterCard does, however, require Card Issuers and Acquirers to ensure that the relationship is subject to certain provisions, ie the MasterCard rules, which are designed to protect the integrity of the MasterCard system - some of the provisions imposed upon Acquirers are discussed below in paragraph 5.3.)  Rather, MasterCard focuses on the relationship between and among its thousands of members around the world.

MasterCard has put in place, and continues to enhance rules, networks and procedures that allow for the global exchange of billions of transactions among thousands of financial institutions, millions of merchants, and hundreds of millions of cardholders.  In doing so, MasterCard must balance the needs, risks, and costs of each of the participants in the MasterCard scheme.

The most efficient and effective way for MasterCard to run such a scheme is not to attempt to choose among various local legal and regulatory schemes, but rather to defer to local financial institutions, and their local expertise, within each jurisdiction for its existence and operation in that jurisdiction.  As illustrated below, a typical MasterCard transaction could involve three or more legal systems (in addition to any applicable international or bilateral treaties).  Although MasterCard is responsible for enforcing our own rules, we do not act as a global law enforcement agency, nor is it appropriate that we do so.

3.2 Participants in the MasterCard scheme

There are five participants in a typical MasterCard transaction: the cardholder, the Card Issuer, MasterCard, the Acquirer and the merchant.  The legal relationship between these parties is described in more detail in paragraph 4.3 below.

MasterCard’s role is to set the rules and operate the system that allows cardholders and merchants who have never met and do not know each other to complete transactions.

3.3 Authorisation

At the time a consumer presents a MasterCard card to a merchant to make payment for a good or service, that merchant will seek an authorisation for the transaction.  In its simplest form, the authorisation request is sent from the merchant to the Acquirer, then from the Acquirer to MasterCard, which in turn forwards it to the Card Issuer.  The Card Issuer then makes a determination as to whether the transaction should be authorised.  Once the Card Issuer concludes that the transaction should be authorised, it sends an approval to MasterCard, which in turn forwards the approval back to the Acquirer and then on to the merchant.  

Once a Card Issuer authorises a given transaction, it is in effect guaranteeing MasterCard, which in turn guarantees the Acquirer, that the Card Issuer will pay the amount of that transaction regardless of whether the consumer ultimately pays for the transaction.  This authorisation and guarantee allows the Acquirer to guarantee its merchant that it will be paid and thereby allows the merchant to complete the transaction.  The authorisation process is typically completed in 2 or 3 seconds, regardless of where the parties are located around the world.

The extent and accuracy of information contained in the authorisation request is dependent on the merchant, as the initiator of the transaction, and on the mode of the transaction (eg, face to face, by phone, over the Internet, etc.).  MasterCard has taken steps, including amending its rules, to ensure that the integrity of its system is not jeopardised by merchants wrongly coding authorisation messages, or otherwise seeking to circumvent the information flows of the MasterCard scheme.  Under the MasterCard rules, a Card Issuer is entitled to make a claim against an Acquirer whenever a merchant signed up by that Acquirer has failed to follow the MasterCard rules.  This point is discussed in more detail in paragraph 5.3 and paragraph 5.5 below.

4. Internet gambling transactions TC "Internet gambling transactions" \f C \l "1" 
4.1 Introduction

The standard Internet gambling transaction is relatively straightforward, and does not differ materially from any other purchase transactions conducted over the Internet.  The parties include:

(a) a player wishing to place a bet or wager;

(b) an interactive gambling service provider ("IGP") willing to accept the bet or wager; and

(c) one or more entities enabling the player and an IGP to communicate electronically (ie, Internet service providers or “ISPs”).

These few parties are essential for an Internet gambling transaction to take place, and it is the agreements among these parties that form the foundation of any such transaction.  It is the conduct of these parties that is principally targeted by the Act, and there is a strong argument that an agreement under which an IGP breaches section 15 of the Act is rendered illegal by virtue of the common law, even without regulations.

The involvement of further parties in these transactions depends upon which one of the various methods now available for making payments in connection with e‑commerce transactions is selected.  As discussed in the sections which follow, at least some of these methods involve thousands of independent, unrelated parties performing a wide variety of roles pursuant to a complex web of rules and agreements.

4.2 Interactive Gambling Payment Systems 

Although the standard Internet gambling transaction itself is quite simple, the processes used to make payments in connection with the transaction can be very complex.  Consequently, regulatory solutions to the Internet gambling problem that focus on payment transactions rather than the gambling activity itself face significant difficulties.

At present, there is a wide variety of payment vehicles used by IGPs to accept funds from players in addition to payment cards (e.g., credit and debit cards).  These include:

(a) electronic or “virtual” accounts;

(b) mobile telephones, or so called “mobile commerce”;

(c) wire transfers, cheques, and money orders;

(d) money transmission services; and

(e) cash deposits. 

The following sections provide an overview of each of these payment methods.  Please note that the description of the payment methods in these sections is intended only to be illustrative of common payment options now in use for Internet gambling.  It does not provide a comprehensive analysis of the many permutations that are or could be available. 
4.3 Principal Agreements involved in an Internet Gambling Transaction

Following is a list of the principal agreements that govern the relationships of the various parties when a player chooses to conduct an Internet gambling transaction using a payment card:

(a) an agreement between the player and the IGP for the provision of gambling services (the “Gambling Agreement”);

(b) an agreement between the Card Issuer and the cardholder (the “Cardholder Agreement”);

(c) an agreement between the Card Issuer and the payment card system (the “Issuer Agreement”);

(d) an agreement between the Acquirer and the payment card system (the “Acquirer Agreement”); and

(e) an agreement between the Acquirer and the IGP (the “Merchant Agreement”).

Following is a brief description of the nature of these agreements with reference to the MasterCard system.

(a)
Gambling Agreement

The Gambling Agreement describes the terms and conditions under which the player agrees to use the IGP.  These terms, which are generally posted on the IGP’s web site, will vary in detail from gambling operator to gambling operator.  It appears, however, that a common characteristic of many Gambling Agreements is that they specify that the Gambling Agreement is governed by the laws of the country in which the IGP is located.

As alluded to above in paragraph 4.1, the Gambling Agreement is the primary target of the Act.  It is the IGP's act in entering into the Gambling Agreement with an Australian customer that is prohibited by section 15 of the Act, and consequently the Gambling Agreement with that customer is rendered illegal by virtue of this prohibition.

(b)
Cardholder Agreement

The Cardholder Agreement documents the rights and obligations of the cardholder vis-a-vis the Card Issuer.  The terms of the Cardholder Agreement are determined exclusively by the Card Issuer and the cardholder.  In essence, it obliges the cardholder to pay any credit extended as a result of the cardholder’s use of the card, and specifies the compensation the cardholder must pay to the Card Issuer in exchange for the right to use the card.

It is important to note, however, that the Cardholder Agreement does not typically dictate or even address the type of merchants or the locations at which the card may be accepted.  In fact, in an open party card scheme such as the MasterCard scheme, a Card Issuer does not control which merchants may accept the card.  This function is performed by the Acquirer in accordance with the laws applicable to the Acquirer and the merchant.  For example, an Acquirer may contract with an IGP to accept a payment card as permitted by the laws of the country in which the Acquirer and the IGP are located, even if Internet gambling is not permitted in Australia or other countries where the card may be issued.  Of course, the cardholder may have an obligation under applicable law or the Cardholder Agreement to refrain from using the card for impermissible purposes.

Moreover, the Cardholder Agreement does not give rise to any contractual arrangement between the Card Issuer and the IGP.  Any obligations of the IGP arising from the IGP’s acceptance of a card are the responsibility of the Acquirer.

(c)
Issuer Agreement

The Issuer Agreement authorises the Card Issuer to issue cards bearing the payment card system brand.  It also obliges the Card Issuer to, among other things, pay to the payment card system amounts incurred by its cardholders, and to otherwise comply with the MasterCard system rules, and the laws of the country in which it is operating.  Under the Issuer Agreement, the Card Issuer has no direct obligation to any IGP or other merchant who may accept the card.  

(d)
Acquirer Agreement

The Acquirer Agreement authorises the Acquirer to contract with or “sign up” merchants for the acceptance of payment cards.  Generally, the Acquirer Agreement allows the Acquirer to contract with any legitimate merchant engaged in activities which are permitted under applicable law.  The Acquirer Agreement also obliges the Acquirer to adhere to the MasterCard system rules and to undertake certain checks with respect to merchants proposed to be "signed up".

(e)
Merchant Agreement

The Acquirer, in turn, enters into a Merchant Agreement with each merchant that the Acquirer authorises to accept the card.  The terms of the Merchant Agreement are left almost entirely to the Acquirer and the merchant, except that applicable system rules may require that the Merchant Agreement oblige the merchant to adhere to certain standards in accepting the card.  This point is discussed in further detail in paragraph 5.3 below.

4.4 Other Agreements

The foregoing summarises only the basic agreements involved in the MasterCard system.  It is important to note that many other types of agreements may become interconnected to any particular payment card transaction.  For example, any of the Card Issuers, Acquirers, and IGPs may retain third parties to perform services in connection with some or even all of their roles with respect to a payment transaction.  In addition, the MasterCard system itself must contract for the services of telecommunications and other companies who assist in providing the infrastructure through which payment information is communicated.  Further, the settlement process used to account for transactions and move funds between Card Issuers and Acquirers generally involves the services of other banks that assist in performing those functions.

4.5 Electronic or Virtual Accounts

Another payment option widely available today is the so‑called electronic or virtual account in which an individual may store funds which can be used to make payments electronically.  Many of these accounts were developed initially to accommodate specific types of e‑commerce transactions.  For example, electronic accounts enable electronic payment between two individuals participating in an Internet auction, a process that would not otherwise have been possible except in those situations where the individual selling the goods also happened to be a “merchant” authorised to accept some other form of electronic payment, such as a credit card.  Although initially targeted for use in such “person-to-person” transactions, these accounts are increasingly being used to pay for a wide range of consumer products and services, including those offered by IGPs and other merchants.

Examples of the organisations which provide these services are PayPal, FirePay and Neteller.

There are a number of variations with respect to how the electronic account systems are structured.  Generally, however, they tend to share a number of basic characteristics.  These include:

(a) There is typically an agreement between the individual/accountholder and the entity providing the account.

(b) The entity providing the electronic service must generally have an agreement with the merchant (or its bank) to whom the accountholder wishes to make payment.  As these electronic accounts have become more widely used for Internet gambling, it has become common for the IGPs to include links on their web sites which allow players to connect directly to the electronic account service providers to sign up for an electronic account which then can be used for gambling with the IGP.

These electronic account arrangements require the accountholder to have a funding source for the account.  If the funding source is a payment card, then the entity providing the electronic account must have a Merchant Agreement enabling it to accept the payment card.  In the event that a player chooses to use a payment card to fund an electronic account, the electronic account provider, and not the IGP, would accept the card.  These electronic accounts can also be funded through a wide variety of other sources, including wire transfers, cheques, money orders, and cash.

4.6 Wire Transfers, Cheques and Money Orders

A player may also fund an Internet gambling wager by instructing his or her bank to send a wire transfer to the IGP’s bank, according to instructions included on the IGP’s web site.  Generally, the player must have a deposit account with a bank.

Alternatively, the player may be permitted to mail a cheque or money order to the address designated by the IGP.  Generally, the player may do so without a pre-established relationship with a bank or other party (eg, in Australia, Australia Post).  For example, the player may use cash to purchase a bank cheque or money order, which then can be mailed to the IGP.

4.7 Money Transmission Services

IGP web sites may also instruct a player how to use the services of a money transmission service to transmit funds to the IGP.  Generally, these services do not require any pre-existing agreement between the player and the money transmission service.  Instead, the player simply needs to provide a source of funds to the money transmission service, which the service then transmits in accordance with the IGP’s instructions.  For example, the player may go to a physical location of the money transmission service and provide cash to the service to initiate a transfer.  Alternatively, the player may use another funding source, such as a payment card, to initiate the money transmission either in person or by telephone.  In order for a payment card to be used in this manner, the money transmission service must have an agreement enabling it to accept the payment card (eg, a Merchant Agreement).

4.8 Cash Deposits

In some cases, IGPs also have physical locations at which players may deposit cash which is later used to fund gambling.  

5. Payment Transaction Information Flow TC "Payment Transaction Information Flow" \f C \l "1" 
5.1 Introduction

MasterCard has and continues to take all reasonable steps to ensure that the information flows of its scheme are leading edge, and at the forefront of developments in e-commerce payment methods.  Specifically, MasterCard has refined its information flows for Internet transactions, and, in some cases, sought assurances from other payment instrument providers, to ensure that its coding continues to operate in a way that enables Card Issuers to rely on it.

Certain payment methods developed recently for Internet transactions include a number of methods which are designed to circumvent the information flows of traditional payment instruments.  In MasterCard’s view, responsibility for ensuring that the information flows of the MasterCard scheme are not undermined rests with MasterCard.  Card Issuers should be obliged to do no more than to identify the coding of a transaction and block a particular transaction if required to do so by law.

MasterCard supports the idea that Card Issuers should be able to identify the nature of a transaction, and be empowered to decide whether to approve such a transaction.  To this end, MasterCard led the payments industry when, in July 1999 it announced it would voluntarily develop rules to enable its member Card Issuers to prevent the use of MasterCard cards in connection with Internet gambling transactions.  These issues are discussed further in the paragraphs that follow.
5.2 Information flow under the MasterCard system

At the outset, MasterCard requires Internet-based merchants who supply gambling transactions
 to provide clear notice on their web sites that they are running a gambling site.  MasterCard also imposes a positive obligation upon Acquirers to prevent gambling winnings, and refunds,
 from being credited to a cardholder on his/her MasterCard card.  This in itself is a deterrent to gambling on the Internet via a MasterCard card, as winnings still need to be sent by a gambling merchant by way of a cheque, wire transfer or by another less instant intermediary-based method. 

Further, IGP merchants are required to ask prospective gamblers to identify their physical location at the time of the transaction.  The location, along with the cardholder’s account number, the transaction amount and the date of the transaction must be retained by the merchant for one year.  
The most important instrument in controlling information flows, though, is the authorisation function.

5.3 Authorisation and Coding

When a consumer presents a MasterCard card to a merchant in person, the transaction is typically captured electronically by the merchant swiping the card through a terminal driver that can read the magnetic stripe on the back of the card.  This form of transaction captures the most comprehensive and accurate information about the identity of the cardholder.  The account number, expiration date, and the amount of the transaction are the most critical data elements.  This information is then passed to the Card Issuer through the authorisation request.

Transactions that are conducted by a remote mechanism, such as the Internet or the telephone, have less robust data in the authorisation process.  The merchant does not capture information from the magnetic stripe and does not have a chance to inspect the card.  Instead, the merchant relies upon the consumer entering the account number and card expiration date for sending an authorisation request.  The ability to complete these remote transactions is extremely valuable to consumers and merchants as they are usually the fastest, most secure, and most efficient means to complete transactions where the consumer and merchant cannot conduct the transaction face to face.

MasterCard’s rules require that, in order for a merchant (including an IGP merchant) to seek payment authorisation, the merchant must "code" the authorisation request.  This refers to the card scheme service codes, which comprises a data set contained within the authorisation message.  These codes identify, among other things, the type of merchant, the country of the merchant and the communication method by which the transaction is taking place (Internet, telephone etc).  For an Internet gambling transaction, the card scheme service codes identify the merchant as a gambling merchant, the country of the merchant, and that the transaction is being conducted via the Internet.
Because of the difficulty in ascertaining the legality of Internet gambling transactions, MasterCard amended its rules in 1999 to allow Card Issuers to block such transactions.  Simply put, a Card Issuer, armed with the card scheme service codes communicated in an authorisation request, can identify that a transaction is an Internet transaction and also a gambling transaction, and deny that transaction.

In the face of increased scrutiny, some less scrupulous IGPs may seek to circumvent the blocking process by failing to code transactions properly.  Under MasterCard’s rules, Acquirers are penalised in the event that transactions are coded improperly, through the mechanism of ‘chargebacks’.  If a cardholder were to dispute a transaction, the Card Issuer is entitled to investigate whether that transaction was properly coded by the merchant (and subsequently, by the Acquirer).  If the transaction were coded improperly, the Acquirer is liable to the Card Issuer for the amount of the transaction, and may in turn recover these monies from the merchant under the Merchant Agreement.  

In addition to chargebacks, Acquirers face sanctions from MasterCard in the form of fines for mis-coding.  In situations of deliberate or consistent breaches of the MasterCard rules, including the rule prohibiting mis-coding, the merchant will no longer be permitted to accept MasterCard cards, and the Acquirer's membership status may be suspended or revoked.

On the other side of the transaction, MasterCard expressly prohibits the use of MasterCard cards for illegal purposes.  If a Card Issuer became aware that a cardholder was engaging in illegal transactions, through a chargeback investigation or otherwise, the Card Issuer can take necessary action to prevent a breach occurring in future, including by terminating the Cardholder Agreement.  In a manner similar to the position of Acquirers, where there has been deliberate or consistent breaches of the MasterCard rules by a Card Issuer, including the rule prohibiting misuse of the card, the Card Issuer may face sanctions in the form of fines, or suspension or revocation of its membership status.

We note that the rules relating to coding requirements primarily relate to the way in which transactions are categorised.  MasterCard’s rules do not dictate the way in which Card Issuers are to treat particular transactions – this is a decision that is best resolved by Card Issuers having regard to the local laws by which they are governed.  

5.4 Limitations in information flows

There are limitations inherent in the information flows of the MasterCard scheme.

In the first instance, the coding system is unable to distinguish among various types of gambling and wagering (e.g., sports betting, horse racing, casinos, lotteries etc.), and is therefore unable to distinguish between what is regarded as legal and illegal forms of gambling under the Act.  Rather, it includes all forms of gambling under a single code.

The coding mechanisms of the payment card schemes, including the MasterCard scheme, operate uniformly across the globe.  The coding mechanism is designed with a degree of generality to ensure that it is administratively efficient for merchants and financial institutions, and manageable by MasterCard.  The importance of this generality can be demonstrated by considering   an attempt to incorporate the seemingly simple distinction between gambling and wagering into the coding mechanism.  Consider the example of a cardholder who deposits funds with an IGP, and then engages both gambling and wagering services offered by the IGP.  

The only transaction that is captured by the coding mechanism is the deposit of funds and payment card schemes and financial institutions do not know whether those funds will be used subsequently for gambling or wagering services, or at all.  The gambling/wagering distinction detracts from the effectiveness of the coding mechanism, as the distinction does not align with the payment card transactions.  Further, MasterCard is unable to enforce the coding with respect to, for example, gambling transactions, as it cannot determine how the deposited funds were used.  Moreover, the coding mechanism is designed on a global basis, and the particular definitions of gambling and wagering inherent in the codes may have a legal significance in Australia, but these may not equate with legal definitions used in other jurisdictions.

There are further reasons for payment card schemes to resist a specific approach to the coding mechanism.  These include the enormous task of reconfiguring the coding mechanism on a global basis, and the administrative burden imposed upon merchants to code different transactions separately (to the extent that this is practicable).

We note that it is possible to re-engineer the MasterCard scheme to identify Australian-based IGPs, and if this is potentially beneficial to the approach adopted by the Australian government, MasterCard is prepared to explore ways to achieve this. 

Another limitation on information flows is that , neither MasterCard nor the Card Issuer is able to determine the location of the cardholder at the time of a transaction.  In other words, it is not possible for MasterCard or the Card Issuer to identify in connection with any transaction, including a gambling transaction, whether the cardholder is located within Australia, or in a jurisdiction where Internet gambling is legal.  Card Issuers do, however, have a record of the stated residence of the cardholder, and it may be possible to draw assumptions about the location of the cardholder based on this information.  Notwithstanding this, the cardholder's location cannot be predicted with complete accuracy. 

Finally, there is the possibility that transactions, although coded correctly, may not be properly identified or blocked by a Card Issuer because of technical or operational faults with the software or hardware required for these purposes.

It is important to note, however, that these limitations are raised merely to assist the Department in its consideration of all the issues.  The preceding points do not materially detract from MasterCard's belief that the MasterCard scheme, and particularly the coding mechanism, offers an effective response to the problems posed by Internet gambling, and will continue to do so into the future.

5.5 How Information flows are being circumvented

As discussed above, MasterCard was the first payment scheme to take steps (including changing its rules) to enable Card Issuers to block Internet gambling transactions.

Perhaps in response to this, it is becoming increasingly rare that IGPs promote, or accept, MasterCard as payment for Internet gambling.   Instead, the clear trend is for IGPs to direct their customers to access other payment method providers, who will establish an electronic account for the customers.  Under this approach, the transaction is coded as a "quasi-cash" transaction, and the Card Issuer has no way of determining whether the funds in that account will subsequently be used for illegal Internet gambling, or for other, legitimate, e‑commerce. 

This problem is compounded by the fact that electronic account providers increasingly appear to be located in jurisdictions which permit Internet gambling, and are thus, in practical terms, beyond the reach of Australian law.  These complexities were recognised in a report by the National Office of Information Economy ("NOIE"), which stated the following:

Gambling providers and gamblers could avoid such controls [referring to use of financial transactions for controlling gambling] by operating through intermediaries or by using alternative payment systems.  The Australian Bankers' Association stated that it was aware of recent research showing a number of offshore interactive gambling merchants had already begun to adjust their operations to avoid proposed US regulation of Internet gambling transactions.  These providers are using offshore banks as intermediaries to enable consumers to establish offshore betting accounts.  Such a process effectively takes the transaction between the gambling provider and the gambler outside of one single jurisdiction, making the application of regulations more difficult.

MasterCard has taken steps to prevent its coding mechanism from being deliberately undermined by the use of electronic account providers.  Since 2002, MasterCard has approached electronic account providers and required assurances that either:

(a) monies paid into their electronic accounts from MasterCard cards will not be used for Internet gambling transactions; or

(b) monies paid into their electronic accounts from MasterCard cards which may subsequently be used for Internet gambling purposes will be coded as gambling transactions when seeking authorisation for the purchase of electronic chips.

In some cases, the electronic account providers have provided an assurance that their system is able to segregate funds deposited from a MasterCard card, and prevent those funds from being used for Internet gambling transactions.  In other cases, the electronic account providers have declined to provide an assurance, according to either of the above terms and have thereafter ceased to accept MasterCard cards.

Our actions in approaching electronic account providers in this manner are further evidence of our continuous efforts to ensure that our coding mechanism continues to be an effective tool in the e-commerce world, and operates in a manner that enables Card Issuers to continue to rely on it.

5.6 Cross-Jurisdictional issues

The challenges in addressing the Internet gambling issues are complicated by the fact that a significant proportion of gambling transactions involve parties located in multiple countries.    This raises a number of difficult legal questions which, given the current state of play with respect to laws involving the Internet, remain largely unanswered.  For example, it is unclear which law applies to the most basic element of an Internet gambling transaction – the Gambling Agreement between the player and the IGP.  Similar questions arise with respect to the laws governing the various payment transactions for an Internet gambling transaction.

Option 2 - Require financial institutions to block credit card transactions related to illegal interactive gambling services TC "Option 2 - Require financial institutions to block credit card transactions related to illegal interactive gambling services" \f C \l "1" 
5.7 Introduction

MasterCard believes that the infrastructure of the payment card schemes, and particularly the blocking capability, is the most effective tool that can be employed by financial institutions to confront the problems raised by illegal Internet gambling.  To this extent, MasterCard supports an approach which confers a role on financial institutions to prevent illegal Internet gambling transactions by utilising the blocking capability of payment card schemes.  It should be recognised, however, that such an approach may expose financial institutions to a greater risk of legal action;  accordingly, this approach can only be effective where financial institutions receive the benefit of a safe harbour immunity from legal proceedings where they have undertaken their role in good faith.  Similarly, any regulations must be sufficiently flexible to take into account the existing infrastructure and coding mechanism of the payment card schemes.

5.8 The regulations

MasterCard submits that the regulations should simply impose an obligation upon Card Issuers to implement procedures which are designed to identify and block all Internet gambling transactions.

5.9 Experience in the United States

In New York State, where the Attorney General, Mr Eliot Spitzer, has taken the position that promoting or facilitating unauthorised gambling is illegal, the coding mechanism of payment card schemes, and particularly the blocking mechanism, has been the cornerstone of efforts by Mr Spitzer to counter Internet gambling in that state.  Numerous financial institutions have reached agreement with Mr Spitzer to block cardholders from using their credit cards for transactions identified as Internet gambling.  A press release issued by Mr Spitzer on 11 February 2003 states:

"By blocking certain of these codes, issuing banks can avoid extending credit for much gambling activity that occurs on the Internet."
MasterCard's rules have been very successful in impeding the use of MasterCard cards for Internet gambling transactions in New York and the United States in general.  Even before Mr Spitzer's actions, the following was reported in the New York Times on 15 July 2002:

"…operators of some online casinos operators said that as many as 8 out of 10 transactions were being denied by issuing banks that…already had decided to block wagers.  The result has been that many online casinos have lost business and others have gone out of business as a result, according to industry analysts".
.  More recently, the United States General Accounting Office reported
 that the success of blocking by United States Card Issuers had caused gaming analysts to lower their 2003 revenue projections for the on-line gaming industry.
5.10 Need for a safe harbour immunity

To summarise the major limitations on the information flows in the payment card schemes:

(a) the coding system is unable to distinguish between legal and illegal gambling transactions;

(b) the coding system cannot determine the location of the cardholder;

(c) there is always the possibility of technical flaws affecting the blocking mechanism; and

(d) it is becoming increasingly common for IGPs and other payment service providers to attempt to circumvent the information flows of the payment card schemes.

Because of these limitations, and the jurisdictional issues affecting Internet gambling transactions, financial institutions which are required to block all Internet gambling transactions face a higher risk of legal proceedings being commenced by other parties involved in Internet gambling transactions, including IGPs providing legal gambling services and IGPs located in jurisdictions where Internet gambling is legal.  Financial institutions may also risk contravening the regulations due to technical or operational faults in the equipment used to identify card scheme service codes and block certain transactions.

Accordingly, MasterCard believes that it is imperative that any regulations provide financial institutions with immunity from:

(a)
prosecution under the regulations; and

(b)
legal proceedings generally, to the extent that the proceedings relate to their role in complying with the regulations.

MasterCard recognises that the benefit of immunity should not be granted to a financial institution which fails to establish effective blocking procedures, or fails to rectify continuing technical or operational faults in its software, for example.  In this respect the benefit of immunity should be conditional upon financial institutions undertaking their obligations in good faith.  

The safe harbour approach is consistent with legislation currently before the US Congress.  The Unlawful Internet Gambling Funding Prohibition Act (HR 21) was introduced by Congressman James Leach and others
 into the House of Representatives in the 108th session of the United States' Congress on 7 January 2003 ("Leach Bill"), and its prohibitions are drafted to, among other things, prohibit financial intermediaries from processing 'unlawful Internet gambling transactions'.  The Leach Bill provides immunity for financial institutions and intermediaries from prosecution under its prohibitions if certain steps are taken.

5.11 MasterCard's card scheme service codes

MasterCard's support for measures which seek to utilise card scheme service codes is premised on the basis that the regulations are sufficiently flexible to utilise the existing infrastructure and coding mechanism of the payment card schemes.  
The card scheme service codes operate uniformly in a global economy, and are not exclusive to any one jurisdiction.  As stated above in paragraph 5.4, they are designed with a degree of generality to ensure that they are administratively efficient for merchants and financial institutions, and manageable by MasterCard.  In MasterCard's view, it would be both practically unworkable, and counter-productive to the effectiveness of its rules, if MasterCard were required to modify its codes to accommodate certain types of transactions that governments around the world, individually or collectively, wish to be treated differently.
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5.12 Introduction

It is stated in the Discussion Paper that the first approach to developing regulations under section 69A is to "make regulations under the provisions of section 69A."  The Discussion Paper goes on to state that the purpose of making regulations under Option 1 "would be to render agreements for the provision of illegal interactive gambling services to customers in Australia unenforceable after any debt has been incurred".  In other words, the regulations envisaged would target only the Gambling Agreement between the player and the IGP.  On this basis, even although Option 2 discussed above in section 6 is, in MasterCard's view, a more effective approach, MasterCard supports this approach in principle.

The terms of section 69A do not appear to contemplate this approach, however.  Those regulations target agreements for the payment of money for the supply of illegal interactive gambling service, and may arguably capture agreements unrelated to the Gambling Agreement.  Although MasterCard supports the former approach in principle, we assume for the purpose of this submission that the Department envisages regulations under the latter approach - that is, in accordance with the terms of section 69A.

MasterCard does not support this approach, for the reasons stated in the following paragraphs.

5.13 Practical effect of Option 1

The likely practical effect of Option 1 will be to create a scenario where all Card Issuers will block transactions related to Internet gambling in order to avoid having cardholders incur unrecoverable debts.  If the practical effect of Option 1 will be to block Internet gambling transactions in any event, then, in MasterCard's submission, it is preferable to achieve this result by clear and direct regulations which require Card Issuers to implement blocking mechanisms, rather than through the indirect and imprecise means envisaged by Option 1.

Neither of the options will prevent IGPs from approaching alternate payment systems.  However, Option 1 does not have the flexibility offered by the blocking capability to identify legal IGPs, to the extent that this may be useful to the regime adopted by the Australian government.

In targeting numerous contracts which are unrelated to the Gambling Agreement prohibited by the Act, the regulations envisaged by section 69A impose an unworkable obligation on Card Issuers to determine which transactions fall within their scope.  As stated above, Card Issuers will likely react by blocking all Internet gambling related transactions.  However it is possible that some Card Issuers may take the view that particular transactions are not caught by the terms of section 69A, and allow them.  The extent to which gambling related transactions will be blocked, and therefore the efficiency of the regulations, is uncertain.

5.14 Certainty in the law

MasterCard does not believe that the proposed regulations under Option 1 bring a greater degree of certainty to the current state of the law.  The current body of law governing Internet gambling contracts is coherent and effectively achieves what is sought to be achieved by Option 1.

All States and Territories have enacted laws which, in essence, provide that gaming and wagering contracts are void and unenforceable.  Even in the absence of state or territory law, there is a strong argument that these gambling contracts are illegal under the Australian common law
.

The terms of section 69A (and, we assume, the proposed terms of regulations under Option 1) vary from relevant provisions in the gaming laws of the States and Territories, as the terms of section 69A capture agreements for "the payment of money" for the supply of illegal interactive gambling services.  This gives rise to two concerns.

(a) Ambit of the proposed regulations

The first concern is that Option 1 arguably targets agreements unrelated to the Gambling Agreement.  Considering the many different combinations and permutations of payment transactions which may underlie the primary Internet gambling transaction, MasterCard is concerned that the regulations would impose an imprecise test for determining which contracts or agreements will fall within their scope.  MasterCard believes that the issue of the extent to which unrelated contracts should themselves be unenforceable is one dealt with best by the Courts on a case by case basis.  In considering the effects of an illegal contract on a collateral or unrelated contract, the Courts have a discretion to rule on the merits of each case, taking into account factors such as the intention and knowledge of the parties to the contract, and its nexus with the illegality.

(b) Constitutional law issues

The second concern is that regulations in terms proposed by Option 1 will add an additional layer of complexity to this area of the law, and may give rise to difficult questions of constitutional law regarding the prevalence of federal regulations over state law.

MasterCard is concerned that the proposed regulations would result in significant uncertainty in deciphering the legislative regimes in force in each State and Territory.  For example, a financial institution in a particular State or Territory would face difficulties in determining which provisions of that State or Territory law would be inconsistent with the proposed regulations, and which would continue in force.

MasterCard submits that the current laws of the States and Territories governing gambling contracts, together with the underlying common law doctrines governing illegal contracts, combine to satisfy the objectives sought to be achieved by Option 1. 

5.15 Difficulty in satisfying the elements of the proposed regulations
For a Court to find that an agreement has no effect under the proposed regulations, the Court must satisfy itself that what was supplied was an illegal gambling service.  Section 69A(3) of the Act provides that a service is an illegal gambling service if its provision is an offence under the Act.  The Court must then enquire into whether an offence has, hypothetically, been committed.  The difficulty with this approach is that an offence can only be proven if the defences do not apply, and the elements of a defence are within the knowledge of the (hypothetical) defendant.  If the Internet gambling service provider is not a party to the proceedings, the Court is required to speculate as to whether the Internet gambling service provider did not know, and could not with reasonable diligence have ascertained, that the Internet gambling service was provided to customers in Australia (or a designated country and did not fall within the relevant exceptions).

Further, any regulations in terms proposed by Option 1 appear, in essence, to produce a strict liability offence.  No regard is had to the intention, knowledge or behaviour of the parties in determining whether the disputed contract has a sufficient nexus to the supply of an illegal Internet gambling service.  
5.16 Nature of Internet gambling transactions
In its Discussion Paper, the Department recognises, rightly, in MasterCard's view, that under Option 1, liability for Internet gambling debt may be borne by Australian financial institutions, and not by the parties that are the only participants in the actual illegal Internet gambling transactions:  the IGPs and individual players.

The corollary is that regulations of the type proposed under Option 1 will be contrary to the objective of the Act of discouraging persons in Australia and designated countries from consuming illegal Internet gambling services.  It is difficult to understand how Australian customers, armed with the knowledge that financial institutions will be prevented from recovering debts run up through illegal Internet gambling services, will be discouraged from engaging in such services.  In fact, they will be encouraged to gamble more because they cannot be held accountable.  This scenario begs the question: is it really even gambling if you cannot lose?

Finally, a cardholder may, during a billing period of one month for example, use a payment card to consume numerous goods or services, only one of which is an Internet gambling service.  Each transaction is a debt owing by the cardholder to the Card Issuer.  If the cardholder repays less than the full amount of the funds drawn during the billing period, it is difficult to determine how the repayment should be applied against each outstanding debt.

5.17 Jurisdictional aspect of Internet transactions

The legal issues of an Internet gambling transaction are complicated greatly by the jurisdictional element.  If a Card Issuer were to take the view that it should not honour Internet gambling transactions because of the risk of contravening the proposed regulations, Option 1 may expose the Card Issuer to a real risk of legal proceedings by parties located in jurisdictions in which those transactions are legal.  This issue would be addressed if a safe harbour immunity were introduced.
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In MasterCard's experience, the blocking capability inherent in the payment card schemes is the most effective tool that can be employed by financial institutions to confront the problems raised by illegal Internet gambling.  To the extent any regulations made under section 69A of the Act target financial institutions, MasterCard supports an approach which confers a role upon financial institutions to prevent illegal Internet gambling transactions by utilising the blocking capability.

Any regulations which follow this approach must be sufficiently flexible to utilise the existing infrastructure and the coding mechanism of the payment card schemes, which operate uniformly across the globe.

Similarly, MasterCard believes that this approach can only be successful if financial institutions receive the benefit of a "safe harbour" immunity from legal proceedings, provided they have undertaken their role in good faith.

MasterCard does not support the enactment of regulations in line with the terms of section 69A of the Act, as envisaged by Option 1.  Under this approach, it is likely that Card Issuers will simply elect to block transactions which relate to Internet gambling.  If this is the practical effect of Option 1, then, in MasterCard's submission, it is preferable to achieve this result by clear and direct regulations requiring Card Issuers to implement blocking mechanisms, rather than through the indirect and imprecise means envisaged by Option 1.







� 	Some members only issue cards and some only contract with merchants.  Many members perform both functions.


� The argument is thus: the Act prohibits the supply of an interactive gambling service to Australians and persons in designated countries.  Consequently, agreements either made with the object of committing an offence under the Act, or entered into where entry constitutes an offence under the Act, will be illegal, either as being expressly or impliedly prohibited by the Act, or as a matter of public policy.


� A gambling transaction is defined in MasterCard's rules as “Any transaction, other than an ATM transaction, involving the placing of a wager, the purchase of a lottery ticket, in-flight commerce gaming, or the purchase of chips or other value usable for gambling in conjunction with gambling activities provided by wagering or betting establishments such as casinos, race tracks, jai alai frontons, card parlors, airlines, and the like.”


� We refer here to refunds requested by a player wishing to withdraw funds from the IGPs account or the account of an intermediary, rather than refunds triggered by the non-provision of an Internet gambling service.


� 	NOIE Report of the investigation into the feasibility and consequences of banning interactive gambling, 27 March 2001, p 35.


� United States General Accounting Office Report to Congressional Requesters "Internet Gambling - An Overview of the Issues" December 2002


� 	Co-sponsors of the Leach Bill are Mr Oxley, Mr Rogers of Michigan, Mr Pickering, Mr Norwood, Mr Goodlatte, Mr Bachus, Mrs Kelly, Mr Wolf, Mr Spratt, Mr Osborne, Mr Pitts, Mr Berry and Mr Gillmor.
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