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The Internet Content Rating Assocation (ICRA) is pleased to submit the following comments on the matters raised by the Department of Communications, Information Technology and the Arts of Australia with respect to issues relating to Internet content filtering technologies and content regulation, as detailed in its September 2002 paper (the paper) on the operation of Schedule 5 to the Broadcasting Services Act 1992 (the Act), which establishes the Online Content Co-Regulatory Scheme.

Background:

The Internet Content Rating Association is an independent, international non-profit organization whose mission is to enable parents to protect their children from potentially harmful material while protecting the free speech rights of online content providers.  We do this by providing an objective, content self-labelling system for content providers and through a free filtering device which reads the ICRA labels and allows or disallows sites based on parents’ preferences.  We also promote the system to the internet industry and are active in a number of public education campaigns to raise parental awareness of the ICRA system in particular, and online safety issues in general.

Comments:

As noted above, ICRA’s mission is consistent with one of the main objects of the Act detailed in section 2.1 of the paper, namely, to “protect children from exposure to Internet content that is unsuitable for children”.

Indeed, the ICRA labelling and filtering system offers a vehicle that is entirely consistent with the regulatory policies highlighted in section 2.2 of the paper as it:

· “does not impose unnecessary financial and admistrative burdens on Internet content host (ICHs) and Internet service providers (ISPs);

· readily accomodates technological change;

· encourages the development, application and provision of new Internet technologies to the user community; and

· balances social, industrial and commercial needs”.

To illustrate this, it is important to note that both our labelling system and our filtering device are free of charge to both content providers to label and free to parents to filter.  Our funding comes from corporate sponsorship, grants from Trusts and Foundations and support from governments – the most recent a two-year grant from the European Commission.  

Our system is under continuous review. Our international Advisory Council provides expert advice and proposals for change of our labelling methodology.  The ICRA Board of Directors is made up of senior executives from some of the leading IT and telecommunications companies in the world including AOL, BT, Cable & Wireless, Microsoft and Yahoo.  The Board and the Council together spearhead yearly reviews of our mode of operations and have been intrumental in the continous improvements and extensions of the system.  For instance, we have developed a means to not only provide labels in the HTML header of a home page, but now can also provide these in the HTTP header – allowing for much greater ease of use by large content providers.  We are currently engaged in a comprehensive review and strategic planning exercise which will, amongst other things, address the issue of labeling and filtering on the “mobile Internet” – providing a means to protect children from potentially harmful material on the next generation of internet-accessible mobile phones.  We have regular discussions with those involved in digital television as well as the motion picture industry to look at ways in which labels could be attached to any form of digital content.

In particular, ICRA agrees that ISPs and ICHs should not be held liable for content of which they are not aware.  For this reason, the ICRA system places the onus on content providers to describe, without any third party judgement or “rating” being imposed, the type of content that a visitor can expect to view on their website.  At the user end, the ICRA system enables parents/guardians to restrict access by their children to websites that contain content that they judge to be unsuitable, again without any third party judgement or “rating” being imposed.  

While ICRA fully supports the voluntary adoption of industry codes of practice and would never condone the use of the Internet to menace or harrass another person, ICRA promotes “choice not censorship” and seeks to place the control in the hands of content providers and users versus the “industry” or the government.  Towards this goal, as outlined in section 2.3.3 of the paper, ICRA agrees that community education is imperative.  As a result, ICRA is involved in various initiatives in this regard.  Under the recently-funded ICRAsafe project, funded by the European Commission, ICRA conducted a series of PR and marketing initiatives to promote the ICRA system to both content providers and to parents.  A large-scale Public Education Campaign is in the final stages of planning for a roll-out across the United States involving partners such as the Urban League, the Girl Scouts of America and Tech Corps.  We are seeking a grant worther $2.7M from the US Department of Justice to conduct national, regional and local training events to bring home the message of safety online and to provide parents the tools with which to protect their children.  
ICRA does not proport to offer a means for dealing with the issue of potentially illegal content being distributed via the Internet.  ICRA believes that the issue of illegal content on the Internet is one that must be dealt with by law enforcement agencies with the assistance of government/Industry supported Hotlines.  However, ICRA is supportive of such efforts such as the ABA hotline.  Indeed, the Internet Watch Foundation is one of ICRA’s founding members and another founding member, Bell Canada, is a sponsor of the Cybertip! Line recently launched in Canada.   

ICRA is also working with the ABA to develop a template that would enable parents to select a pre-defined level of content, consistent with the ABA classification scheme, that they would feel comfortable with for their children to access via the Internet.  This is following the work we have done with a number of German associations to help them to create filtering templates that would localize the subjective decisions of a culture or nation based on our intenationally acceptable labelling system.

Conclusion:

ICRA acknowledges the work of the Australian Co-Regulatory system and we congratulate the work you have done to provide children with a positive internet experience.  We believe that fear is the greatest inhibitor to the growth of the Internet and by creating this scheme, the ABA has gone some way to reduce that fear by providing practical means to report and to help filter out illegal material.  The ABA’s role in community education is also to be applauded as we see this as vital in the national and international efforts to raise awareness of these issues and to provide parents with practical guidance and tools to protect their children.

The ABA has had a very lengthy and supportive role in the emergence of ICRA both as a system and as an organization.  We have enjoyed good working relationships with a number of senior officials of the ABA since 1996 and the ABA’s input has been critical in establishing ICRA as a credible and effective labelling scheme.

What we would like to propose is that we build on these informal relationships to create a more formalized co-operation so as to assist the ABA in developing your scheme beyond what it currently has to offer.  While parents rightly are concerned about the content covered by the ABA scheme, there is a much wider body of material that also concerns them which is currently not covered by the Co-Regulatory regime.  This includes legal material, but which is potentially harmful, particularly to young children.  Examples of this include “soft” porn, violent sites (such as online computer games), sites promoting alcohol, tobacco, guns and gambling.  In addition, chat sites, which are perfectly legal, however contain potential dangers for children.  All of this legal material can also be seen as harmful by parents.  The ICRA system includes all and more of these in its labelling vocabulary.  And the ICRAfilter provides a means to filter out any or all of these categories of content.  We feel that the ICRA system could be of enormous benefit to the current ABA scheme, complimenting it in the areas that the scheme does not currently cover.

We would also like to suggest that the advent of third generation mobile phones with full internet access will pose considerable challenges to parents in protecting their children’s online experience.  We have already begun a dialogue with the UK mobile industry to meet this challenge and, we believe, our experience and technological advances could be of great interest to the ABA.  

ICRA is excited about the vast possibilities that Internet technology presents to the world and yet shares the concerns that parents around the world have expressed about issues of safety.  ICRA believes that it has already made some significant steps towards developing effective tools that will help parents and governments alike feel more assured that they can make childrens’ experiences on the Internet safe ones without restricting the legitimate commercial expansion of this medium.  But, as noted in sections 2.3.4 and 2.3.5 of the paper, more work is needed and international cooperation is essential to these efforts.  ICRA, as an established international, non-profit organization, is uniquely positioned to facilitate and lead such initiatives and is seeking funding and cooperation from all concerned groups.

More specifically, we would welcome a much greater involvement by the ABA in the future direction of the ICRA system.  Likewise, we would like to see the ABA scheme further enhanced through the promotion of the ICRA labelling system to all content providers in Australia, the creation of Australian-specific filtering templates and the promotion of the ICRAfilter to parents, teachers and librarians within Australia.  With these measures in place, we believe Australian parents will have a comprehensive range of tools to ensure their children enjoy a safe, educational and entertaining experience online, whether at home, at school or out and about.
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