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1. EXECUTIVE SUMMARY

1.1 The Australian regulatory regime for Internet Content in Australia provides for a co–regulatory framework which is unique in the world.  Under the regime the three pillars of government, industry and the community each have an important role to play to ensure that the regime meets its objectives. The ABA, the IIA and the independent Government funded advisory body NetAlert are the organisations which are principally charged with representing the government, industry and community sectors under the regime. 

1.2 This review has provided a timely opportunity to review the operation of the Australian Internet Content regime. As both an ICH and an ISP, Optus has experienced the operation of the regime first hand and believes that the current regulatory regime for Internet Content works extremely well. 

1.3 In the three years since the introduction of the regime the ABA, IIA and NetAlert have worked closely together to develop a clear set of procedures to deal with Internet Content. These include establishing the ABA’s Online complaints and take down process, the development and registration of the IIA codes of practice, the implementation of compliance programs by Optus and other industry players, the commencement of NetAlert’s community education program and the introduction of the IIA’s Family Friendly ISP Program. 

1.4 Unlike the experience in other jurisdictions, the period since the commencement of the Australian regime for Internet content has been characterised by a strong sense of co-operation from all key players. In particular, the ABA, IIA and NetAlert have established an effective and timely means of communication and dialogue on key regulatory issues, and a process for the exchange of information and up to date research on relevant issues. Optus believes that these arrangements have been a key factor in the success of the regime. 

1.5 The Optus Internet Content Compliance Program has been developed to ensure that Optus meets its obligations as an ICH and an ISP under the regulatory regime. The Program comprises an Internet Content Regulation Manual, Staff Training, Code Checklists as well as regular reviews to ensure that the significant ‘informational requirements’ which must be included on the ISP and ICH web sites, with links from their Home Pages, are met. 

1.6 Whilst Optus can accept the current level of cost involved in maintaining the existing co-regulatory regime, it would be concerned if more onerous obligations were to be imposed. Moreover, Optus believes that any increase in the obligations on industry are unnecessary to address the objectives and regulatory policy underpinning the regime as outlined in Sections 3 and 4 of the Act.

1.7 In regard to R- Rated Content, Optus does not believe that there is any reason to add R-Rated material to the current procedures dealing with overseas hosted content. Virtually all filters that use a ‘black list’ or ‘white list’ approach to filtering already aim to block access to material that is or would be likely to be rated R, including material of a sexual or violent nature. Further, since the commencement of the ABA's Complaints Hotline, it has become apparent that the level of concern from the community is directed at the RC and X level, with the area of most concern being child pornography. This material is already addressed within the current arrangements, which include referrals to relevant police and international hotline services. 

1.8 The IIA’s Family Friendly ISP Program is an important initiative that aims to help the Australian public to easily identify code-compliant ISPs when choosing an ISP service and increase the visibility and appeal of ISPs who do comply with the codes. This in turn is intended to encourage ISPs to participate in the Program, and thereby raise awareness and code compliance. 

1.9 Whilst Optus fully supports the Family Friendly ISP Program, it believes that this opportunity has not yet been exploited to its full potential and has identified ways in which its profile might be lifted. These include Government bodies referring to the Family Friendly ISP Program at media and industry events, as well as providing information about the scheme on all government department and agency web sites that deal with the issue of choosing an ISP. These include the ABA, ACA, DCITA, NOIE, Department of Youth and Community Affairs, to name a few. 

1.10 Given the staffing limitations of the IIA, other support, including the provision of an industry liaison officer within DCITA who might assist in encouraging ISPs to join the Program, would also be of enormous value to obtaining quick and effective uptake of the scheme. 

1.11 For the reasons outlined in our submission, Optus strongly supports the current regime and would be opposed to any substantive changes. The regime provides an effective and efficient structure to balance the needs of the Australian community and in particular families, with the need not to impose unnecessary financial and administrative burdens on Internet Content Hosts and Internet Service Providers. 

1.12 Optus urges the Government to maintain the current regime as it provides a sensible and practical approach to Internet issues and provides a sound basis for Australia to develop its information economy as we move into the twenty-first century. 

2. INTRODUCTION

2.1 The Australian regulatory regime for Internet Content was developed following an extensive consultation process with the Internet industry, content providers, content hosts, educators, parents and community groups. 

2.2 The objectives of the Broadcasting Services Act 1992, (the Act), as outlined in Section 3 include;

a) to provide a means for addressing complaints about certain Internet Content;

b) to restrict access to certain Internet content that is likely to cause offence to a

reasonable adult; and 

c) to protect children from exposure to Internet content that is unsuitable for children.

2.3 The regulatory policy underpinning the regime, as outlined in the Section 4 of the Act, include the regulation of Internet Carriage Services in a manner that;

(a)
enables public interest considerations to be addressed in a way that does not impose unnecessary financial and administrative burdens on Internet content hosts and Internet Service providers; and

(b) will readily accommodate technological change; and 

(c) encourages:

(i) the development of Internet technologies and their application; and

(ii) the provision of services made practicable by those technologies to the Australian community; and

(iii) the supply of Internet carriage services at performance standards that reasonably meet the social, industrial and commercial needs of the Australian community. 

2.4 The Australian regulatory regime for Internet Content in Australia provides for a unique co–regulatory framework.  Under the regime the three pillars of government, industry and the community, each have an important role to play to ensure that the regime meets its objectives. The Australian Broadcasting Authority (ABA), the Internet Industry Association (IIA) and the independent Government funded advisory body NetAlert are the organisations which are principally charged with representing the government, industry and community sectors under the regime. 

2.5 The regime commenced on 1 January 2000. Optus believes that the regime has been extremely successful in meeting its objectives. Outlined below is a discussion of the general operation and key features of the regime, the experience of Optus as an ISP and ICH, along with some comments on the role of NetAlert, the ABA and other issues raised in the Department of Communications, Information Technology and the Arts Issues Paper (Issues Paper). 

GENERAL OPERATION OF THE REGIME 
2.6 The commencement of the Australian regulatory regime for Internet content was preceded by a period of detailed consultations between the government and key stakeholders, commencing with the ABA’s Online Services Investigation completed in 1996 and culminating with the passage of the Broadcasting Services Amendment (Online Services) Act in 1999. 

2.7 An important aspect of the regime is that it draws clear distinctions between 
a) 
Internet content hosted by Internet Content Hosts within Australia, and Internet content sourced from outside of Australia;
b) The role of Internet Content Hosts (ICHs) and Internet Service Providers (ISPs); and

c) Illegal or prohibited content, and content that may be harmful or unsuitable for children.
2.8 Having recognised these distinctions, the regime, via legislation and codes, provides practical and workable steps to deal with the each of these issues. For example, the regime provides for the ABA to issue Take Down Notices to an ICH who is hosting prohibited and potentially prohibited Internet content within Australia; it utilises relationships with international police and other agencies, as well as the providers of certain filter products in relation to prohibited and potentially prohibited content located outside of Australia, and it recognises that, in regard to content that may be harmful or unsuitable for children, the most effective means of protecting children is by providing end users with the knowledge and tools to effectively manage Internet content within their homes. 

2.9 In the three years since the introduction of the regime the ABA, IIA and NetAlert have worked closely together to develop a clear set of procedures to deal with Internet Content. These include establishing the ABA’s Online complaints and take down process, the development and registration of the IIA codes of practice, the implementation of compliance programs by Optus and other industry players, the commencement of NetAlert’s community education program, the introduction of the IIA’s Family Friendly ISP Program, to name a few. 

2.10 Unlike the experience in other jurisdictions, the period since the commencement of the Australian regime for Internet content has been characterised by a strong sense of co-operation from all key players. In particular, the ABA, IIA and NetAlert have established an effective and timely means of communication and dialogue on key regulatory issues, and a process for the exchange of information and up to date research on relevant issues. Optus believes that these arrangements have been a key factor in the success of the regime. 

2.11 Role of Industry

2.12 It is widely recognised that a key factor in the success of any regulatory regime involving the Internet is the support of industry. Under the Australian regime, the Internet industry plays an important role as one of the three pillars of the co-regulatory framework and in principally represented by the IIA. 

2.13 The IIA is committed to supporting a workable and practicable regulatory regime to deal with Internet Content and has established an Internet Content Task Force to deal specifically with Internet Content issues. 

2.14 Optus is a member of the IIA, and an Optus representative is on the IIA board and chairs the IIA’s Content Code Task Force. Optus strongly supports the co-regulatory approach to the regulation of Internet content, and believes that shared responsibility between Government, Industry and the community is the key to the success of appropriate and effective content management. 

2.15 Code Development and Industry Support

2.16 The Act provides for the development and implementation of industry codes of practice that are registered with the ABA. The codes must include provisions that ensure that ISPs take appropriate steps to protect the public from ‘prohibited and potentially prohibited’ Internet content. 

2.17 The Internet Industry Association (IIA) developed three industry codes following extensive negotiations and consultations within the industry in 1999. These codes were registered by the ABA in December 1999 and took effect from 1 January 2000. IIA Codes 1 and 2 cover the activities of all Internet Service Providers, while Code 3 deals with all Internet Content Hosts. 

2.18 In addition to developing the codes, the IIA has provided extensive practical information to the public and the Internet industry on its web site, including a Guide for Users, a Guide for ISPs and Information about the IIA’s Family Friendly ISP Program (discussed in more detail below). 

2.19 The IIA also regularly provides advice to its members about the operation of the Internet Content Regime and practical information to industry participants about obligations and compliance issues. The IIA Executive Director also regularly speaks at industry and community seminars and forums to increase awareness of the regime and how it works.  

2.20 In early 2002 the IIA Content Task Force conducted a full review of the codes. Optus is both an ICH and an ISP, and accordingly both codes apply to Optus’ operations. 

2.21 Optus participated in the code review process. which included a public consultation process, and submitted revised codes to the ABA in April 2002. The revised codes were registered by the ABA on 10 May 2002. 

3. Optus’ Experience as an Internet content Host.

3.1 Optus is Australia’s second largest telecommunications provider. It is also a leading provider of Internet services, connecting over 430,000 customers with dial-up Internet services and 75,000 customers with Optus cable Internet services. Recent surveys by ACNeilson Consult have found that Optus continues have the highest level of customer satisfaction and the lowest levels of churn compared to other top national ISPs 
. 

3.2 Whilst a large proportion of the Optus subscriber base is retail, it also has a large number of commercial subscribers, such as businesses, government departments, banks, virtual ISPs and educational institutions.  

3.3 Hosted Content

3.4 Optus is a large organisation that utilises a number of servers in locations around Australia on which the content of retail and commercial customers is located, or ‘hosted’. 

3.5 Most Optus Internet Customers are allocated a minimum of 5 Megabytes of space to use for business and recreational purposes. Whilst Optus does not have any editorial control over these sites, it ‘hosts’ the content posted on these web sites for the purposes of the Act. Accordingly, Optus must remove access to content when it receives a take down notice from the ABA advising that it believes that Optus is hosting Prohibited or Potentially Prohibited Content. 

3.6 In order for Optus to comply with the Take Down Notice within the prescribed time frames, Optus developed a comprehensive Internet Content Regime Compliance Program, discussed below. The Program includes detailed internal procedures for removing content from a large number of servers that are in several locations around Australia.

4.
Optus Internet Content Compliance Program

4.1 The Optus Internet Content Compliance Program has been developed to ensure that Optus meets its obligations as an ICH and an ISP under the regulatory regime. The Program comprises an Internet Content Regulation Manual, Staff Training, Code Checklists and regular reviews. 

4.2 Optus Manual 

4.3 Under the Program Optus developed an Internal Compliance Manual which sets down the procedures that must be followed within Optus to ensure that any ABA Take Down Notices are complied with within the tight time frames imposed by the legislation. Two copies of the Singtel Optus Pty Limited Internet Content Regulation Manual (Version 5), dated July 2002, are enclosed for your reference.

4.4 In order to deal with its obligations, six divisions of Optus have clear responsibilities as set down in the Manual. These divisions are the Company Secretary, the Optus Contact Point, Server Administrators in the OptusNet Cable and Dial-Up, Server Administrators within Network Operations, Legal and Regulatory. 

4.5 Within each division, there is a Primary, Secondary and in some cases Tertiary Contact who have been trained to respond to the Take Down Notices. This is required because there are times when the Primary person with responsibilities may be absent, ill or away from their desk for more than two hours and which would otherwise cause unnecessary delays.

4.6 The Manual includes an overview of the regime, standard forms for sending the Take Down Notice to the various Optus Divisions as well as corresponding with the ABA. It also provides standard letters for sending to customer whose site is the subject of the Notice, notices for Customer Facing Staff and standard form emails, letters and scripts to respond to users who express a concern about Internet content, including concerns about spam.

4.7 Staff Training 

4.8 In order to ensure that staff with responsibilities under the Take Down process understand their obligations and the time frames in which they must operate, Optus has developed a comprehensive training program. During the first year of operation 4 training programs were conducted. Since that time a series of training workshops are conducted for each category of staff every 6 months. A register of these training programs and workshops is maintained in the Multimedia Regulatory Section of Optus.

4.9 The code also requires Customer Facing Representatives to provide information to subscribers who may have a complaint about Internet Content, including spamming of adult content. The Manual provides a script response for telephone inquiries and a standard email response for online inquiries.  Customers Facing Representatives are provided with a reminder every 4 months of their obligations in this regard. 

4.10 Code Checklist and Reviews

4.11 The Manual includes a checklist of all of Optus’ obligations as an ICH (and an ISP) that must be complied with in regard to the code and the Act. These are subject to regular reviews to ensure that changes to the Optus web sites and layout do not affect Optus’ code obligations, including the obligations to provide certain information to subscribers, as well as appropriate links to the ABA, IIA and NetAlert web sites.

4.12 Since 2000, there have been five major reviews of the Manual to take account of changes to the Optus network and internal structures, along with some 15 minor amendments to fine tune the process. 

4.13 Optus Compliance to Date

4.14 In general, Optus believes that the regime developed for dealing with Prohibited and Potentially Prohibited Internet Content works extremely well. Optus has received ten (10) Interim, Special and Final Take Down notices since the commencement of the Act, concerning 7 items of content. 

4.15 Optus takes its obligations as an ICH very seriously and has on receipt of each Take Down Notice fully complied with its responsibilities. Prohibited Content has been removed promptly and within the prescribed time frames, and as a result has provided immediate community safeguards in regard to this material. 

4.16 Optus also meets all of its other obligations as an ICH as required under the code, including all of its informational obligations.

4.17 Minor Comments regarding ICH

4.18 As stated above, the overall the regime works well and is supported by Optus. In passing we note two minor matters which might benefit from clarification in due course. These concern ‘telehoused content’ and the operation of clause 60 (1) (m) of the Act, and incorporated in the relevant IIA codes of practice. 

4.19 It should be noted that Optus proposes to raise these issues during the course of the next IIA code review process. 

4.20 Telehoused Content

4.21 Optus offers a wide range of online products and services to its customers.  In relation to some corporate customers Optus provides ‘telehoused’ or ‘co-located’ services. These are services whereby Optus provides the customer with one or more ports and maintains the physical environment in which a server operates (e.g. provides the racks, lighting and air-conditioning) but Optus has no authority or ability to control or manage the content on the customer’s server. In these cases the content on the server is under the absolute control of the customer. 

4.22 For example, Optus may provide a series of servers for the sole use by X Bank Limited. Under the telehousing arrangements Optus provides the ports, Internet connections, and an air-conditioned location for the servers, but X Bank Limited retains absolute control over the content. Whilst in one sense Optus is the ‘host’ of the server, it cannot remove specific content from the server if it receives a notice from the ABA. 

4.23 Under the current regime, ‘Internet Content Host’ is defined as ‘a person who hosts Internet Content in Australia, or who proposes to host Internet Content in Australia. Whilst it is arguable that clause 60 (1) (m), discussed in more detail below and incorporated into the IIA codes, is intended to provide for the situation arising from telehoused services, the situation remains somewhat unclear.

4.24 If Optus were to receive a Take Down Notice in regard to telehoused content, and such a notice were to be enforced against it, the only steps that it could take to comply with the notice would be to pull out the ports and Internet connections, and switch off the electricity, thus bringing down the entire services and all sites of X Bank Limited and causing substantial losses for the Bank and its customers. 

4.25 Optus has not received a Take Down Notice concerning telehoused content. However, Optus has raised this issue with the ABA and the Optus Internet Content Regulation Manual now provides that if Optus receives a notice in respect of telehoused content then it will immediately advise the ABA of the ‘true’ content host and also advise its customer.  This may well deal with the practicalities of telehoused content.   

4.26 However, in due course Optus suggests that the definition of Internet Content Host should be clarified to deal with telehoused content and the concept of ‘control’ and/ or ‘ability to exercise control’ over content. . 

4.27 Clause 60 (1) (m)

4.28 Clause 60 of the Act provides a list of matters that must be dealt with by industry codes of practice and industry standards.  The IIA code of practice was registered in December 1999 and a revised code was registered with the ABA in March 2002. The code deals with all of the issues outlined in clause 60, including clause 60(1)(m).

4.29 Clause 60(1) (m) provides that the code should include “procedures directed towards the achievement of the objective of ensuring that, in the event that a participant in the relevant section of the Internet industry becomes aware that an Internet content host is hosting prohibited content in Australia, the [other] host is told about the prohibited content.”

4.30 Optus is not aware of any case in which this provision has been utilised. The Optus Internet Content Compliance Manual provides that where Optus becomes aware that a customer is hosting content under telehousing arrangements, or where a another third party, including an ISP is hosting prohibited content, it will advise both the ABA and the customer third party. 

4.31 Optus suggests that in due course this clause might be clarified in the IIA code so that the obligation on the Industry participant is to advise the ABA of the other Internet Content Host, rather than contact the other ICH directly. This is because the first ICH may not contact the appropriate person within the second ICH, and as a result the message may be lost or at least delayed unnecessarily. 

4.32 If, as Optus suggests, the ISP advises the ABA of the other ICH, the ABA could investigate content pursuant to its normal procedures, and if it finds the content to be prohibited, it can issue a Take Down Notice to the relevant Internet Content Host. Importantly, in such cases the Take Down Notice issued to the first ICH should be revoked. 

4.33 As with telehoused content, these are issues that might more efficiently and effectively be dealt with by amendments to the industry codes of practice, and Optus proposes to do so during the next review.
5. EXPERIENCE AS AN ISP

5.1 In addition to its responsibilities as an ICH, Optus also has responsibilities as an ISP. These responsibilities include obligations in relation to the opening of accounts, informational obligations, and a requirement to ‘provide for use’ to each subscriber, a filter that has been scheduled by the IIA. 

5.2 Optus is committed to complying with its obligations under the IIA codes of practice.  The Optus Internet Regulation Manual, referred to above, includes a checklist of an ISP’s code obligations. Optus also conducts regular reviews to ensure that changes to the Optus web sites and layout have not affected Optus’ ISP code obligations, including the obligations to provide certain information to subscribers, as well as appropriate links to the ABA, IIA and NetAlert web sites.

5.3 Key information about important online safety issues, and practical tips for managing Internet use particularly for families, has also been complied by Optus for its subscribers. This information is provided on the Optus broadband and narrowband web sites, with clear links from the relevant Optus home page.  

5.4 For example, the Online Safety Tab on Optus’ Narrowband and Broadband portals, includes detailed information on the following issues:

· Family Friendly ISP Program

· Internet Content Issues (including the Regulatory Regime, What Content is Illegal and How to Manage Junk Email (Spam))

· ABA Complaint Procedures

· Filtering Software, including links to effect download

· Firewall and Viruses

· Internet Security 

· Tips for Parents (including filter links and suggestions for establishing ‘House Rules’)

· Kids on the Net (including safe surfing tips for the world wide web, chat rooms, newsgroups and email)

· Customer Terms and AUP

· Spam and tips to minimise it 

There are several cross links between these web pages for ease of reference for Optus users. 

5.5 The Optus Online Safety sites also provide links to the ABA and NetAlert web sites, as well as links to national and international web sites that provide useful information on how to best manage children’s use of the Internet, filters and other online safety matters. 

5.6 In providing this information, filters for use and strongly encouraging parents to adopt sensible ‘House Rules’ to minimise any potential risks online, Optus actively supports and assists parents and carers in managing children’s use of the Internet. Optus also enables families to chose those tools that best meets their needs, which in turn depends on such factors as the age of their children, along with their own social, religious and political values. 

5.7 Optus believes that these measures provide extremely practical and effective community safeguards in relation to Internet content. 

5.8 Filters and the Effectiveness of the Regime in dealing with Overseas Hosted Material

5.9 A key obligation on ISPs is the requirement that it provide for use an IIA Scheduled Filter. Even prior to the commencement of the regulatory regime Optus has provided the Scheduled filter Netnanny at no charge to its dial up customers. 

5.10 Recently, Optus entered into an arrangement to offer a new and sophisticated filter product called Symantec’ Norton Internet Security 2002 to Optus broadband subscribers. Symantec is an award winning product that has four key but integrated components, namely Parental Content controls, Privacy Control, Anti-virus and a personal firewall.  It is a scheduled filter under the IIA code of practice. 

5.11 Under the arrangement, Optus offers its customers a free 30 day trial of the Symantec filter product, with the option of purchasing the product online when that period expires. Optus believes that this offers our customers an excellent packaged solution to issues of key concern, including illegal and adult content, virus, hacking and security. Direct links are provided from our site to encourage uptake. 

5.12 In addition, Optus continues to offer the scheduled IIA Filter Netnanny to its narrowband subscribers. Optus has recently replacing Netnanny version 3.1 with the new product, Netnanny version 4.1. This is a much improved edition of the software, which also has a privacy component. Optus continues to provide this product at no charge to Optus customers.   

5.13 In May 2002, the IIA conducted a full review of its codes of practice. In the course of this review, the issue of whether it was feasible and reasonable for ISPs to offer filters at no charge to their subscribers was raised. Optus participated in this review and supported an amendment to the code pursuant to which ISPs must offer a Scheduled filter at ‘no more than cost’ to its subscribers. 

5.14 Optus believes that this is a reasonable and balanced outcome to this issue as it ensures that filter products are offered to subscribers on either a ‘no cost’ or ‘at cost’ basis, whilst at the same time does not impose an unreasonable obligation on all ISPs to subsidise subscribers use of a third party product.  

5.15 Importantly, the amended cost provision also encourages ISPs to offer their users the most technologically advanced filter products which work best with their networks, rather than the cheapest filter on the market. 

5.16 Inclusion of R – Rated material in regime

5.17 The Issues Paper has sought comment on the feasibility of adding R-rated material hosted overseas to the current scheme. In regard to this issue, Optus notes that virtually all filters that use a ‘black list’ approach to filtering aim to block access to material that is or would be likely to be rated R, including material of a sexual or violent nature. Filters that operate on a ‘white list basis’ only include material that has been selected because of its particular appeal and suitability for young people, and therefore by their very nature would not include R-rated material. 

5.18 Under the current regulatory regime, filters that meet specified criteria set down by the IIA are listed in a schedule to the IIA codes and must be made available to subscribers by ISPs. The IIA Schedule includes black list and white list filters. Accordingly, Optus believes that R-Rated material is already covered within the current regime and there is no need to amend the regime to specifically include R-Rated material hosted overseas.

5.19 Further, since the commencement of the ABA's Complaints Hotline, it has become apparent that almost 80% of all items actioned to date have been at the RC level (mostly child pornography), just under 20 per cent at the X level and only 4 per cent deal with R –rated material.  Of the total of all content related complaints made to the ABA, RC-level material accounts for just over half of all complaints.  This indicates that the level of concern from the community is directed at the RC and X level, with the area of most concern being child pornography. This material is already addressed within the current arrangements, which include referrals to relevant police and international hotline services 
.

5.20 When combined with the fact that the majority of Internet filters specifically deal with the issue of R-rated material, Optus believes there is no reason to add R-Rated material to the existing scheme. 

6. INDUSTRY INITIATIVE - FAMILY FRIENDLY ISP PROGRAM

6.1 An important recent initiative of the IIA and its Internet Content Task Force is the development of the Family Friendly ISP Program. The Program was launched on 26 March 2002, as part of a joint media event with the ABA and NetAlert.

6.2 The central component or element of the Program is an electronic ladybird logo along with the words “IIA Family Friendly ISP”. ISPs who warrant that they comply with the IIA Content Code, including the provision of a filter, can exhibit the ladybird logo on their homepage. 

6.3 The purpose of the Program is two- fold. First it aims to;

(a) help the public better identify code-compliant ISPs when choosing an ISP service; and

(b) increase the visibility and appeal of ISPs who do comply with the codes. 

6.4 The Program is a good illustration of the commitment by the Internet industry to promote and encourage responsibility and compliance amongst ISPs, raise community awareness of the code, and highlight the benefits of choosing an ISP that bears the ladybird logo. 

6.5 ISPs may display the ladybird logo on their websites if they enter into a Licence Agreement with the IIA pursuant to which they warrant that they comply with ALL of the provisions of the IIA codes of practice, including but not limited to the provision of a Scheduled Filter to its customers, and will remain compliant for the period of the agreement. 

6.6 It is a term of the Licence Agreement that the ISP provides mandatory text on its site and also provides hyperlinks from where users can obtain further information about the regulatory regime, how to obtain a filter and other relevant online safety issues for users. 

6.7 Optus signed the IIA’s Family Friendly ISP Program Licence Agreement on 24 September 2002. Optus now exhibits the ladybird logo on both its narrowband and broadband sites. 

6.8 Under the Family Friendly ISP Program, the IIA has agreed to accept advice from the ABA regarding alleged breaches by Licensees of the agreement. Licensees will be given seven days to show compliance or will be in breach of the licence agreement and lose the right to exhibit the logo. 

6.9 Optus believes that the Family Friendly ISP Program is an extremely important initiative which illustrates a commitment by industry to raising community awareness of the regulatory regime and community safeguards that it offers, along with lifting the level of compliance amongst ISPs. 

6.10 Initiatives to Raise the Profile of the Family Friendly ISP Program

6.11 The Family Friendly ISP Program provides an excellent mechanism by which Australian users can easily identify and choose to subscribe to a code compliant ISP. This in turn is intended to encourage ISPs to participate in the Program, and thereby raise awareness and code compliance. Whilst Optus fully supports the Family Friendly ISP Program, it strongly believes that this opportunity has not yet been exploited to its full potential.

6.12 Optus urges the Government to publicly give its full support to the Program and consider providing practical assistance and support to the IIA to raise the profile and reach of the Program. This might be achieved by referring to the Family Friendly ISP Program at media and industry events, as well as providing information about the scheme on all government department and agency web sites that deal with the issue of choosing an ISP. These include the ABA, ACA, DCITA, NOIE, Department of Youth and Community Affairs, to name a few. 

6.13 Given the staffing limitations of the IIA, other support, including the provision of an industry liaison officer within DCITA who might assist in encouraging ISPs to join the Program, would also be of enormous value to obtaining quick and effective uptake of the scheme. 

6.14 Opportunities also exist for the ABA and NetAlert to raise awareness of the Program  by providing information on their web sites, as well as in their printed brochures, which are widely distributed within the community and to schools and educational institutions. The key message might be that users should ‘Look for the Ladybird’, when choosing an ISP. 

7.
Level of Responsibility and Costs to ISPs

7.1 Optus supports the current regime as it provides a practical and balanced approach to the management of Internet Content, and believes that the current balance of responsibilities is appropriate. However, it is important to note that these responsibilities involve substantial costs to industry. 

7.2 For example, there are substantial and ongoing costs associated with developing and implementing the Optus Compliance Program, discussed in more detail above.  These include the costs associated with establishing and maintaining a process for dealing with ABA Take Down Notices within the tight time frames provided in the regime, conducting a staff training program for legal, regulatory, administrative, technical and Customer Facing Staff, and monitoring and advising on changes to the web site, which occurs regularly. 

7.3 In addition, Optus subsidises the filter product Netnanny, so that it is offered free of charge to Optus narrowband subscribers. 

7.4 The significant informational requirements which must be included on the ISP and ICH web sites, with links from their Home Pages also have a cost to industry as they reduce the size of the ISP’s ‘web site real estate’. This ‘real estate’ is one of an ISP’s most valued assets, and space allocated for regulatory purposes naturally reduces that the amount that is available for commercial purposes such as paid advertising, cross product promotion and the like. 

7.5 When assessed individually, the obligations on ICH and ISPs may not appear to be enormously costly or burdensome. However, when put together, they comprise a comprehensive series of obligations which involve substantial and ongoing costs to industry. It is important that these costs be recognised when considering the contribution and impact of the regime on industry. 

7.6 Whilst Optus can accept the current level of cost involved in maintaining the existing co-regulatory regime, it would be concerned if more onerous obligations were to be imposed. Moreover, any increase in the obligations on industry are unnecessary to address the objectives and regulatory policy underpinning the regime as outlined in Sections 3 and 4 of the Act.

8.
ROLE OF NETALERT

8.1 NetAlert is an independent community advisory body established in late 1999 by the Commonwealth Government to educate and advise Australians in managing their access to the Internet. NetAlert plays a key role in representing, and liaising with the community in regard to the co-regulatory regime for Internet Content.

8.2 NetAlert’s strategic objectives include working with industry, government and the Australian community to achieve the following: 

· Build an awareness of the Internet with all Australians; 

· Develop an appreciation of the concept of the Internet as a technological tool facilitating collaboration, education, communication and innovation for all Australians; 

· Educate Australian families and carers about managing their access to the Internet and promoting a safer Internet experience for young Australians; 

· Build better communities by encouraging a culture of collaboration, commitment and responsibility for Internet access; 

· Facilitate a dialogue between regional, rural and major metropolitan Australians regarding issues of Internet access; 

· Facilitate a dialogue between younger and older Australians in relation to the Internet; 

· Facilitate a dialogue between users, potential users, the government and the Internet industry; 

· Add value to communities across Australia as an integral component of the NetAlert national communications program; 

· Liaise with similar organisations internationally to ensure a collaborative "world's best practice" standard is achieved in all operations, research and communication. 

8.3 In order to meet these objectives NetAlert has established a national Helpline, an Industry Liaison Program, a Community Education Program, and Industry Resources Program. An Optus representative is a Director of NetAlert and a member of both the Information Resources Committee and the Industry Liaison Committee. 

8.4 Some of the activities included in these programs include the distribution of nearly 400,000 brochures, 70,000 posters, 244, 000 fridge magnets, 266,000 mousepads, along with 134,000 complete information kits. A series of Fact Sheets have also been developed dealing with filters, spam, online content, online privacy, technical jargon and Internet basics. Information about NetAlert and Internet safety has also been distributed through advertisements in P&C magazines, parent’s magazines, community newsletters, along with schools and state and territory departments.  Ms Noni Hazlehurst, actor, writer and radio and television presenter, has been the NetAlert Ambassador and was associated with a national advertising campaign in the Australian Women’s Weekly during 2001. 

8.5 NetAlert has also participated and in some cases sponsored a number of regional forums, and as a result obtained widespread coverage in regional newspapers, radio and television. These Programs have made important inroads into the task of building an awareness of the Internet with all Australians, in particular amongst parents, young people and those living in regional and rural centres. 

8.6 NetAlert’s Industry Liaison Program, which was developed to ensure that ISPs across Australia have a clear understanding of their obligations under the regime and to promote compliance. During 2001 –2002, the Program included a series of comprehensive two-hour seminars in 27 metropolitan and regional centres. NetAlert also developed an information manual and a CD-ROM which explains the obligations of the ISP. These continue to be distributed around Australia to promote awareness and understanding of the regime and ensure compliance. 

8.7 Over the last three years NetAlert has successfully commenced the enormous task of educating and advising the Australian public about the potential benefits that the Internet can bring to their daily lives, whilst at the same time providing users with sensible, helpful and reliable information about potential problems and ways to minimise or avoid those problems.  

8.8 NetAlert also plays a key role in liasing closely with the community, ascertaining its needs and concerns, and bringing that knowledge and experience to the co-regulatory framework. 

8.9 In recent months, NetAlert has refocussed its activities in order to maximise the impact and effectiveness of its programs on the Australian community. Optus supports the continuation of the work of NetAlert, and is pleased to see a more focussed program being prepared to meet its objectives, including further Industry Liaison Program initiatives. 

8.10 In its next phase, Optus urges NetAlert to consider providing practical support for the IIA’s Family Friendly ISP Program as part of its revised Community Education and Industry Liaison Programs. As mentioned above, this might include providing information on the NetAlert web sites, as well as in their printed brochures, which are widely distributed within the community and to schools and educational institutions. The key message might be that users should ‘Look for the Ladybird’, when choosing an ISP. 

9.
ROLE OF ABA 

9.1 Under the current regime, the ABA has the responsibility to receive complaints from any Australian citizen who believes that end users can access prohibited or potentially prohibited content. The ABA investigates complaints and refers ‘sufficiently serious’ Internet Content to relevant law enforcement agencies. 

9.2 A key element of the Online Content Co-Regulatory regime is the ABA’s Online Complaints Hotline. The Hotline which receives complaints about content via its online web site or via fax. To assist in ensuring that the ABA can investigate a complaint, the complainant is requested to provide a range of details about the content, including its URL. 

9.3 In actioning complaints, the regime requires the ABA to distinguish between Internet content hosted by Internet Content Hosts within Australia, and Internet content sourced from outside of Australia. Depending on the location of the content, different processes are adopted to deal with it. 
9.4 If the ABA determines that the subject of a complaint is prohibited and is hosted by an ICH located within Australia, the ABA issues that ICH with a Take Down Notice, which must be actioned by 6pm on the following work day. The Optus procedures to deal with a Take Down Notice are outlined in the Optus Internet Compliance Manual.

9.5 If the ABA is satisfied that the subject a complaint is prohibited or potentially prohibited, and the Internet Content Host is located outside Australia, the ABA must notify the content to the suppliers of filter software in accordance with the procedures outlined in the Internet industry codes of practice. A key requirement is that the filter suppliers add the notified content to the sites that are filtered as part of their service. Under the codes, ISPs are required to provide one or more of the filter products listed in the Schedule to the codes for the use of their subscribers. 

9.6 In addition, if the ABA finds Internet content is of a ‘sufficiently serious’ nature, it will notify the relevant State and Territory police force or the AFP. These arrangements are set out in Memoranda of Understanding between the ABA and individual Australian Police services. 

9.7 Performance of ABA’s Complaints Process

9.8 Optus believes that the ABA’s Complaints process, and the Take Down Notice procedure works well. The processes are clear and the Notices have contained sufficient information to enable Optus to respond to them within the prescribed time frame. 

9.9 The ABA has closely monitored international developments concerning Internet Content Regulation, along with relevant research and has provided useful information to both the IIA and NetAlert on other developments around the globe. 

9.10 The ABA also liaises closely with other international Internet content complaints bodies, including the Internet Hotline Providers in Europe (INHOPE). This allows the ABA to exchange information and experience on complaints processes, occupational health and safety issues for staff, standardised reporting of statistics, as well as discuss ways of enhancing and complementing existing arrangements with law enforcement agencies. 

9.11 Optus is independently aware that the ABA’s complaints scheme is widely considered to be one of the most effective in the world. This is due to both the ABA’s internal processes, as well as its relationships with national and international police bodies, the Office of Film and Literature Classification, its arrangements with the suppliers of the IIA Scheduled Filters, and other agencies involved in protecting children in the online environment.

9.12 In assessing the performance of the ABA’s complaints regime a useful benchmark is the Internet Hotline Providers in Europe (INHOPE) ‘ART Principles 1 and 2’. These principles enable Internet Hotlines to assess their operations against an international standard. The ART 1 principles assess Internet hotlines on matters of ‘Availability, Reliability, and Transparency’. The ART 2 principles assess Internet hotlines on matters of ‘Accountability, Responsibility and Trustworthiness’. 

9.13 Optus has made an independent assessment of the ABA’s hotline against these international ART standards and found that the ABA met the criteria to a very high degree. For example, of the 37 questions, 35 received a ‘positive rating or equivalent’ of which 8 of a possible 15 received a rating of ‘excellent’. The two other questions related to the issue of whether the ABA receives telephone complaints and anonymous complaints, which were answered in the negative in accordance with the ABA broader principles of effective regulatory operation.

9.14 ABA’s Community Education Activities
9.15 In 1998 the ABA launched its ‘Australian Families’ Guide to the Internet’ website. This initiative provided an online ‘starter kit’ for parents and carers. Following the ABA’s Internet@Home research, this site was redesigned and expanded to meet identified needs of Australian families. 

9.16 The site is now known as Cybersmart Kids Online (www.cybersmartkids.com.au) and provides a world class information site for parents, teachers as well as fun sites for children of all ages. The site also contains interactive quizzes, drawing activities and an excellent range of links for all ages.

9.17 The ABA promotes its online site, and the messages that it contains, through established channels with schools, libraries and via the media. The ABA also distributes hard copy information and brochures that outline the key features of the regulatory regime, including the operation of the Internet Complaints Hotline, along with safety tips for parents and children.

9.18 In Optus’s view, the ABA’s Internet community education initiatives are high in quality, effective and well received by the community. In looking forward, Optus urges the ABA the consider taking practical steps to support the IIA’s Family Friendly ISP Program and implement some of the initiatives referred to in paragraphs 6.10 – 6.14 above.

10.
REGIME’S INTERNATIONAL RECOGNITION 

10.1 The Australian Internet content regime is widely recognised internationally as one of the most effective regimes for the management of Internet Content in the world. 

10.2 This is largely due to the co-regulatory approach that underpins the regime and provides for effective input from Government, Community and Industry. The spirit of co-operation between the key bodies, namely the ABA, NetAlert and the IIA, is also an important factor in the regime’s success and ability to deal with new issues as they emerge. 

10.3 The global nature of the Internet means that any serious effort to manage content must include international co-operation. The Act empowers the ABA to liaise with regulatory and other bodies concerning co-operative arrangements for the regulation of the Internet Industry.  Over the last few years the ABA has established strong links with a number of key regulators in Europe and Asia, as well as non-governmental organisations that deal with the issues of Internet safety and the protection of children. 

10.4 Through these links the ABA provides information about the Australian co-regulatory approach. It also closely monitors international developments in Internet Content regulatory policy and provides regular updates to Industry and NetAlert. Of particular value is the ABA’s close relationships with the European Union and the Safer Internet Action Plan (see www.saferinternet.org), the Internet Hotline providers in Europe Association (INHOPE), the Internet Watch Foundation in the United Kingdom and Childnet International. 

10.5 This information enables the key parties within the Australian co-regulatory regime to remain informed and take advantage of relevant research and developments, particularly in the area of reporting hotlines and filter research. 

10.6 NetAlert has also established important links with a number of these organisations, and in particular non-governmental organisations such as Childnet International, Cyberangels, the Bertelsmann Foundation and various educational organisations in Singapore, France and Germany. These links will become increasingly important over time to ensure that in meeting its objectives, NetAlert offers Australians ‘world’s best practice’. 

11 CONCLUSION

11.1 This review has provided a timely opportunity to review the operation of the Australian Internet Content regime.  For the reasons outlined in our submission, Optus supports the current regime and would be strongly opposed to any substantive changes. 

11.2 As both an ICH and an ISP, Optus has experienced the operation of the regime first hand and believes that the current regulatory regime for Internet Content works extremely well. 

11.3 Australia is widely recognised as having one of the most effective regimes for the management of Internet Content in the world, which is supported by the Government, industry and community. It provides an effective and efficient structure to balance the needs of the Australian community and in particular families, with the need not to impose unnecessary financial and administrative burdens on Internet Content Hosts and  Internet Service Providers. 

11.4 Optus urges the Government to maintain the current regime as it provides a sensible and practical approach to Internet issues and provides a sound basis for Australia to develop its information economy as we move into the twenty-first century. 

� In August the ACNielsen.consult residential Broadband User Satisfaction tracking study announced that over 90% of Optus@Home residential broadband users remained satisfied with their broadband experience, despite overall broadband user satisfaction decreasing from 79% to 67% over the same period. (See www.consult.com.au)





� See ABA, Annual Report 2001-2002, page 48
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