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Via email: iga.review@dcita.gov.au & Regular Post
Manager

Broadcasting and Online Content

Licensed Broadcasting

Department of Communications, Information Technology and the Arts

GPO Box 2154

CANBERRA ACT 2601

Re: Comments on Interactive Gambling Services

Dear Manager:

The Interactive Gaming Council (“IGC”) is an international non-profit trade association comprising leading companies from around the globe involved with the interactive gaming industry.  Members are operators of Internet gaming sites, software suppliers, e-commerce providers, information-providers or other companies involved in the industry.  

The IGC is an advocate for regulation of the online gaming industry and comprises that portion of the industry which does not subscribe to a “Wild West” approach to online gaming, but instead adheres to an industry code of conduct, where players’ rights are protected, sites operate in a reasonably transparent fashion, and operators comply with the licensing and regulatory policies of the jurisdictions in which they operate.  In this regard, Australia’s “Uniform Standards For The Regulation Of Interactive Gaming”, a.k.a. the Aus-Model, was seen as leading the way.

The following is submitted on behalf of the Interactive Gaming Council (“IGC”) in response to the Australian Department of Communications, Information Technologies and the Arts accepting public comment on:

1. The Social and Commercial Impact of Interactive Gambling Services;

2. The Operation of the IGA and the Effect of Existing Exclusions; and 

3. Technological developments relevant to the regulation of interactive gambling services or capable of assisting in the management of problem gambling.
Each of these categories is discussed briefly below.

1. The Social and Commercial Impact of Interactive Gambling Services

In land-based gaming, jurisdictions devote significant resources to preventing minors from gambling.  Obviously, the physical presence of minors helps to facilitate their identification.  Yet, even with the opportunity presented by the physical presence of minors, no gaming jurisdiction is 100% effective in keeping minors from gambling, nor are jurisdictions 100% effective in controlling the purchase of tobacco and alcohol products by minors despite the person being physically present during the purchase.  By contrast, many tools, including data cross checks, biometrics and geo-positioning and age verification software, are currently available to exclude minors and others from participating in gambling online.  These technologies are rapidly improving in quality and are becoming increasingly cost-effective.  Indeed, products such as iris and fingerprint recognition are being viewed as the next step forward for ATM card user verification.

The review staff are referred to the report “Young People Gambling and the Internet” (published by the Australian Council of Social Service, ISBN 0 85871 2687), in particular to the segment entitled Overview of Conclusions.  To quote from the report “… it is questionable whether new delivery mechanisms themselves will significantly affect that popular culture (the culture of gambling is deeply embedded in the Australian psyche) …”.  The report goes on to state that while youth may have greater exposure, they are already currently heavily exposed to gambling through the immediate family and close family friends.  The strongest correlations of those suffering are with “poor education and employment opportunities, some psychological factors and socio-economic disadvantage in general.”  

Unfortunately, there is no panacea for protecting youth.  Rather, the IGC argues that the best strategy is a combination of social and educational interventions, technology-based tools and legal and regulatory approaches … NOT prohibition.

Similar arguments have been made with regard to problem gamblers.  That is, if they must be present in a casino to gamble there is more of a chance that they can be identified and assisted.  But is this assumption accurate?  How many problem gamblers are actually identified and assisted by personnel at land-based gaming outlets?  It would appear that a computer-based system that allows a gambler to self-exclude or to establish loss limits, stands a far greater chance of being effective than the systems in place in most casino jurisdictions today.  In fact, computer technology provides an opportunity to identify patterns of behavior that may lead to problem gambling, and offer intervention when necessary.  Sure, a gambler who is determined to gamble can hop from Web Site to Web Site, but a gambler who is determined to gamble can hop from one form of land-based gaming to another, including government-run lotteries with a prize pool in the millions of dollars and a return to player of not much over 50%.  Online, rules of games and reports of a player’s activities can be made readily available, as can contact details for bodies that aim to assist those with possible problem or compulsive gambling issues.

Another topic of debate is the claim that unregulated gambling creates societal ills for a minority of problem gamblers that outweigh its benefits to the majority who can enjoy it without adverse consequences.  Without sufficient research and availability of information, this is an emotive argument.  There are equal claims that such problems do not stand alone, that they are in fact co-morbidity issues and that the treatment services in the industry are subjected to the theories of a product life cycle.  Specifically, with proper treatment, funded through an appropriate taxation structure, these problems can be addressed.

The fact is that Internet gaming already exists.  The most recent statistics state there are as many as 1,800 gaming web sites currently operating, with billions of dollars reportedly being bet over the Internet with little, if any, oversight or guarantee that the operators of these sites are fair and honest or that protections are in place to keep children and compulsive gamblers away.  These revenue projections imply that a percentage of these monies are from Australian citizens and leave Australia with no subsequent benefit, directly or indirectly, to Australia or any Australian state (including no dedicated funds for protecting children and problem gamblers through education or other programs).

The IGC believes regulation will do far more to restrict the social ills that attend problem gaming than will any attempt at prohibition.  Prohibition will in fact drive the industry underground and create an environment with fewer consumer protection measures.  One example of ensuring that consumers are protected through government regulation is to ensure that games operating are actually the games that should be operating, and that winners will be paid.  With regard to testing approaches currently available to online gaming operators, BMM International, an Australian testing firm, developed a “New Solution for Internet Gaming Systems Verification Testing,” as described at http://www.bmm.com.au/PressReleases/System%20integrity%20verification100602.pdf.

While Australia was initially a leader in the regulation of Internet gambling with the Aus Model, drafted by a working group representing regulators from all Australian gaming jurisdictions, the decision to institute a moratorium appeared illogical given that Australian players cannot play at strictly regulated web sites, but rather must fend for themselves with web sites that are not regulated by Australia.  Interestingly, industries that were exempted arguably have a lesser level of consumer protection than that promoted by the Aus Model and as highlighted in the Senate’s NetBets report.

The question is not whether or not Australia will have online gaming – Australians are already participating in this industry, however they are left to participate in an unregulated or under-regulated one because of the moratorium-- but the question is whether Australia will consider offering a well regulated, above-board online gaming alternative for its citizens, not to mention ensuring that appropriate revenue remains onshore.  Issues arising with online gaming should not be looked at in isolation as they relate across the board to eCommerce.   

2. The Operation of the IGA and the Effect of Existing Exclusions

It is noted in the background document that in the period 11 January to 31 December 2002, the ABA received 13 complaints about Internet gambling content of which eleven investigations were completed, with two investigations terminated due to lack of sufficient information (in both cases the ABA was unable to locate any Internet content at the addresses provided by the complainants).  

While specific numbers are not available, it would be interesting to note the number of complaints received for the same period in regard to land-based casinos, gaming machines, Keno, Lotteries, not to mention the IGA exempted wagering and sports betting.  It is suggested that the number of complaints in all of these forms of gambling would far exceed 13.

There is also the question of whether the ABA and AFP are the appropriate bodies to deal with gaming related complaints, not to mention the priority assigned to this issue by these bodies.  How is the ABA resourced, both financially and staff-wise, to adequately deal with this additional responsibility, one that prior to the federal government intervention had been the domain of the states and territories?

The IGC endorses the recommendations of the Review of Gaming in the UK as subsequently ratified by the Department for Culture, Media and Sport (“DCMS”).  DCMS, as the Review Body proposed, supported the move towards legalizing the provision of the full range of online gambling services by operators located in the UK, including gaming.  This is a commonsense approach in creating a level playing field aimed at capturing all forms of wagering and gaming.  One of the most significant recommendations in the Review Body’s report was to allow British based operators to offer online gaming products, whether via the Internet, interactive television or other media.  As is the situation in Australia, United Kingdom consumers can already obtain access to a wide range of overseas-based internet sites offering casino style games, as well as a growing number of sites, some of which are UK-based, that offer gambling products based on fixed odds betting but which have many of the features of gaming.  The Government, through the DCMS, supports the Review Body’s conclusion that the prohibition of online gambling by British consumers would be an entirely unrealistic objective, even if it were thought to be desirable.

The IGC endorses oversight and regulation of online gambling to enhance consumer protection principles and to prevent money laundering.  Specifically, the IGC endorses the following recommendations from the UK Review of Gaming, activities that are already adopted by responsible, reputable online gambling operators:

30.32  We recommend that all punters who register to play online should be properly identified before they are permitted to play.  The Gambling Commission should issue guidelines to ensure that identification standards are comparable with those of off-line casinos.

30.33  We recommend that online operators should make any payments only to the debit or credit card used to make deposits into the punter’s account (to the amounts permitted under card association rules), or by cheque to the punter.

The IGC also supports the DCMS recommendation to work in a cooperative environment with government and industry.  

The above merely echoes the principles espoused in the AUS Model.  It is also consistent with the pro-regulation recommendations of both the Productivity Commission (http://www.pc.gov.au/inquiry/gambling/finalreport/index.html) and Senate Inquiry into Online Gambling (http://www.aph.gov.au/senate/committee/it_ctte/gambling/report/).

As reported in an Australian Casino Association commissioned report (with the input of Hitwise), the Federal Government’s Interactive Gambling Act 2001, introduced in June 2001, has failed to curb Internet casino-type gambling and is forcing Australians to use offshore and largely unregulated online gaming sites (refer Attachment 1).

According to the executive director of the ACA, Mr. Chris Downy, more than 40 per cent of Australians gambling online are visiting offshore sites.  “This research proves that Australians are actively visiting offshore casino-type gaming websites which are clearly not subject to the same stringent regulation as Australian licensed operators. 

The report states that between February and December 2001 the number of international Entertainment-Gambling websites visited by Australian Internet users had increased 38 per cent.  During February 2001, Hitwise monitored 304 Entertainment - Gambling websites, 100 of which were based in Australia. By December 2001, the total number of Entertainment - Gambling websites monitored had increased to 419, with the number of Australian sites remaining constant at 100. 

“The level of interest in online gaming remained relatively consistent throughout the year and actually increased in July 2001 at the same time as the introduction of the Interactive Gambling Act.

“The Entertainment-Gambling category attracted nearly .5 per cent of total Internet traffic in Australia per month between February and December last year.”

This above information displays that the IGA has driven Australian consumers to bet overseas, potentially on unregulated and potentially harmful sites, quite at odds with the local sites that have implemented the stringent player protection features espoused in the AUS Model.

Internationally, countries are increasingly recognizing that government regulation is the key to successful online gambling management.  The UK Review recommendations as adopted by the Department of Culture, Media and Arts is a prominent example of this movement.  It is also interesting to note that the US Virgin Islands are in a position to license virtual casinos and that there are moves afoot at state and federal level in the U.S. to ascertain how to regulate the industry. 

Regulation is also a more logical solution than deputizing sectors of the Internet industries to act as Internet police, something that has been attempted for several years in the U.S., specifically, efforts to deputize ISPs and financial institutions to police this activity.

International standards and cooperation amongst industry and between jurisdictions and industry is the recommended methodology to achieve an end satisfactory to both the government and the industry.

The business uncertainty created by the federal government intervention cost several companies large amounts of money and dissuaded overseas companies from bringing business and subsequent revenue and employment opportunities to Australia.  Specifically, the intervention is detrimental to the perception of Australia in terms of a place to do business and in terms of Australia as a technologically “smart country”.

3. Technological developments relevant to the regulation of interactive gambling services or capable of assisting in the management of problem gambling.
New technology, specifically the Internet, and the resulting borderless marketplace has complicated traditional gaming issues and facilitated new types of gaming and new delivery mechanisms for existing products, including government products.  Not the least of the issues is how governments wish to regulate.  They will have to move away from the traditional captured environments and work together with industry to ensure best practices are not only required but also adopted.

The acceptance of a global market for online gaming is a reality unless the Internet itself it banned, which is unlikely.  Rather than allowing the industry to continue in uncharted territory, regulation is needed to solidify, instill confidence and to create a new revenue source.  Not the least of the issues that can be addressed through regulation are responsible gaming practices (harm minimization in other terminology) and money laundering – something more likely to occur in online auctions rather than in a highly regulated, well-audited system.  Otherwise, some online gaming will continue unregulated and move underground.

The question of prohibition needs to be addressed.  The IGC urges Australian regulators, legislators, and government officials to move away from any recommendation to deputize sectors within an industry, for example ISPs and financial institutions, and instead focus on working with members of the online gaming industry to develop workable controls and regulation.

Stringent computerized screening mechanisms implemented by Internet gambling operators, and monitored by regulators, will be more effective than existing land-based measures in preventing most minors from gambling.  This is one of the areas of control that needs to be addressed by regulation and not prohibition.  With new technologies there is a need for a robust (well-regulated) registration process for players wishing to participate in interactive gambling.  Coupled with this should be the presence of verification procedures for each time a person wishes to participate in any form of gambling.  New technologies actually provide regulators with tools not previously available in most traditional forms of gambling, including the ability to provide an audit trail for each transaction, to limit players to total or individual amounts bet, and to block participation by specified players or classes of players.

From the geographical locale issue come solutions from companies such as Digital Envoy (http://www.digitalenvoy.net/), and Quova Inc.’s geo-location and IP-mapping software, currently in place for MGM Mirage’s licensed Internet gaming site out of the Isle of Man.  These companies have developed accurate and reliable location-based technologies.  It is interesting to note that mobile phone technology has been using geo-positioning as a means to ascertain caller costs and call number access.

Large, publicly traded companies such MGM, let alone the many other reputable companies currently involved in this form of entertainment, and comprising representatives with vast experience from the land-based gaming industry, do not want to jeopardize reputations, individual or corporate, by engaging in operations that are anything but professional and credible.  In fact, MGM had to satisfy the applicable regulators in the jurisdictions where they operate land-based casinos, that they could prevent US residents from participating online, a condition to their maintaining the status quo of their existing operations.

It is important that if gaming is lawful, the means of distribution should not affect the lawfulness.  That being said, use of the Internet, as well as other forms of new technologies, in gaming, and in eCommerce generally, is undeniably a difficult and complex public policy issue, as evidenced by the debates in Australia.  With the advent of new technologies, accompanied by an increasing acceptance by the public, there is greater incentive for jurisdictions, and industry, to work together cooperatively.

Another key concern in today’s world is the ability to launder ill-gotten funds through Internet gaming web sites. Money laundering, however, inherently depends upon stealth.  Online gaming could be one of the most watched and monitored forms of e-commerce – by licensing jurisdictions, financial institutions and various others – not to mention that, unlike land-based gaming, cash is not used in transactions.

In its Consultation Paper on money laundering (CP46), the UK’s FSA (Financial Services Authority (“FSA”) as enshrined in the Financial Services and Markets Bill) recognized that a comprehensive, regular and effective training program is vital in the fight against money laundering.  This clearly is the role that the IGC expects to play with its membership and in conjunction with bodies such as the FATF.

The FATF Consultation Paper emphasizes Know Your Customer (“KYC”) policies. Online gambling operators, like financial institutions, do not have the benefit of face-to-face transactions, relying instead on the technology and pragmatic solution to overcome this impediment.  The FSA’s new anti-money laundering measures, as a first big step, require affected parties to take as many as four separate pieces of evidence of an individual’s identity as part of acceptable KYC procedures. The banks assist in this regard via their requirements for proper identification when establishing bank accounts and issuing credit (and debit) cards.

Moreover, most gaming software developers, partly in response to regulatory requirements in their respective jurisdiction and partly due to their desire to adopt best business practice(s), require their licensees, during the registration process, to obtain information from customers that can be used to verify their identity - name, personal residence address, date and place of birth, telephone number and email address, etc.  This information can be cross-referenced with credit card registration information, wire instruction and other similar information.  The confirmation information plays an important role with the release of unusually large refunds or deposits.

Furthermore, financial institutions that contribute to the deposit cycle contribute to the verification process with their at-source checklist.  These include credit card issuers, financial institutions that maintain the customer’s bank accounts from which wires are transacted and emerging e-cash intermediaries.  
Technology will continue to provide the tools to identify suspicious transactions and the record keeping to account for and report such transactions.  

Proper regulatory oversight and compliance will incorporate laws and procedures to ensure the suitability of owners, managers and others involved in gambling activities.

Summary

There is no denying that Internet gaming is a complex policy issue for governments and regulators in every corner of the world.  The simple solution is to make Internet gaming illegal, and forget about it.  Australia, initially regarded as being on the forefront of the challenges associated with Internet gaming, recognized same with the establishment of the AUS Model.  The development of strict licensing rules and regulations for the operation of gaming over the Internet was a step in the right direction. 

The acceptance of a global market for online gaming is a reality unless the Internet itself is banned, something that is unlikely.  A policy of regulation is logical.  If gambling in various forms is already available to residents of Australia then why would a new technology change this offering.  If governments want to provide protection for the public, then the solution is regulation.  Further, the goals of a proper regulatory scheme are commendable: fostering responsible gaming practices (harm minimization in other terminology), specifically protecting the most vulnerable citizens, underage and problem gamblers, and addressing money-laundering concerns.

The debate would not be complete without addressing the question of prohibition.  Rather than allow the industry to continue in uncharted territory, regulation is needed to protect players, instill confidence and to potentially create a new revenue source.  The IGC urges Australian policy makers to move away from any recommendation to deputize sectors within an industry, for example financial institutions or ISPs, and instead focus on working with members of the online gaming industry to develop workable controls and regulation.  

The IGC looks forward to further discussions and to participating in the development of regulatory models for the online gambling industry.  The IGC would welcome the opportunity to meet with officials from DCITA and is committed to working with DCITA and other agencies to advance the common cause of industry and governments.  Please contact Ms. Sue Schneider, Chairman, Interactive Gaming Council, via executive.director@igcouncil.org.  

ATTACHMENT 1

AUSTRALIANS CONTINUE TO BET ONLINE

Tuesday, 5 February 2002

The Federal Government’s Interactive Gambling Act 2001, introduced in June 2001, has failed to curb Internet casino-type gambling and is forcing Australians to use offshore and largely unregulated online gaming sites, the Australian Casino Association (ACA) announced today.

Quoting the ACA/ Hitwise Online Gaming Report, Executive Director of the ACA, Mr Chris Downy, said more than 40 per cent of Australians gambling online are visiting offshore sites. 

“This research proves that Australians are actively visiting offshore casino-type gaming websites which are clearly not subject to the same stringent regulation as Australia. 

“The failure of the Act is underlined by the finding that in December 2001, one international online casino and one casino portal featured in the Top 10 gaming sites accessed by Australians,” he said.

Between February and December 2001 the number of international Entertainment-Gambling websites visited by Australian Internet users had increased 38 per cent. During February 2001, Hitwise monitored 304 Entertainment - Gambling websites, 100 of which were based in Australia. By December 2001, the total number of Entertainment - Gambling websites monitored had increased to 419, with the number of Australian sites remaining constant at 100. 

“The level of interest in online gaming remained relatively consistent throughout the year and actually increased in July 2001 at the same time as the introduction of the Interactive Gambling Act.

“The Entertainment-Gambling category attracted nearly .5 per cent of total Internet traffic in Australia per month between February and December last year.

“We said at the time that the government was using a sledgehammer to crack a peanut and the latest evidence would certainly appear to support our view,” Mr Downy said.

The Interactive Gambling Act 2001 prohibits Australians from gambling on Australian online casinos, but does not prevent Australians from online horse racing and lottery wagering.

Mr Downy said the research clearly demonstrates the Interactive Gambling Act 2001 has not prevented Internet casino-type wagering, but has forced Australians to gamble overseas on unregulated and potentially harmful sites. 

“It is extraordinary that Australians are forced to gamble on offshore sites when our local sites have in place player protection measures which are among the toughest in the world.

“Countries worldwide are recognising that government regulation is the key to successful online gambling management.

"Even countries that were looking to ban Internet gambling have now recognised that this is ultimately a futile exercise, and are now looking to regulate and control this activity," he said.

The ACA actively supports the rigorous customer protection measures already in force and promoted by Australian operators.

Other notable findings of the ACA/Hitwise Gaming Report include:

· NSW (38 per cent) and Victoria (31 per cent) supplied the majority of traffic to the Entertainment-Gambling sector;

· The level of traffic to websites in the Entertainment-Gambling category was strongest on Saturdays;

· 40 per cent of all visits to the category went to the Top 10 websites;

· In comparison to the share of visits to the Entertainment-Gambling category (which remained relatively consistent throughout 2001), visits to Business and Finance-Stocks & Shares fell significantly from 1.292 per cent in February 2001 to .907 per cent in December 2001.

The ACA plans to monitor online gaming traffic throughout 2002 and will release results of a similar study in July 2002 and January 2003 respectively.

The association has also published a number of guidelines Australians should consider before wagering on offshore, potentially unregulated Internet casino sites. These guidelines and other information related to online gaming can be found on the ACA website www.auscasinos.com.

ENDS…

5-Feb-02

For further information please contact:

Chris Downy 

Executive Director

Australia Casino Association

Office: (02) 6232 6481

Mob: 0407 411 043

Hitwise Methodology:

The Hitwise Online Gaming Report tracks Australian Internet Traffic in the Entertainment-Gambling category between February – December 2001. Each day, Hitwise monitors approximately 3 million Australian Internet users and reports on over 100,000 online businesses. Hitwise monitors a range of Internet Service Provider (ISP) networks to capture usage patterns of Australian Internet users. The ISPs represent a diverse range of metropolitan and regional areas that includes Internet access from home, work and educational institutions.
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