SUBMISSION TO THE REVIEW OF ISSUES RELATED TO COMMONWEALTH INTERACTIVE GAMBLING REGULATION

A TECHNOLOGY SOLUTION FOR PROBLEM GAMBLING

SUBMITTED BY REGIS CONTROLS PTY LTD

APRIL 2003

Regis Controls Pty Ltd

Email:
donaldif@ozemail.com.au

Phone:
03 9614 2400

Fax:
039614 2444

1.
INTRODUCTION

This submission addresses the five main issues which are the subject of the review of commonwealth regulation of interactive gambling.

These issues are:-

· The growth of interactive gambling services

· The social and commercial impact of interactive gambling services

· The operation of the IGA and the effect of existing exclusions

· Technological developments relevant to the regulation of interactive gambling services or capable of assisting in the management of problem gambling

· The feasibility of and capacity to regulate financial transactions associated with the provision of interactive gambling services.

This submission recognises that interactive gambling will continue to grow as a result of:

· Increase in the number of worldwide interactive gambling service providers, 

· Increased access by more citizens to electronic channels of distribution through and availability of Internet, G3 mobile telephony, interactive TV, mini kiosks and other new technologies

A proportion of interactive gambling services will remain unregulated or very lightly regulated resulting in the incidence of unfair, dishonest and fraudulent practices in terms of both game playing and also financial transactions

Uncontrolled and unregulated interactive gambling will increase the societal and social problems associated problem gambling due to combination of factors including:

· 24/7 access

· at home / at work access to gambling services

· the potential to gamble using credit cards and on credit (both of which should be banned)

· the relatively easy access by minors to gamble interactively (current Internet security practices are inadequate to stop the average teenager from gambling)

· in the longer term worldwide interactive gambling may well have an impact on a particular country’s balance of payments position and also consolidated revenue as a result of tax revenue on gambling either collected or foregone.

· Interactive forms of gambling have and will increasingly continue to attract the criminal element as they offer the scope to operate on a worldwide basis and to engage in a wide range of criminal activities including

· Skimming

· Hacking

· Emulation

· Dishonest and / or fraudulent games

· Non payment of winnings

· Transitory and / or sham shell companies / operations

It is highly unlikely that there will be any worldwide or regional initiatives to address the issues of interactive gambling in the next five years.

Governments in developed economies are increasingly recognizing that interactive gambling is a ‘fact of life’ and cannot be effectively eliminated or banned.  Governments in some developed economies have or are moving to regulate and tax interactive gambling in the same manner as other existing forms of gambling e.g. Austria, Belgium, Finland, Germany and four territories within UK.

The current IGA has a number of apparent anomalies such as:

· Some forms of interactive gambling are legal in Australia but not others

· Gambling 24/7 in regulated physical venues (in most States and Territories) is legal but not via online forms of the same type of gambling

· It is illegal for an Australian resident to gamble interactively via an Australian based service provider but not via an overseas service provider (the latter may be subject to minimal regulation)

· Some forms of gambling via credit cards are allowed but the proposal is this should not be enforceable for interactive gambling (this latter position is supported by this submission)

This submission discusses each of these issues and proposes a technological solution which addresses each of these problem areas and the view of this submission is that gambling is part of the Australian culture having arrived with the first fleet and therefore:-

“Interactive gambling is here to stay and will expand.  Australia should learn to live with the problems and opportunities.  Australia is widely recognised internationally as a leader and innovator in all forms of gambling.  As such it has the opportunity for world leadership by demonstrating a comprehensive technical solution to the social, regulatory, criminal and problem gambling issues which currently exist.”

2
GROWTH OF INTERACTIVE GAMBLING

A study by NOIE in 1999 into Internet Gambling concluded that this form of gambling represented less than 1% of the total expenditure by Australians by gambling.

Around the same time world surveys on Internet Gambling by organisations such as Bear Stearns and The Cato Institute predicted that there would be dramatic growth in this form of gambling.

According to testimony before the US Senate Banking Committee more than $3.3 billion will be illegally wagered by Americans through offshore Internet gambling sites during 2003.

The current estimate by Bear Stearns of forecast revenue of the interactive gambling market is $7 billion for 2002/03 with an annual growth rate of 20%.

The number of interactive gambling sites on the Internet is estimated to have a wide range of between 2000 and up to 10,000 sites (in part due to double counting and depending on the definition of gambling service providers).

As more countries regulate interactive gambling the total value spent by gamblers will continue to increase.

ABS (September 2002) estimates that there are 3.9 million householder Internet subscribers in Australia and 0.7 million business and government subscribers (with an 8% overall annual growth rate).

3.
THE SOCIAL AND COMMERCIAL IMPACT

Interactive gambling has basically the same impact as other forms of gambling.  In Australia this impact is comprehensively documented in the Productivity Commission’s Inquiry Report on Australia’s Gambling Industries.

A number of studies on the impact of interactive gambling suggest that this method will exacerbate the problems caused by gambling due to the pervasiveness of the distribution channel, namely:

· 3.9 million Australian households have 24/7 access to the Internet (estimated to be 4.9 million by 2006)

· 700,000 Australian workplaces have access to the Internet

· Internet and other interactive means of gambling attract some social groups which do not participate in established forms of gambling including:

· Minors

· Remote rural and regional inhabitants

· Technology literate younger age groups

· Housebound citizens

· Office workers during working hours

· There are few limits set and games can be played at a faster rate than most existing forms of gambling

Thus interactive gambling is likely to both increase the total expenditure on all forms of gambling in Australia and to cause some switching from some existing regulated and taxed forms.  As more developed countries, including much of Europe move to regulate interactive gambling thereby providing reassurance to customers that gambling services are secure, trustworthy and simple this trend to switching may well increase.

The social effects of interactive gambling are likely to include:

· the existing 130,000 problem gamblers in Australia are likely to grow in number as a result of new demographic groups taking up interactive gambling

· the social problems (bankruptcy, suicide, crime, family breakdown and so on) caused by severe gambling are also likely to increase

· the financial burden on taxpayers paying for the support of problem gamblers and their families will increase

· the imbalance between State revenue through taxing gambling services and the welfare support of problem gamblers and their families by the Commonwealth will increase

The commercial impact of continuing to ban interactive gambling by Australian providers is likely to include:

· revenue flowing from Australians to overseas providers

· the potential loss of State tax revenue as gambling migrates from existing regulated and taxed forms of gambling to interactive gambling (the tax revenue will probably accrue to overseas governments in those countries where interactive gambling is regulated)

· the impact of interactive gambling on Australia’s balance of payments is currently fairly small but can be expected to grow, which is far from a desirable prospect given the current position

There are two causes of this adverse impact on Australia’s balance of trade:

a) Australians gambling on overseas sites and paying foreign service providers

b) Overseas based customers not using Australian gambling service providers and providing revenue to Australia (Lassiters estimated in 2000 that overseas customers accounted for 67% of it’s online revenue)

· there is also the potential impact of interactive gambling on criminal activities and enforcement requirements.  Interactive gambling provides increased opportunities for criminals to engage in:

· money laundering

· hacking, emulation, skimming and other forms of attack

· unfair and / or unenforceable gambling service provision through engaging in rigged games, scams, inequitable exchange rates and straight non payment of winnings

· direct participation in or control of part of the interactive gambling industry

Some governments first reacted to the problem of Internet gambling with moves to ban the practice e.g. the Kyl Bill in US and IGA in Australia.  This situation has given rise to a number of anomalies:

· some forms of gambling via the Internet or electronic service delivery are still legal in Australia

· the US allowed Indian Reserves to provide some forms of gambling not allowed elsewhere in the US

· the UK Government allowed some forms of online gambling in territories such as the Isle of Man and the Channel Isles (Alderney) but not elsewhere in the UK

· similarly the Russian Government allows interactive gambling in one region

· governments also attempted, with some success, to move the problem to the financial sector (banks and credit card companies) through moves to adopt non enforcement of credit card transaction provisions if used for gambling

There appears to be something of a rethink in a number of western governments e.g. the Conyers’ Bill in the US and some current rethinking in the UK.  A submission by the Chair of the Interactive Gaming Council before a US Senate Sub Committee on Financial Services identified that some 54 countries which offer some form of interactive gambling regulatory infrastructure and this number is growing.

If 54 countries permit some form of interactive gambling regulation then Australians are entitled to have similar levels of protection against unscrupulous service providers for the public and consumers as in other countries and as currently occurs in a regulated physical gambling environment.

There are essentially two compelling justifications for regulating interactive gambling, namely:

· it is already a reality and attempts at enforcement will ultimately prove to be impractical and ineffective 

· regulation provides the consumer protection and economic benefit outcomes which government has an obligation to put in place and maintain

4.
THE OPERATION OF IGA

The IGA has worked in terms of barring Australian based gambling service providers as there have been no prosecutions and a very low level of complaints (even fewer complaints appear to have any justification).

The IGA still contains a number of anomalies and these will increase in complexity over time with new technology advances.  For example telephone betting is currently legal but if a mobile phone is Internet enabled exactly where are the boundaries in a situation where the particular gaming services are not currently provided to customers in a public place.

Though the IGA has met the short term objectives of the Government it has not had any impact on the overall level of gambling in Australia and the social and financial problems resulting from problem gambling.

The other major problems associated with the IGA are:

· it does not address the changes in technology which increasingly can be used to circumvent the current regulation

· it provides a totally unfair and anti competitive advantage to existing gambling service providers in Australia

(an investigation by ACCC into the structural anti-competitive practices within the Australian gambling industry enacted by Australian government might be a fascinating but highly unlikely scenario).

The real term answer is to change the IGA to regulate interactive gambling services by Australian providers (in common with 54 countries at present and probably 70-80 countries by 2005).

Regulation should address the real causes of problem gambling and at the same time address the main existing cause of problem i.e. gambling electronic gaming machines (EGMs).

5.
REGULATORY INTERACTIVE GAMBLING SERVICES THROUGH TECHNOLOGY AND MINIMISING THE EFFECTS OF PROBLEM GAMBLING

The Queensland Government developed and published the Interactive Gambling (Player Protection) Bill 1998 which was amended in 1999.  This Bill was not enacted as the IGA took precedence.

The Queensland Bill was well regarded by gambling regulators around the world but the provisions were never tested.

The Bill contained the key requirements for regulating interactive gambling i.e.

· player protection

· registration

· identity verification

· transaction

· limitation on amount wagered

· record of transactions

· scheme audit

· supervision

· licensing service providers

· licence fees and tax

· control systems

· inspection

In the view of many gambling regulators the Queensland Bill provided a sound model for regulation and this view is supported by this submission.

Much of the provisions for regulating licensed gambling service providers are similar to existing gambling Acts and this submission accepts that these provisions in the Queensland Bill are workable.

This submission addresses the player protection and financial transaction aspects of both existing and legal EGM gambling and interactive gambling.

It provides the system, known as Regis, all the features required for responsible electronic gambling via Internet, broadband, interactive TV and live electronic gaming machines such as poker machines, twenty four hours a day, seven days a week.

The proposed system provides a unique combination of key features for gambling service providers and players.  It can also be used by government regulatory bodies to ensure that:

· Internet and broadband gambling services providers can be regulated in day to day operation;

· Minors are barred from Internet and broadband gaming;

· Players bets and winnings are transferred securely and are not subject to repudiation;

· Transfer of money and bets are encrypted and the system provides end-to-end security;

· Attempts to hack into the system can be identified and corrective action taken;

· The player is identified and authenticated to a personalized smartcard which is unique to that player;

· Financial transactions can occur via electronic cash, debit transactions and/or credit transactions (the latter only if permitted by government regulation).  Credit card betting can be banned using the system;

· The system permits in physical venues, cash and debit transactions with major international banks and allows money to be transferred before, during and after a game or stored on a smart card for future use;

· The system provides privacy and anonymity for players not wishing to identify themselves to an interactive gambling provider or casino;

· The system allows players to participate in all types of electronic gambling both in the live and virtual environment;

· The system permits responsible gambling by allowing players to set limits and through incorporating the issues faced by problem gamblers e.g. court order banning gambling;

· The system uses a very high strength encryption systems (3xDES or RSA) which provides security for both players and gaming venues; and

· The system is compatible with EMV and card operating platforms such as GlobalPlatform and MULTOS

In summary the system provides safe, secure and responsible gambling via regulated Online sites without any of the social and technical problems which often cause concern to the general community and governments.

The system is in the process of final patent approval in Australia and in other countries.  The full patent has already been granted in New Zealand.

Customisation

The system can be customized to meet the requirements of any country or national or regional government.

Optional features which can be incorporated to meet the needs of individual countries include:

· The latest encryption technology

· Interoperation with those major national banks which provide electronic banking services;

· The use of biometric identification and authentication of players using techniques such as fingerprint scanning;

· Multi currency use;

· Reporting of financial transactions over a specific limit; and

· An audit trail

5.1
An Overview of a proposed Responsible Gaming System

5.1.
Overview
This document is a discussion of the high level technology surrounding the management of the responsible electronic gaming scheme known as REGIS.  There is an examination of the parties involved in such a scheme, a broad outline of the technology involved and a discussion of the operation of the scheme.

5.2.
Regulatory Gaming Model
This system provides socially responsible gaming in the Australian physical and electronic space, to regulate EGM and interactive gambling.  To introduce such a scheme will require the participation of a number of separate organisations. The following sections detail the various parties and the roles and responsibilities of each participant.

5.2.1
Parties Involved / Roles & Responsibilities

A number of these roles could be performed by a single organisation. There will need to be some separation of roles in order to provide the necessary cross checks and audits to ensure that the scheme is operating as intended.

5.2.1.1
Casino (Virtual & Physical) / Gaming Venue

The Casino (whether physical or virtual) is the channel through which players may engage in gaming. The Casino’s major responsibilities are:

Provision of the gaming channel. This may take many forms: tables, machines or web pages.

Maintenance of the float. The float is defined as the pool of funds that are in circulation within the Casino. The Casino’s responsibility for the value contained in the float begins when the player has placed a bet and ends once the Casino has either deposited this value with a bank or has paid a player for a winning bet. It is essential that this float is large enough to meet the operational requirements of the Casino.

Adherence to gaming regulations and guidelines. It is the Casino’s responsibility to meet the gaming regulatory requirements and to operate within the gaming industry’s code of conduct.

5.2.1.2.
Scheme Operator

This party is responsible for administering the actual electronic gaming scheme. This involves a number of roles, some of which are performed by the Scheme Operator and others in which the operator facilitates the performance of other roles.

Ensuring that the Player does not exceed the imposed gaming limits. As part of the scheme, a player may elect to have self-imposed limits placed on their activity within the electronic gaming space. In extreme cases, these limits could be imposed by the appropriate Regulatory Authority.

Acting as a regulated portal for access to registered electronic gaming sites. By making the Scheme Operator the primary portal for access to electronic gaming sites, it will be possible to make validation of a player and the associated gaming limits available at single point of control. The Scheme Operator could also host the actual gaming sites on behalf of the Casinos.

Management of electronic value on behalf of the Casinos. The Scheme Operator would put in place a shared infrastructure that would allow the virtual and physical Casinos to accept electronic value. This would then be managed on behalf of the Casinos and end of day settlement would occur with the bank.

Provision of infrastructure to allow the Casinos to issue and manage smart cards. Again, by putting a shared infrastructure in place, the Scheme Operator could reduce the costs to Casinos who wish to issue smart cards.

Outsourcing of Card Management Functionality. If the Casino does not want responsibility for card management, the Scheme Operator would provide the facilities to manage the Casino’s card base. This would involve managing the card through every stage of the card life cycle from card ordering to card expiration.

Provision of Customer Care functions. This would be performed by providing call centre facilities and managing these on behalf of the Casinos. This would reduce the costs to the Casino by providing 1800 numbers for players to call should they have problems with online gaming sites or with their smart cards.

Rollout of Changes to Regulatory Requirements. If the Regulatory Body makes changes to the regulations surrounding electronic gaming, there needs to be a mechanism whereby these changes can be enforced on the already existing card base (i.e. those players who already have cards in their hands). The Scheme Operator would implement a mechanism by which those cards that are already issued would be flagged as needing an update to the control parameters contained in the Regulatory application on the card (this application is discussed in a later section of this document). This mechanism would wait until the next time the card came in contact with the Scheme Management infrastructure and would then issue the update to the card in real time before allowing any further transactions to be conducted.

5.2.1.3.
Registration Authority

The Registration Authority role can be performed by any organisation that is deemed by the Government as a “trusted party”. If electronic gaming is to be regulated through the use of a card, it is imperative that the individual who applies for such a card can actually prove they are who they purport to be. This is similar to the “100 or 150 point check” conducted by the banks and licensing authorities.

Capture of personal details. There will be a certain minimum level of information that will need to be captured about a prospective player so that gaming may be regulated. The RA is responsible for capturing these details and providing them to the Card Issuer.

Identity validation. Similar to the bank’s “100 point check”. 

5.2.1.4.
Issuer

This is the party that actually issues the card.

Card ordering. Ordering the physical plastic, chip and arranging for embedding of the chip in the plastic.

Card personalisation. Producing the correct data for the personalisation of the card and forwarding this to the card production bureau. This personalisation data would include the data forwarded from the Registration Authority.

Card issuance. Arranging for the card to be forwarded to the card holder, or alternatively, maintaining the stock of cards and forcing the applicant to physically collect the card if this is required within the regulations.

5.2.1.5
Bank

The bank could serve a number of roles within a gaming scheme. Its primary functions are described below.

Sourcing the value contained in the float. It is not important as to whether this value is physical, electronic or a combination of both. At some point the float, or part thereof, is either deposited with or sourced from a bank by the Casino.

Sourcing value held by the player. At some point, the Player will be in contact with the bank in order to obtain physical or electronic value in order to place bets.

Note:
Visa and MasterCard have announced that all credit and debit cards will migrate to Chip technology in 2006 and beyond.  This is part of a worldwide transition of mag stripe bank issued cards to smartcard technology.

5.2.1.6
Originator

In the case of electronic value, a number of these schemes have a party known as an Originator. This is usually performed on a regional basis by a nominated trusted party.

Origination of electronic value. 

The Originator issues electronic value to the equivalent of funds deposited with the Originator by the Casino. In the case where the Player is gaming on an overseas site, there may be several originators involved so that electronic value can be issued and collected in a number different currencies.

5.2.1.7
Clearance & Settlement

In the case where a Player is gambling with an overseas casino, there may need to be settlement between the Scheme Operator, Originator and Casino. Depending on the electronic value scheme used, there may be a need to have a party performing transaction clearance. This process involves the Clearance party collecting transactions from devices or locations, validating the authenticity of the transaction and passing these to the Settlement processor.

Collection/ Validation of transactions. As described above.

International settlement. In the case where a player wishes to convert Australian value to another currency, the Originator for the two regions (local and remote) need to be notified that some value has either been added or removed from the respective regions. This would require some manner of settlement between the two Originators at a regional level as all electronic value is backed by actual value that has been deposited with the Originators.

Local settlement. Once the Casino has deposited electronic value with a bank, the bank needs to deposit actual funds to that value in the Casino’s accounts. This is commonly known as Merchant Settlement. If a player has used EFTPOS to purchase electronic value and the bank issuing the electronic value is different to the player’s bank, there will be some end of day inter-bank settlement conducted.

5.2.1.8
Forex Supplier

This party supplies the forex rates by which to calculate the conversion of Australian value to another country’s value. This is performed in the case where the Australian player wishes to gamble at a foreign casino’s site and needs to convert Australian value to the Casino’s local currency (or some mutually acceptable currency).

Supply of currency conversion rates.

5.2.1.9
Player

No explanation necessary.

Receives electronic value in exchange for physical value.

Places bets with Casino.

5.2.1.10
Regulatory Authority

This role would typically be fulfilled by State and Territory Government agencies.

Sets guidelines and regulations for the provision of gaming channels. In order for a Casino to gain a gaming licence, it is necessary for the Casino to register with and comply with the regulations and guidelines laid down by the Regulatory Body.

Collects tax revenue from the Casino winnings. The Government collects tax revenue from these winnings and the current situation is that the State in which the Casino is based collects the revenue. With the advent of electronic gaming, there are some issues as to the precise definition of where the electronic Casino is resident.

5.3.
Technology Involved (high level)
The following is a high level overview of the technology involved in implementing an electronic gaming regulatory system.

5.3.1
Card

The card is central to the provision of a regulated gaming scheme. By implementing with a smart card, it is possible to perform validation of the player’s gaming limits both at a physical machine level and in the virtual gaming space. Because the card has a chip on it, the data actually physically belongs to the cardholder as opposed to a specific organisation - this assists in addressing any possible privacy concerns.

5.3.1.1
Operating Platform

There are a significant number of card operating systems available in the marketplace today, such as GlobalPlatform and MULTOS.  The system can operate with the main platforms although MULTOS with ITSEL 6 security rating would be a preferred platform.

5.3.1.2
Security

In the area of smart card security the system proposes to use EMV compliant cards (as will be issued by banks after 2006).  EMV adopts 3DES as the minimum encryption system.

5.3.1.3
Encryption

Microprocessor smartcards have an in-built cryptographic processor on the chip. This provides the ability to encrypt transactions using 3DES, RSA or SHA before they are sent via the public network. This also allows the data stored on the chip to be made impervious to hacking attempts.

5.3.1.4
Multi Application

A number of other card operating systems, allows the card to carry multiple applications on the chip. Previously, cards were limited to having just a single application placed on them. This means that in addition to the Regulatory application, the card is capable of carrying a Loyalty application, an Electronic Purse application and a Digital Certificate.

This provides a value add to the Casinos, as they can encourage return gaming by providing loyalty incentives to players and through the use of the electronic purse, eliminate the overheads associated with handling large amounts of cash.

The MULTOS security features ensure that these applications cannot interact with each other (except according to some stringently specified rules) and that the data contained within each application is securely firewalled from other applications.

5.3.2
Regulatory Application

This application would be the controlling application for the player. It would, conceivably contain the following information:

Cardholder details: Name, Address, Unique Gaming Number

Gaming Controls: PIN to access the application, Gaming Limit for the month (or other nominated time period, Value that has been wagered so far, Length of the gaming period, When the gaming period started.

This application would be interrogated at the start of a gaming session by either the virtual Casino site or by the gaming machine itself. The gaming channel would then have the information about the gaming limits to be applied to the individual player. The gaming channel would not let the player wager more than the precommitted gaming limit.

After the player had uploaded their stake for the gambling session, the gaming channel would update the gaming control information to indicate that the player had the possibility to wager the entire stake. In a worst case scenario (for the player), this is indeed what would happen and the card would represent the true total of value that the player had wagered.

If the player did not wager the entire stake, then the gaming channel would need to update the gaming control information to reflect the amount that the player had wagered. This would prevent the player from removing the card from the card reader in an attempt to prevent the gaming control information from being updated.

This update to the gaming control information would be enforced by not allowing the player to reclaim their remaining value of their stake or their winnings until the control information had been successfully updated.

5.3.3
Loyalty Application

This would, optional but could, be a typical loyalty application with the difference that the loyalty points are carried on the card. This would provide the Casino with the ability to provide instant redemption at the Casino venue or to operate predetermined rules established by State regulatory authorities.

The Casino could then encourage return patronage by providing access to goods and services within the venue through redemption of points.

Depending on the sophistication of the loyalty application, various parameters could be applied to different individuals to vary the number of points accrued. This would allow personalisation of the loyalty scheme down to an individual level.

5.3.4
Electronic Purse

An essential part of an electronic gaming scheme is a secure mechanism to transfer value across the Internet. An ideal way of achieving this is through the use of an Electronic Purse. There are two major standards within the space of electronic purse schemes and these are described below. Both of these schemes transfer value chip-to-chip i.e. both parties to the transfer are required to have a card and all transactions between chips are protected from tampering by a high level of encryption.

5.3.5
Digital Certificate

To allow non-repudiation of transactions between the Player and the Casino, it is possible to place a Digital Certificate on the card. This would allow the Casino to authenticate that the person using the card is the actual cardholder. It would also allow the Gaming Portal to authenticate that the Casino web site actually belongs to the registered Casino. 

5.3.6
Gaming Channel

The gaming channel would be required to perform the following steps regardless of whether the channel was an Internet site or a physical machine. If the channel were to be a machine then the machine would need to be equipped with a smart card reader.

If the gaming channel is a virtual then request and authenticate the Casino’s digital certificate to ensure that the site belongs to a registered Casino.

Read the gaming control information.

Validate that the cardholder is the actual person by having them enter a PIN.

Check the amount of value that the cardholder is allowed to wager.

Check how far through the nominated gaming period the player is.

If the player has passed the end of the gaming period, then the gaming period start date is updated and the total amount wagered in the gaming period is reset back to zero.

Capture the Digital Certificate to allow for non-repudiation of the transactions that will be performed during the gaming session.

Authenticate the certificate.

If all of these checks are passed then the channel will permit the following steps to occur.

Upload the value from the electronic purse. This would either be a nominated amount, the amount of value that the player is allowed to wager in the gaming period or the total amount of value remaining on the electronic purse - whichever is the lesser.

Update the control information with the total amount that has been uploaded. This is added to the total amount of value that has been wagered in the gaming period.

Allow the player to conduct a gaming session by placing wagers.

At the end of the gaming session the player would indicate that they wish to exit the gaming site. The gaming channel would then need to perform the following steps.

Interrogate the gaming control information.

Update the total amount that has been wagered during the gaming period.

Transfer the remainder of the cardholder’s stake or the total winnings.

Update the loyalty points if there is a Loyalty application present on the card.

5.3.7
Internet

Supply of gaming over the Internet will require a number of services to be provided either by the Casinos themselves or by the Scheme Operator in an outsourced model.

5.3.7.1
Browser Interface

An important part of the gaming experience for the player is going to be the online interface. With the advent of animated graphics and Java applets the interface supplied through a browser will be much more sophisticated than those supplied by traditional gaming machines.

Currently, the only operating system to provide wide spread smart card support are the Microsoft Windows operating systems (Windows 98, Windows NT and Windows 2000). This would mean that players without mainstream Windows machines would not be able to conduct online gaming.

Two browsers would have to be supported: Netscape and Internet Explorer. Due to the differences in these two browsers and their varying support for Java and XML, two versions of the interface would need to be developed and made available to players. 

5.3.7.2
IP Network Supplier / Portal 

An essential part of the gaming infrastructure will be the establishment of a robust, high capacity IP network. It is imperative that the network have a high availability and rapid response times. Without these two attributes, players will become disillusioned with the gaming site.

It is also possible to extend the IP Network supply into the provision of a gaming portal. This would provide access to all the registered gaming sites and allow generation of advertising revenue by providing companies space on the portal site. By having a single portal, more control could be placed on the players and allow collection of information about general gaming trends (as opposed to specific information on cardholders).

Cost savings for the Casinos could be realised by having the IP Network supplier also conduct the Web hosting for the Casino.

5.4.
Operation of Regulatory Scheme
This section will diagram the various ways in which the parties involved in a regulated electronic gaming scheme interact. This model is proposed as a first draft of such a model and should be treated as the basis for further discussion amongst the parties involved.

5.4.1
Interaction Model

5.4.1.1
Casino
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5.4.1.2
Scheme Operator
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5.4.1.3
Registration Authority
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5.4.1.4
Issuer
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5.4.1.5
Bank
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5.4.2
Day to day Operation of the Regulatory Scheme

The day to day operation of a gaming scheme will involve a number of processes. This section is a discussion of these processes and the manner in which the various parties will perform them.

5.4.2.1
Setting Regulatory Parameters

As part of a gaming scheme establishment and operation is the necessity to lay down the regulations and guidelines governing the scheme. To this end it will be necessary for the Regulatory Body to hold discussions and seek input from the various community groups, other Government Agencies and the various parties who will be participating in the operation of the scheme.

Once this process has been completed, the Regulatory Body is then responsible for creating the regulations and guidelines and disseminating this information to all interested parties. 

5.4.2.2
Card Holder Registration

When a potential player wishes to obtain a card to allow them to conduct online gaming, the Player must supply a number of details to the Registration Authority to validate their identity. These details are held by the RA.

The RA then performs the equivalent of the banks’ “100 or 150 point check”

The details that are captured are then vetted against the regulations and guidelines and the limits on the Player’s gaming are established. A subset of the details are then forwarded to the Scheme Operator so that the SO can then create a personalisation file for the card bureau. The SO then places an order for cards with the card bureau.
5.4.2.3
Card Personalisation and Issuance

The card bureau is then responsible for the production of the card and printing any brand identifiers. The chip is then personalised with the details supplied by the SO and the card is boxed along with a card reader, instructions and conditions of use.

This is then mailed to the address supplied by the Player.

At a later stage, the PIN to activate the card is mailed to the Cardholder - much as it currently is with debit and credit cards.

5.4.2.4
Operation of Card for Gaming

 Once the Player has received the card, card reader and PIN mailer, they are ready to login to the gaming portal. This portal will provide the facility to load value onto the card after transferring funds to the appropriate bank.

The Player can then choose from the registered gaming sites that have their site available through the gaming portal.

The Player then places wagers with the Casino according to the previously mentioned process that prevents the Player from collecting their winnings without having the Regulatory Application updated with the details of their current gaming session.

5.4.2.5
Collection of Transaction Origin and Destination Information

As part of the process of logging into the gaming portal, some Player details will be captured. One piece of information will be the registered location of the Player (i.e. which State the Cardholder resides in). In addition the registered location of the Casino will be captured and the amount of electronic value that has been wagered and won/lost.

This will then allow the distribution of gaming tax revenue to be conducted according to the agreement between the State Governments over such distribution of funds.

5.4.2.6
Settlement Processing

When looking at the settlement of value between the Casino, Scheme Operator and Bank there are two models available - one based on a physical gaming channel (i.e. machine) and one on a virtual gaming channel (i.e. Web).

5.4.2.6.1
Virtual Gaming Channel

In the virtual model, the Scheme Operator will maintain a pool of merchant chips for the Casino as part of the back-end infrastructure. A particular pool of chips will be maintained for each Casino - if the Casino elects to have the SO perform this function on their behalf.

Settlement would be scheduled according to the business rules defined by the Casino. This could be end of day, at predetermined times or according to the necessities of the purse class rules and a particular chip that has reached, or is approaching the value storage limits defined for that particular purse class.

As part of the settlement processing, the value contained within the managed pool of chips is transferred to the Bank-based Value Management System. The Bank, upon receipt of this value and notification of the Casino for which this value was held, will then settle with the Casino by depositing actual funds into the accounts held by the Casino according to the business rules defined by that Casino.

This could entail a process whereby the funds would be converted to a currency nominated by the Casino and an international transfer made to the Casino’s offshore bank. This would only occur in the case where a Casino was resident offshore, had registered with the Regulatory Body and placed their virtual gaming channel on the gaming portal.

5.4.2.6.2
Machine Based where machine is not equipped with merchant chip)

As per the above model.

5.4.2.6.3
Machine Based (if machine is equipped with merchant chip)

This is a more complicated model as the machine would need to be physically modified in order to be equipped with a merchant chip. The machine must then monitor the value contained in that chip and as the limit for the purse was approached, the machine would have to transfer the funds to the Scheme Operator’s Value Management System.

Settlement would then occur as per the virtual model.

This model is not recommended as the machine would then be responsible for issuance of value if the Player was a net winner. This functionality is far more easily supported in a centralised value management model.

5.5.
Implementation Plan (high level)
The implementation of a regulated gaming scheme would consist of a number of steps at a high level. These are detailed below.

5.5.1
Establishment of Regulations & Guidelines

As per sections 2.1.10 (Roles and Responsibilities: Regulatory Body) and 4.2.1 (Day to Day Operation of the Regulatory Scheme: Setting Regulatory Parameters). 

5.5.2
Identify Scheme Parties and Organisations

Each State Government would be responsible for choosing the Scheme Operator(s) and Registration Authority. Each Scheme Operator would then contact the various Casinos in order to obtain details of the Casino’s banking requirements. The various other organisations selected would depend on the Casino and Bank’s business requirements.

5.5.3
Establish Back-End Infrastructure

Establishing the back end infrastructure would be role of the Scheme Operator. This would involve developing a capability in the following areas: 

· Scheme management

· Web hosting 

· Portal management

· Value management

· Security

· Gateway to EFTPOS (barring credit card payments)

· Tax levying functionality

· Network

5.5.4
Design/Source Card Applications

The Scheme Operator would then work with selected smart card application developers and application suppliers in order to provide the suite of applications needed to implement a Regulated Gaming Scheme. There are currently a number of organisations in the marketplace that have a application development capability.

5.5.5
Design and develop browser interfaces

Again, the Scheme Operator would work with the Casino, a Web application developer and a Graphics Consultant to design the browser interface for a particular Casino’s virtual gaming channel. The SO would also be responsible for the development of the Portal interface and functionality.

5.5.6
Design and Develop Virtual Gaming Applications

 In conjunction with the Casino, the Scheme Operator would develop the back end virtual gaming applications and with the gaming device supplier to modify the physical gaming machines in order that they would be able to accept electronic value. These back end applications would have to be stringently audited by both the Casino and the Regulatory Body to ensure that they complied with all the regulations associated with gaming machines.

5.5.7
Establish Gaming Portal

Establishment of the Gaming Portal would then consist of registering the domain name and commissioning the card applications, back-end application and interfaces.

5.5.8
Establish Education Programs

An important part of Scheme Establishment will be the requirement to develop and instigate education programs to assist the Casino, the Player, Government and the various Community Groups in becoming comfortable with the new technology and the operation of a Regulated Gaming Scheme.

5.5.9
Establish Customer Care Capability

The customer care facility would be based around a phone based call centre model with physical customer interaction happening at Casino premises. The Casino’s would be responsible for the supply and education of customer care staff within these premises.

Within the Gaming Portal it would be necessary to supply access to assistance and education so that call centre staff could interact with a Cardholder via the Web. 

5.5.10
Establish Registration Authority

Once the Registration Authority is established, Cardholders can then start registering for a Gaming Card. The RA would have to be selected by the Regulatory Body and audited to ensure that the RA met all the applicable regulations and guidelines surrounding security and privacy before the RB issues the RA with “trusted party” status.

Additionally, the RB would issue guidelines and audit the interaction between the SO and the RA. 

5.5.11
Issuance of Cards

With all the preceding pieces in place, it would then be possible for card to be issued to Players. Initially, only the virtual gaming channel would be available to Players while the physical gaming channels are modified and rolled out.

5.5.12
Modification and Rollout of Machines

Given the cost of designing, developing, auditing and the physical rollout of modifications to the physical gaming channels, it is proposed that this rollout happen over a period of time. This would allow savings in costs to fund the modification and rollout of further machines.

Steps involved in the modification of machines would be as follows:

Design of physical modifications to the machines so that they could accept smart cards.

Design of the software changes necessary to interact with the various applications on the card (Regulatory application, E-purse application, Loyalty application and Certificate application).

Audit of the above components by one or more trusted parties.

Implementation of the physical modifications and software modifications in a staged manner.

Commissioning of the physical gaming channels. 

5.5.13
Operation of Scheme

Finally, the Scheme Operator would take over day to day running of the various SO support functions. The Gaming Scheme would deemed to be live.

APPENDIX A

1.1 Smart Card Specification

· Any card proposed must be ISO 7816 Compliant

· The card will be resistant to adverse environmental factors like heat, humidity, moisture, Electro-magnetic interference and radiation, etc.

· The card will be able to withstand a high degree of bending at any angle without causing damage to the card and the chip

· The card material will not be easily obtainable from any unauthorised sources and able to provide maximum security against fraud

· The durability of the card will be at least 3 years

· The proposed card will be manufactured by multiple reliable and secure card sources

· The proposed Smart card will be a contact card with minimum of 16KB of chip memory

· The card will be able to perform various cryptographic functions available: ie. DES, RSA, ECC

· In view of the high security and durability requirements, the proposed solution would require demonstrated achievement of External Security Evaluation Methodologies ie: DSD Rating

· The card will require the ability to load and unload applications independently

· The card will require demonstrated usage within the Gaming / Lotteries Industry

· The card must meet Privacy and Consumer Protection Legislation and National principles for fair handling or personal information

1.2 Reader Specification

· The terminal would require communication via ISO standard protocols ie: ISO 7816

· Acceptance of the Smart Card by the terminal to be determined by the application

1.3 Overview of Applications

Smart Cards require software to operate, similar to a Personal Computer.  Specifications exist for multiple types of operating software for Smart Cards hence discussions centred on “Open” software versus “Proprietary” software.  To perform the capture, assessment and function of all data created by the use of the card requires logical sets of software known as Applications.  These Applications exist to verify, authorise and perform operations specific to a required task.

Today, Applications exist for processing many different types of tasks on Smartcards.  To ensure consistency and flexibility, selection of the operating software should ensure Application can be adapted and changed whilst the cards are in the possession of card owner.  Selection of an “Open” platform ensures the Application set is flexible and adaptable to the changing requirement of each Industry.  

1.4 Application Specification

Each Application utilised within the gaming environment requires specific tasks to be performed.  To give an indication of the functions likely to be performed each Application listed has been further explored below.

SecureID

The main function of an Identification Application is to ensure appropriate levels of identification are enacted when the card owner wishes to transact.  Some form of Authorisation / Verification of the request is then required.  This could also include the ability to add new identification methods where appropriate ie: Digital Certificates, Biometrics.  This type of Application should be able to perform functions for Identification on the Card rather than a Computer, ensuring freedom of identification at remote points as well as flexibility for the card owner to utilise the card when and where they choose.  Additional layers of Security could be added ie: PIN if required.

1.5 Online Payments

Online Payments can be split into 2 different categories:

1 E-Cash, and

2 Secure Debit (Pre-Authorised Amount) 

For the purpose of this document, E-Cash and Secure Debit are outlined as viable options.  Credit has been barred due to the nature of the transaction.

1. E-Cash

Many E-Cash Applications for Smart Cards exist in various forms – from simple counter systems through to complex person to person transfer systems.  Many electronic cash systems exist and are being used throughout the world.  Broadly, electronic cash systems tend to imitate cash and therefore must display ‘cash type’ characteristics including the ability to transact anonymously.

All E-Cash systems do share a common characteristic – they currently all involve Banks to create the settlement of transaction.  As such, focusing on the requirements of Banks for support of E-Cash products is a consideration in introducing and E-Cash system.

Typical functions to be performed by the E-Cash systems include:

· Load / Transfer / Delete value

· Check Authorisation requirements – Flexibility to interact with a PIN number or Security Application(s)

· Check Validity of attempted transaction (eg: Attempt to transact at a local retailer with a gaming e-cash application – return error)

· Check limit(s) – Hourly, Daily, Weekly, Monthly if required

An E-Cash system used in Gaming would ensure the card holder agrees, commits and spends funds in a secure manner without the ability to repudiate the transactions after the event.  E-Cash systems also ensure harm is minimised where gaming is not well controlled by the card owner.  Access to limit information, selection of available finds and secure identification methods positions Smart Cards as a practical way of ensuring responsible gaming.

2. Secure Debit

Secure Debit is a transactional financial product introduced where the ability to authorise transactions online is not available ie: Communications systems are poor or non-existent.  When utilised within existing authorisation systems, it reduces the cost of processing the transaction (no online authorisation required) and increases the flexibility for the use of the Debit funds.  This also ensures limits are adhered to and no funds can be expunged without clear value present.  True controls can be nominated from the card owner and can be verified from the Application held on the Card, rather than checking an Account Balance online.  Secure Debit accounts would require clear funds into a Bank Account (or equivalent) similar to the current GST Accounts.  Typical functions for a Secure Debit Application would be a replica of the e-cash transaction requirements, with addition checking required before issuing a Card Owner with the Application ie: 100 Point Check.

1.6 Loyalty (if permitted)

Many Loyalty programs are based on the “Spend and Earn” principle.  For the purpose of this document, Loyalty program transactions are known as points.  Therefore any Loyalty program associated with Gaming would require a base set of functions to:

· Earn points

· Transfer points

· Redeem points

· Allocate Bonus points

· Delete points (expiry)

6.
UTILISATION OF THE PROPOSED REGULATORY SYSTEM
The system described in this submission has been developed by Regis Pty Ltd and has provisional patents lodged in a number of countries including Australia.

The system is an Australian innovation and Regis is a wholly owned Australian Company.  Details of the Regis system have been provided to a number of gambling regulatory authorities around the world.

Regis has indicated to Australian government and other governments that it will licence it’s potential system to any scheme operator approved by an appropriate government regulatory authority.

6.
THE OPPORTUNITY FOR AUSTRALIA
In the late 1990’s many governments looked to Australia to set a regulatory framework for interactive gambling.  The Queensland Bill and NT Act established a very promising start.

The IGA essentially put this situation on hold and other countries have or are likely to introduce responsible regulation of interactive gambling.

The regulatory system developed by Regis will allow Australia to adopt a responsible, secure and player protected system of gambling which can be applied to the main current cause of problem gambling i.e. EGMs as well as new channels of delivery of gambling channels.

Regulation of interactive gambling for Australian based providers will come at some time in the future.

DCITA has the opportunity to pioneer responsible regulation of interactive gambling using a viable technological solution.  (Fujitsu provided evidence to a Senate Committee Enquiry that the system will work).

The consequences of not allowing Australian based gambling service providers is likely to be experienced through the lack of protection of Australians using overseas service providers and a growing impact on Australia’s balance of trade.
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